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Abstract

This guide provides instructions to configure a Meraki Wireless Access Point (WAP) to send its
syslog to EventTracker Enterprise.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise version 7.x
and later, and Meraki Wireless Access Point (WAP) MR series.

Audience

Administrators, who wish to monitor Meraki Wireless Access Point (WAP) using EventTracker
Enterprise.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted to be
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting
the rights under copyright this paper may be freely distributed without permission from
Prism, as long as its content is unaltered, nothing is added to the content and credit to Prism
/s provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Prism Microsystems, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product, person or event is
intended or should be inferred.

© 2016 Prism Microsystems Corporation. All rights reserved. The names of actual companies
and products mentioned herein may be the trademarks of their respective owners.
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Introduction

The Meraki MR series is the world's first enterprise-grade line of cloud-managed WLAN access
points. Designed for challenging enterprise environments, the MR access points use advanced
802.11ac and 802.11n technologies including MIMO, beam forming and channel bonding to deliver
the throughput and reliable coverage required by demanding business applications.

EventTracker amasses and examines logs generated by Meraki WAP to help an administrator to

monitor IP traffic, Rogue AP, SSID spoofing etc.

Pre-requisites

EventTracker 7.x and later should be installed.
Administrative access to Meraki Dashboard.

Port 514 must be opened on Meraki WAP.

uEWwN-=

514,

Enable syslog logging

To configure a Meraki WAP to forward logs to a syslog server;

1. Logon to Meraki Dashboard Login.

Port 514 must not be used by other services of Meraki WAP.
An exception should be added into Windows Firewall on EventTracker machine for Syslog port

2. Click on Network-Wide at top left and select General under Configure tab.

CISCO Metwork: Live Demo - University Wirgless

MNetwork-wide Monitor

. Clients
Wireless

Packet capture
Organization Event log

Help Summary report

Figure 1

3. Atthe General page scroll down to the Logging section.

Configure

Group policies
Users

Add devices

EventTracker j
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Logding

Syslog semvers There are no syslog servers for this network.

Add a syslog server

Figure 2
4. Click on Add a syslog server link.
Logding
Syslog servers Server IP Port Roles Actions
514 Select Some Options
Add a syslog server
Figure 3

5. Type the IP address or name of EventTracker Manager Machine in Server IP field.

a

Type 514 in the Port field.(Recommended Port no. is 514)

7. Choose roles which you want to monitor like Airmarshal events, Flows, URLs, Wireless

event log in Roles field.
Mentioned log types are detailed below:

Log Type Log Details

Wireless | Messages under Monitor > Event log
Event Log

Flows Inbound and outbound traffic flows
URLs HTTP/HTTPS GET requests

Airmarshal | pjerts generated by IDS
events

Table 1

Sample syslog configuration is shown below.

EventTracker j
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Syslog servers

Server IP Port Roles Actions

10.10.1.5 514

Add a syslog server

Figure 4

Integrated device can be verified in systems pane of EventTracker advanced log search.

EventTracker Knowledge Pack (KP)

Once logs are received into EventTracker; Categories, Alerts, Reports can be configured into
EventTracker. The following Knowledge Packs are available in EventTracker to support Meraki
WAP monitoring.

Categories

Meraki WAP: Client machine association- This category provides information related to
client machine getting associated to one of the AP of Meraki WAP.

Meraki WAP: Client machine authenticate/deauthenticate- This category provides
information related to client machine trying to authenticate or deauthenticate to one of
the AP of Meraki WAP.

Meraki WAP: Client machine disassociation- This category provides information related to
Client machine trying to disassociate from one of the AP of Meraki WAP.

Meraki WAP: Rogue SSID detected- This category provides information related to rogue
SSID which has been detected in AP of Meraki WAP.

Meraki WAP: SSID spoofing detected- This category provides information related to SSID
spoofing that has been detected in AP of Meraki WAP.

Alerts

Meraki WAP: Client deauthentication- This alert is generated when client tries to login to
the AP but due to wrong credentials it gets deauthenticated.

EventTracker j 5
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e Meraki WAP: Rogue SSID detected- This alert is generated when rogue SSID has been
detected.

e Meraki WAP: SSID spoofing detected- This alert is generated when SSID spoofing has been
detected.

Reports

e Meraki WAP-Rogue SSID detected- This report provides information related to Rogue SSID
that has been detected.

Sample Report:
LogTime Computer BSSID Wired MAC Address  SSID Name Channel RSSI VLAN ID
10428/2016 06:18:12 PM MERAKNMAP E0:91:F5:5E:F2:92 E0:91:F5:5E:F2:93 WLAN 1 20 38656

Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
11/2/2016 5:08:14 PM 123 PMNPL-4-KP f MerakiWa. /& /A syslog
Event Type: Information Description:
Log Type: Application Sep 2312:14:51 10.44.22 1 0.0 1st_Floor_NW_Room_122 airmarshal_events type= rogue_ssid_detected ssid="WLAN" bssid="E0:91:F5:5E.F2.02"

Category Id: 0 src="E0:91:F5:5E:F2:92" dst="FF-FF:FF:FF.FF-FF wired_mac="E0:91:F5:5E:F2:53" vian_id="38656" channel="1" rssi="200" fc_type="0" fc_subtype="8"

e Meraki WAP-Client machine disassociation- This report provides information related to
client machine that is getting disassociated from the AP.

Sample Report:

.
LogTime Computer Client IP address  Client MAC Address Virtual AP Channel Radic  DHCP Server IP Address DHCP Server MAC address DNS Server Total duration
10/28/2016 04:55:16 PM MERAKIWAP 10.100.1.238 54:4E:50:59:6D:61 1 11 0 10.100.1.1 88:15:44.08:A8:50 208.67.222222 B0.64

Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE

11/2/2016 5:08:15 PM 123 PNPL-4-KP f MerakiwA, NiA AA syslog
Event Type: Information Description: . L e RS T
Log Type: Application Sep 23 12:38:21 10.4.4.22 1 0.0 1st_Floor_NW_Room_122 events type=disassociation radio="0" vap="1" dient_mac="54:4E:90:3%.60:61
Category Id: 0 channel="11" reason="8" instigator="2" duration="60.640000003" auth_neg_dur="0.010000001" last_auth_ago="60.620000" is_wpa="1"

full_conn="30.585999999" ip_resp="30.5899%3999" ip_src="10.100.1.236" arp_resp="0.600000" arp_src="10.100.1 238"
dns_server="208.67 222.223" dns_req_rtt="0.010000001" dns_resp="1.210000001" dhcp_lease_completed="0.630000" dhcp_ip="10.100.1.236"
dhcp_server="10.100.1.1" dhcp_server_mac="88:15:44:08:A8:90" dhcp_resp="0.630000" aid="2066782231"

e Meraki WAP-Client machine association- This report provides information related to client
machine getting associated to one of the APs.

EventTracker *j 6
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Sample Report:

Computer Event Type Client IP address Client MAC Address Virtual AP Channel Radio
10/28/2016 03:58:18 PM MERAKIWAP association 0.0.0.0 DC:2B:2A:01:50:44 1 1 o 39

Logs Considered:

7106 TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE

|-Colapes’ane 5:08:19 PM 123 PHPL-4-KP / MerakiWh. .. A MIA syslog

Description:
Sep 23 12:58:08 10.44.16 1 0.0 2nd_Floor_NW_ICSC events type=assodiation radio="0" vap="1" client_mac="DC:2B:2A:01:50:44"
dient_ip="0.0.0.0" channel="1" rssi="39" aid="1409706221"

Event Type: Information
Log Type: Application
Category Id: 0

e Meraki WAP-Client machine authenticate deauthenticate- This report provides
information related to client machine getting authentication or deauthenticated during
connectivity.

Sample Report:

Computer Event Type ClientIP address  Client MAC Address  Host Name Virtual AP
1072872016 02:36:19 PM MERAKWAP 8021x_deauth 0.0.0.0 00:24:.07:830:03.68 host'w7-jpadger.ncmic.com 0
10/28/2016 02:36:19 PM MERAKWWAP wpa_auth 0.0.0.0 DC:2B:24:01:5D:4A 1
1042820186 02:36:19 PM MERAKWWAP wpa_auth 0.0.0.0 DC:2B:24:01:50:44 1

Logs Considered:

i~ 10GTIME EVENTID  SITE/ COMPUTER USER DOMAIN SOURCE
| Coapse:alic 5:08:18 PM 123 PHPL-4-KP [ MerakiWA... /A A syslog
Event Type: Information Description: . o — . .
Log Type: Application Sep 23 08:02:42 10.4.4.14 1 0.0 2nd_Floor_NE_Claims events type=8021x_deauth radio="1" vap="0" client_mac="00:24:D7:50:03:68
Category Id: 0 dient_ip="0.0.0.0" identity="host/w7-jbadger.ncmic.com” aid="86B665516"
= 11/2/2016 5:08:18 PM 123 PHPL-4-KP f MerakiWa TiA WA syslog
Description:

Event Type: Information
Log Type: Application
Category Id: 0

Sep 23 12:58:09 10.4.4.16 1 0.0 2nd_Floor_NW_ICSC events type=wpa_auth radio="0" vap="1" dient_mac="DC:28:2A-01:50:4A" client_ip="0.0.0.0"
aid="1409706221"

e Meraki WAP-SSID spoofing detected- This report provides information related to SSID
spoofing that has been detected.

Sample Report:

Computer Source MAC Address Channel 551D RSSI

110272016 12:00:57 PM MERAKMAP 5C:F5:04:87:0E.87 a4 Enwvoy

EventTracker j 7
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Logs Considered:

LOG TIME

11/2/2016 5:08:13 PM

Event Type: Information
Log Type: Application
Category Id: 0

EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
12 PNPL-4-KP 7 MerakiWA. . /A /A syslog
Description:

5ep 23 12:55:13 10.4.4.12 1 0.0 1st_Foor_NE_I5_1 airmarshal_events type=ssid_spoofing detected ssid="Envay" vap="7" bssid="FF.FFFF:FF-FFFF
src="5CF5:DA9T:0E:87" dst="FF.FF-FFFF.FFFF" channel="44" rssi="7" fc_type="0" fc_subtype="4"

Import Meraki WAP Knowledge Pack into
EventTracker

NOTE: Import knowledge pack items in the following sequence:

e (ategories

e Alerts

e Parsing Rule
e Knowledge Objects
e FlexReports

1. Launch EventTracker Control Panel.

2. Double click Export Import Utility, and then click the Import tab.

EventTracker 7 8
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‘} EventTracker Control Panel

IEventTracker”
Secure. Comply. Succeed.

Event¥ault

i S

Agent Confi_..

4 ™

TrapTracker

i 2

Diagnostics
EventTracker Traffic Analyzer

Change Audit

JCchI Panel 8.1
"%

License Export Import Append
Manager LHility Archives
Agent SCAP Profile Port
Manageme... Editor Configuration
.'j-‘
About
EventTracker

E-mail: support@EventTracker.com

Categories

Figure 10

1. Click Category option, and then click the browse [:] button.

EventTracker
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P Export Import Utility

Export | Import

2. Click, the [mport button,

Optionz
@ Category

") Filters

0 Alerts

) Systems and Groups
) RSS Feeds

) Reports

) Behavior Rules

) SCAP

7 Token Yalue

1. Provide the path and file nane of the Categories file. Use the '." buttan to brawse and locate the impart file.

Laocation

Source

*iscat E]

Import ] ’

Close

Figure 15

2. Locate All Meraki WAP categories.iscat file, and then click the Open button.

3. Toimport categories, click the Import button.

EventTracker displays success message.

s

Export Import Utility 2

:I Selected cateqory details are imported successfully,

Figure 16

4. Click OK, and then click the Close button.

EventTracker *j
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Alerts

1. Click Alerts option, and then click the ‘browse’ D button.
2. Locate All Meraki WAP alerts.isalt file, and then click the Open button.

"% Export Import Utility =

Export | Import

1. Pravide the path and file name aof the Alerts file. Use the '..." button ta browse and locate the impaort file.
2. Click the Impart buttan,

Optians Location

() Category

() Fikers Impart E-mail settings

@ Alerts Set Active
Thiz zetting is applicable anly for imparts from Legacy

[wEw] Alert files. For w7, the active status will be set

_ baszed on “Active' key available in the configuration
() By default zection.

) @ Only if notifications et
! Syztems and Groups

) RSS Feeds
' Reports Source

“igalt [:]
1 Behavior Rules

) SCAP

1 Token Value

|mport ] ’ Close

Figure 17

3. Toimport alerts, click the Import button.

EventTracker displays success message.

Py

Export Import Utility 2

Figure 18

4. Click OK, and then click the Close button.

EventTracker *j
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Flex Reports

1. Click Reports option, and then click the ‘browse’ D button.
2. Locate All Meraki WAP reports.issch file, and then click the Open button.

Export | Import

"% Export Import Utility =

1. Pravide the path and file name of Schedule Report file. Use the ' button to browse and locate the impart file.
2. Click the Impart buttan

Mote ; If report(z] containg template, first import template and proceed with exportimport utility,
Optians Location

() Category

() Filters

) dlerts @ Legacy [*issch) () Mew [*.etors)

") Systems and Groups Source :

“izzch E]
) RS5 Feeds
@ Reports

1 Behavior Rules

) SCAP

1 Token Value

Import ] [

Cloze

Figure 19

3. Toimport scheduled reports, click the Import button.

EventTracker displays success message.

Export Import Utility x|

:l Selected reports configurations are imparked successFully,

I |

Figure 20

4. Click OK, and then click the Close button.

EventTracker
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Templates

1. Click the Admin menu, and then click Parsing rule.

2. Select Template tab, and then click on () ‘Import’ option.

PARSING RULE

Parsing Rule Template

GROUPS ® g
o —
Default (B = ALl Ccx
FiYO ABE Il & = TEMPLATE NAME ~ LEMPLATE GROUP MAME ADDED BY ADDED DATE ACTIVE[ ] EDIT
Amazan Web Services @&
- A10 ADC Authenticat.. A10 Applicatian Delivery C.. Default ETAdmin BF25/2015 07:56:50 Fhd = &
Apacheie b Server @&
- A1 ADC Traffic A10 Applicatian Delivery C.. Default ETAdmin BF25/2015 07:56:50 Fid = &
Centrify Server Suit.. 1 f
Cisca 105-Access Den... Cisca 105 ETAdmin 10272015 03:532:42 I:l &
CheckPaint I &
Cisca 105-Canfigurati... Cisca 105 ETAdmin 1A 772015 Q64845 = &
Cisca AC5 I &
) Cisca I05-Fart Status... Cisca 105 ETAdmin 10/ BF2015 O6:27:54 = &
Cisca AS4 I &
L HPF FraCurve-Fart 5ta... HF 2520GHF 2520,HF 255 .. Default ETAdmin BA1 62015 041 6:51 Fid [} @&
Cisca 105 I &
o HF PraCurve-Security... HP 2520G,HP 2520,HF 253, Default ETAdmin 851 6/2015 05:33:25 PM = &
Cisca IranPart ES4 | ﬁ
CISCO Iranpart WS I @&
. DELETE MOVE TO GROUP
Cisca ISE I @&
Clavister firewall | f
Figure 18

3. Click on Browse button.

SELECT FILE Mo file selected 'i‘

Mote: Please select file of type * ettd {eventtracker ternplate dashlets).

Mo dats found

Figure 19

4. Locate All Meraki WAP Template.ettd file, and then click the Open button

m

EventTracker *j
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SELECTED FILE I5: All Meraki WAP Template ettd T

[] TEMPLATE NAME SEPARATOR  TEMPLATE DESCRIPTION ADDED DATE ADDED BY GROUP NAME

Sep 23 12:58:08 10.4.4.16 1 0.0 2nd_Floor_NW_ICSC events type=association r
|:| Meraki WAP-Client machine association n adio="0" vap="1" dient_mac="DC:28:24:01:50:4A" dlient_ip="0.0.0.0" channel= 10/28/2016 4:41:29 PM abhilanchana Meraki WAP
"1" rssi="39" aid="1409706221"

Sep23 571044121 0.0 1st_Floor_NE_I5_1 events type=8021x_suth rad
[] Meraki WaAP-Client machine authenticaiton deauthentication n [ " client_mac="4CEB:42:F3:EFB2" client_ip="0.0.0.0" identity="ho  10/28/2016 3:0729PM  abhilanchana Meraki WAP
stiwll-tchandavong ncmic.com” aid="964109866"

Sep 2312:58:21 10.4.4.72 1 0.0 1st_Foor_NW_Room_122 events type=disasso

ciation radio="0" vap="1" dient_mac="54-4F-90:55:60:61" channel="11" reaso

n="B" instigator="2" duration="60.640000003" auth_neg_dur="0.010000001" |

ast_auth_ago="60.620000" is_wpa="1" full_conn="30.589999999" ip_resp="30.

[] Meraki WAP-Client machine disassociation n 589999999 ip_src="10.100.1.236" arp_resp="0.600000" arp_src="10.100.1.236 10/28/20166:13:29PM  abhilanchana Meraki WAP

" dns_server="208.67.222. 222" dns_req rit="0.010000001" dns_resp="1.21000

0001" dhcp_lease_completed="0.630000" dhcp_ip="10.100.1.236" dhcp_server

="10.100.1.1" dhcp_server_mac="88:15:44:08:AB:90" dhcp_resp="0.630000" ai

d="2066782231"

Figure 20

5. Now select the check box and then click on ¥ ‘Import’ option.
EventTracker displays success message.

Template(s) imported successtully

Figure 21
6. Click on OK button.

Verifying Meraki WAP knowledge pack in
EventTracker
Categories

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Categories.

3. Inthe Category Tree, navigate to Meraki->Meraki WAP group folder.

EventTracker *j
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CATEGORY MANAGEMENT

Category Tree Search
[ MoAfee Sidewinder Firewall o
Total category groups: 382 Total categories: 3,275
1=
: o Last 10 modified categories
+1-[=) Meraki Firewall
=[S Meraki wap NAME MODIFIED DATE
- [E] Meraki WAP-Device packet flood
Meraki WAP-Device packet flood 1062172016 11:37:15 AM
----- @ Meraki WAP: Client machine associz
_____ @ Meraki WAP- Client machine auther Meraki WAP: Client machine association 10/21/2016 9:42:35 AM
----- @ Meraki WAP: Client machine disass: Meraki WAP: Client machine disassodiation TW21/2016 9:47:43 AM
""" E] ereld WAP: Rogue SSID detected Meraki WAP: Client machine authenticate/deauthenticate 10/19/2016 3:45:07 P
----- @ Meraki WAP: 551D spoofing detecte
Meraki WAP: Rogue 5510 detected 10/18/2016 6:45:38 PM
‘!‘JB Microsoft Forefront
f_rE Microsoft Windows DFS Meraki WAP: 551D spoofing detected T0/18/2016 6:42:47 PM
#[=3 Microsoft Windows Hyper V SonicWALL UTM: VPN client activity 9/1/2016 7:36:00 PM
+[ Microsaft Windows RRAS
SonicWALL UTM: WPM IKE activity 912016 7:36:00 PM
UE Motorola
trB MySQL SonicWALL UTM: VPN IPsec activity 9/1/2016 7:36:00 PM
:r_rE Metscreen E SonicWALL UTM: VPN IPSec tunnel status changed 91,2016 7:36:00 PM
Figure 26

Alerts

1. Logon to EventTracker Enterprise.

2. Click the Admin menu, and select Alerts.

3. In Search field, type 'Meraki WAP’, and then click the & button.

Alert Management page will display all the imported Meraki WAP alerts.

EventTracker *j 15
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ALERT MANAGEMENT

Search by

Qe

@ TIVATE Click Activate Now' after making all changes Total:3 Page Size 25 |Z|
REMEDIAL REMEDIAL
FORWARD FORWARD
| ALERT NAME A THREAT ACTIVE E-MAIL MESSAGE RSS  AS AS MELEL LS APPLIES TO
SE SYSLOG  coNSOLE ~ AGENT

[[] Meraki WAP: Client deauthentication High ] = 2 = = (& = MR Series

[] Meraki WAP: Rogue 551D detected Serious B (] (=] (=] [} MR Series

[[] Meraki WAP: 551D spoofing detected Serious ] = = (& (& MR Series

Figure 27

4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays message box.

Successfully saved configuration.

Figure 28

5. Click OK, and then click the Activate Now button.

NOTE: Please specify appropriate systems in alert configuration for better performance.

Flex Reports

1. Logon to EventTracker Enterprise.

2. Click the Reports menu and select Configuration.

3. Select Defined in report type.

4. In Report Groups Tree, select Meraki WAP group folder.

Imported reports are displayed on the right pane.

EventTracker
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REPORTS CONFIGURATION

D Scheduled © Queued @ Defin

REPORT GROUPS

5 mcaree

=

B Meraki Firewall

=

=

H meraki wAP

B Microsoft Windows DF...

=

=
] &8 § § &8 § 8 8 8 8 ®
|

B Microsoft Windows RR...

B wssqL ]
2 wysaL (]
2 office 265 1]
B oiasso (]
B OpenDNS TW-

Template

»

m

REPORTS CONFIGURATION : MERAKI WAP

(ORI
(] TITLE

[T 5% Merski WAP-Device packet flaod detsils

= }E{ Meraki WAP-Rogue S5ID detected
[T ¥ Meraki WAP-Client machine dissssociation

D }:E:{ Meraki WAP-Client machine association

(] @ Meraki WAP-Client machine authenticate desuthen. ..

& }:E:{ Meraki WAP-55I0 spoofing detected

Figure 29

1. Logon to EventTracker Enterprise web interface.

Search

CREATED ON

10/21/2016 11:57:06 AM

10/21/2016 10:26:31 AM

10/21/2016 10:01:22 AM

10/21/2016 5:46:31 AM

10/21/2016 5:28:35 AM

10/6/2016 10:56:42 AM

2. Click the Admin menu, and then click Parsing Rules and click Template.

MODIFIED ON

1042172016 11:57:06 AM

10/21/2016 10:30:35 AM

10/21/2016 10:01:22 AM

1072172016 5:48:12 AM

10/21/2016 5:28:35 AM

10/21/2016 10:43:52 AM

EventTracker
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PARSING RULE

—
_ Parsing Rule Template

A
LOGbinder SQL @ -
Seard "T-\-\ &tk | T
MicAfee Firewall i @& -
[ ff TEMPLATE NAME TEMPLATE DESCRIPTION ADDEDBY  ADDED DATE ACTIVE | EDIT
ff Meraki WAP-Client ma... Meraki WAP-Client machine .. ETAdmin  10/28/2016 4:41:29 PM O r{f
| {‘f Meraki WAP-Client ma... Meraki WAP- Client machine.. ETAdmin  10/28/2016 3:07:29 PM O rﬁ
MySQL & N -
q Meraki WAP-Client ma... Meraki WAP-Client machine .. ETAdmin  10/28/2016 6:13:29 FM |:| f_ef
Office 365 I @& .
- Meraki WAP-Rogue 551... Meraki WAP-Rogue SSIDdet..  ETAdmin  10V2B/2016 6:33:08 PM O r}jﬁ
OKTASSO I & - )
o Meraki WAP-SSID spoo... Meraki WAP-SSID spoofingd..  ETADmIn 11272016 12:14:35 PM O rf
OpenDs i @
Palo Alto Frewal _ f.’j’
Percona MySQL _ ‘f
e i @ DELETE MOVE TO GROUP
Snort DS &

Figure 27

Create Flex Dashboards in EventTracker

NOTE: To configure the flex dashboards, schedule and generate the reports. Flex dashboard
feature is available from EventTracker Enterprise v8.0.

Schedule Reports

1. Open EventTracker in browser and logon.

My EventTracker

Configuration
Dashboard

Explorer

Figure 29
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2. Navigate to Reports>Configuration.

3. Select Meraki WAP in report groups. Check Defined dialog box.

REPORTS CONFIGURATION

© scheduled @ Queued @ Defined

REPORT GROUPS

»

B meaee

=

B Meraki Firewall

H meraki wap

B Microsoft Windows DF...

B B =

=
R &8 &8 8§ 8§ & § 8§ & §8 @

B Microsoft Windows RR....

B ussa 0] |
B wysaL 0] I
B office 385 m H
B oxmsso ]

2 openpiis 0]

REFORTS CONFIGURATION : MERAKI WAF
@mé
[l TITLE

[T] 7 Merski WAP-Device packet flood details

E }:E:{ Meraki WAP-Rogue 5510 detected

E }:_[:{ Meraki WAP-Client machine disassociation

[E1 }:E:{ Meraki WAP-Client machine association

[E }_E_{ Meraki WAP-Client machine authenticate deauthen. ..

E }:E:{ Meraki WAP-S5ID spoofing detected

Figure 30

Search

CREATED ON

10/21/2016 11:57:06 AM

10/21/2016 10:26:31 AM

10/21/2016 10:01:22 AM

10/21/2016 5:46:31 AM

10/21/2016 5:28:35 AM

10/6/2016 10:58:42 AM

1. Click on 'schedule’ = to plan a report for later execution.
2. Click Next button to proceed.
3. Inreview page, check Persist data in EventVault Explorer option.

MODIFIED ON

10/21/2016 11:57:06 AM

1072172016 10:30:35 AM

1042172016 10:01:22 AM

10/21/2016 5:48:12 AM

10/21/2016 9:28:35 AM

1042172016 10:43:52 AM

QQ

EventTracker
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REPORT WIZARD CANCE <BACK EXT >

TITLE:|

SID DETECTED |

Review cost details and configure the publishing options.

stepsorin | BOBSSSSC

DISK COST ANALYSIS

Estimated time for completion: 00:00:52{HH:MM:55)
Wumber of cab(s) to be processed: 11

Available disk space: 225 GB

Required disk space: 50 MB

Enable publishing option {Configure SMTP Server in manager configuration screen to use this option)
Deliver results via E-mail
Motify results via E-mail

To E-mail [Use commal,} to separate multiple e-mail recipients]

Update status viaRSS = Sel

Show in none ~

[ Persist data in Eventvault Explorer

Figure 31

4. In next page, check column names to persist using PERSIST checkboxes beside them.
Choose suitable Retention period.

REPORT WIZARD CANCEL | | <BACK | | NEXT>
TITLE: MERAKI WAP-ROGUE S5ID DETECTED
DATA PERSIST DETAIL

Select columns to persist

Sepoofio | WOBBOSSS

RETENTION SETTING

Retention period:| 7 days @

[ Persist in database only [Reports wiil not be published and will only be stored in the respective database]

SELECT COLUMNS TO PERSIST

COLUMN NAME PERSIST ~
Computer
Event Type
SEID Name
Broadcast S5ID
VLAN 1D
—_ v

Figure 32
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5. Proceed to next step and click Schedule button.
6. Wait till the reports get generated.

Create Dashlets

1. Open EventTracker Enterprise in browser and logon.

Incidents Bel

Compliance
Event-O-Meter
Flex
Incidents
MNews
Operations
Security
Threats
Figure 33

2. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

FLEX DASHBOARD

Title

Meraki WAP

Description

Meraki WAP|

Figure 34

EventTracker *j
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3. Fill suitable title and description and click Save button.
4. Click ™ to configure a new flex dashlet. Widget configuration pane is shown.

WIDGET CONFIGURATION

WIDGET TITLE NOTE

Meraki WAP-Rogue SSID detected

DATA SOURCE

~

CHART TYPE DURATION VALUE FIELD SETTING AS OF
v 24 Hours |v COUNT ~ Recent |»
AXIS LABELS [X-AXIS5] LABEL TEXT
~
VALUES [Y-AXIS) WALUE TEXT
FILTER FILTER VALUES
T e CoiU e
LEGEND [SERIES] SELECT

ddress |w A w

|0 FFFFFFFFRFEFF -|

Figure 35

5. Locate earlier scheduled report in Data Source dropdown.
6. Select Chart Type from dropdown.

7. Select extent of data to be displayed in Duration dropdown.
8. Select computation type in Value Field Setting dropdown.
9. Select evaluation duration in As Of dropdown.

10. Select comparable values in X Axis with suitable label.
11. Select numeric values in Y Axis with suitable label.

12. Select comparable sequence in Legend.

13. Click Test button to evaluate. Evaluated chart is shown.

EventTracker j
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MERAKI|I WAP-ROGUE S5I1D DE...

Destination MAC address: FF:FF.FF.FF:FF:FF

W E0:91:F5:5E:F2:92

FF.FF:FF.FF:FF:FF
LABEL COUNT
ED:91:F5:5E:F2:92 36

Figure 36

14. If satisfied, click Configure button.

CUSTOMIZE WIDGETS

L] Meraki WAP-Rogue 551D detected

Figure 37
4, Click 'customize’ @ to locate and choose created dashlet.

5. Click ® to add dashlet to earlier created dashboard.

EventTracker *j
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Sample Flex Dashboards

For below dashboard DATA SOURCE: Meraki WAP: Rogue SSID detected

Meraki WAP: Rogue SSID detected

WIDGET TITLE: Meraki WAP: Rogue SSID detected
CHART TYPE: Donut

AXIS LABELS [X-AXIS]: Broadcast SSID

FILTER: Event type

LEGEND [SERIES]: Destination MAC Address

MERAKI WAP-ROGUE 5510 DETECTED {ﬁ' O @ ®

Destination MAC address: FF.FF.FF.FF.FF.FF

B ED:91:F5.5E:F2:.92

Figure 38
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