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Integrate Microsoft Antimalware EventTracker

This guide provides instructions to configure Microsoft Antimalware to send logs to EventTracker
Enterprise. Once logs are being configured to send to EventTracker Manager, alerts and reports can be
configured into EventTracker.

The configurations detailed in this guide are consistent with EventTracker Enterprise version 8.x and later,
and Microsoft Antimalware.

Administrators who are responsible for monitoring Microsoft Antimalware which are running using
EventTracker Manager.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

Microsoft Antimalware is an antivirus software (AV) product that fights malware (malicious software),
including computer viruses, spyware, Trojan horses and rootkits. The software runs on Windows XP,
Windows Vista and Windows 7. Built upon the same virus definitions and scanning engine as other Microsoft
antivirus products, Microsoft Antimalware Service provides real-time protection, constantly monitoring
activities on the computer and scanning new files as they are downloaded or created and disable detected
threats.

EventTracker integrates Microsoft Antimalware and provides reports, knowledge objects and dashboards for
all generated events including attacks, configuration changes etc. EventTracker will also monitor antivirus
sensors and process execution statuses for all workstations in the network.

e EventTracker v8.x should be installed.

e You must have a valid and active Azure subscription account to use the Microsoft antimalware for
Azure features and deploy antimalware for your cloud services and or virtual machines.

e The Microsoft Antimalware solution is supported on Windows Server 2008 R2, Windows Server 2012,
and Windows Server 2012 R2 operating system families.

e The VM agent is required to run the Microsoft antimalware extension on the virtual machine. Make
sure VM agent is enabled on the VM.

Integration of MS Antimalware events to EventTracker
server

Once you deploy the Azure portal, follow the below steps to enable the logging.

1) In the Recommendations blade, select Enable data collection for subscriptions. This opens the Turn
on data collection blade.
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Figure 1

On the Turn on data collection blade, select your subscription. The Security policy blade for that

subscription opens.

On the Security policy blade, select ‘On’ under Data collection to automatically collect logs. Turning

on data collection provisions the monitoring extension on all current and new supported VMs in the

subscription.
Select Save.
Select OK.

Also, please ensure that in the VM the security extensions need to be enabled during the creation of a

VM as shown below.

These are Virtual machine environments, so once enabled the extension, events will be shown in the

Event Viewer.
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Figure 2

EventTracker Knowledge Pack

Once logs are received into EventTracker, Categories, Reports can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support Windows.

Alerts

e MS Antimalware-Action taken against malware activity: This alert is generated when an action is taken
against the detected malware.

e MS Antimalware-Detected malware activity: This alert is generated when any malware activity is
detected.

e MS Antimalware-Quarantined malware restored: This alert is generated when a quarantined malware is
restored.

e MS Antimalware-Removed history of malware: This alert is generated when the malware history is
removed or deleted.
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e MS Antimalware-Action taken against malware activity- This report provides details about all the action

taken against malware activities.

Action

Error Threat Signature

Computer

Message

Threat Name

Severity Threat File

User Name Process Name Action

Status

Code Description Version

Engine Version

08/10/2017 04:40:37 PM PNPL-15-KP Antimalware has PowerShellPsAtta Medium  _C\Windows\Tem RealTime NT C:Windows\Sy Quarantine No 0x000000 The operation AN 1.247.1079.0, AM: 1.1.13803.0,
taken action to ckAsthreatid=214 P\RIZWzfMpvy bat Protection  AUTHORMY\ stem32\cmd. exe addtional 00 completed A5 124710790, NIS: 2.1.13804.0
protect this T722858&enterpri +file:_C:\Windowsh SYSTEM actions successfully. NIS: 117.2.0.0
machine from se=1 Temp\RZWzfMpv required
malware or other ' .bat-
potentially *[PowEncCmdFile]
unwanted

08/10/2017 04:40:37 P PNPL-15-KP Antimalware has PowerShellPsAtta High ~ _C:Windows\Tem ReabTime NT C:Windows\Sy Quarantine No 0xB05080 The program could AV: 1.247.1079.0, AM: 1.1.13903.0,
taken actionts  ckAdthreatid=415 PRZfderty.exe-  Protection  AUTHORMY\ stem3Z\svchost additional 23 not find the AS:1.247.1079.0, NIS: 2.1.13804.0
protect this 5T7226588enterpr *[PowEncCmdFile] SYSTEM exe actions malware and other NIS: 117.2.0.0
machine from ise=1 required potentially
malware or other unwanted
potentially software on this
unwanted computer.
software.

02/10/2017 04:40:37 PM PNPL-15-KP Anti e has PowerShellPsAtta Medium  _C:\Windows\Tem System NT Unknown Quarantine No 0=000000 The operation AN 1.247.1082.0, AM: 1.1.13903.0,
taken action to ck.Adthreatid=214 PAREZWzfMpvy . bat AUTHORTY additional 00 completed AS:1.247.1082.0, NIS: 2.1.13804.0
protect this T7228588enterpri +file:_C:AWindowesh SYSTEM actions successfully. NIS: 117.2.0.0
machine from se=1 TempiRIZWzfMpy required
malware or other . bat-
potentially =[PowEncCmdFile]
unwanted

.
Logs Considered:
LOG TIME EVENT ID SITE f COMPUTER USER DOMAIN SOURCE
21172007 4:58:01 FM 117 MTPLOTELRAE f PNPL-1... A A Microsoft Antimalware

Description:
Microsoft Antimalware has taken action to protect this machine from malware or other potentially unwanted software.
For more information please see the following:http:/fgo microsoft.comdfndink/7linkid=37020&name=HackTool-PowerShelliPsAttack ARthreatid=2
14772265B8&enterprise=1
Wame: HackTool:Powershell/PsAttack A
D: 2147722658
severity: High
Category: Too
Path: file:_C:\Windows\Temp\Ri
Detection Origin: Local machine
Detecticn Type: Concrete
Detection Source: Real-Time Protection
Process Mame: C\Windows\Syst
ction: Quarantineg
Action Status: Mo additional actions required
Error Code: Ox80508023
Error description: The program could not find the malware and other potentially unwanted software on this computer.
1.247.1079.0, A5:1.247.1079.0, MIS: 117.2.0.0
Engine Version: AM: 1.1.13903.0, N15: 2.1.13804.0
<EventData><Data~%860</Data><Data=4.10.209 0</Data><Data~{6BF5 1 BFA-657A-4B23-B575-591891973519

Event Type: Information
Log Type: Application
Category Id: 0

Signature Version: AV:

e MS Antimalware-Detected malware activity - This report provides details about all the malwares that are
detected by Microsoft Antimalware.
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Computer Threat Name ype Detection Source User Name Process Name Signature Version En

021042017 03:28:44 PM PNPL-15-KP Antimalware has PowerShellPsAttack. Medium  _C:\Windows\Temp\R Concrete Real-Time Protection  NT CAWindows\System3 AN: 1.247.1075.0, AN: 1.1.13803.0, NIS:
detected malware or  A&threatid=21477226 ZWzfMpv bat; file:_ AUTHORMASYSTEM 2\cmd.exe AS1.247.1079.0, 2.1.13804.0
other potentially S58&enterprise=1 C:\Windows\Temp\Ri NIS: 117.2.0.0
unwanted software. ZWzfMpy bat-

=[PowEncCmdFile]

08M0/2017 03:23:44 PM PNPL-15-KP i has Aftack. Medium _C:\Windows\Temp\R Concrete Real-Time Protection NT CAWindows\System3 AM: 1.247 1079.0, AN: 1.1.13803.0, NIS:
or A tid=21477226 ZWzfMpvY . bat- AUTHORMASYSTEM 2\svchostexe AS:1.247.1079.0, 2.1.132804.0
other potentially SB&enterprise=1 =[PowEncCmdFile] NIS: 117.2.0.0
unwanted software.
021042017 03:28:44 PM PNPL-15-KP Antimalware has PowerShellPsAttack. Medium  _C:\Windows\Temp\R Concrete System NT Unknown AN 1.247.1082.0, AN: 1.1.13803.0, NIS:
detected malware or  A&threatid=21477226 ZWzfMpv bat; file:_ AUTHORMNSYSTEM AS1.2471082.0, 2.1.13804.0
other potentially S2%enterprise=1 C:\Windows\Temp\Ri NIS: 117.2.0.0
unwanted software. ZWzfMpy bat-

>[PowEncCmdFile]

Logs Considered:

LOG TIME EVENT ID SITE f COMPUTER USER DOMAIN SOURCE

BM1/2017 5:02:43 PM 111 NTPLOTELR3E S PNPL-1... A A Microsoft Antimalware

Description:
Microsoft Antimalware hias detected malware or other potentially unwanted software.

For more information please see the following: hittpVgo.microsoft.com/fwlink?linkid=37020&name=HackTool: Powershel/PsAttack A&threatid=2
147722658&enterprise=1

Mame: HackTocl:Powershell/PsAttack A

D: 2147722658

Severity: Medium

Category: Tool

Path: file:_C\Windows\Temp\RiZWziMpvY.bat->[PowEncCmidFile]

Detection Origin: Local machine

Detection Type: Concrete

Detection Source: Real-Time Protection

User: NT AUTHORITY\SYSTEM

Process Wame: C\Windows\System32Zicmd. exe

Signature Version: AV 1247 1079.0, AS: 1.247.1079.0, NI5: 117.2.0.0

Engine Version: AM: 1.1.13903.0, NIS: 2.1.13804.0

<EventData~<Data~%a60</Data~<Data~4.10.209.0</Data~<Data~{B06F1238-0AA1 487 A-B302-B/5 D681 E2FFE} </ Data~<Data~201 7-07-19T15:38:
48 B79Z</Data~<Data~</Data><Data~</Data~><Data~2 147722658 </ Data~<Data~HackTool:PowerShell/PsAttack A</Data=<Data~2</Data=<Data=
Medium-/Data><Data=>34</Data><Data~Tool</Data><Data>htto:/go.microsoft.com/fwlink/in

Event Type: Information
Log Type: Application
Category Id: 0

e MS Antimalware-Quarantined malware restored- This report provides details on all the quarantined

malwares that were restored.

Computer Message Threat Name Severity Threat File User Name Signature Version Engine Version Malware Details

0802017 05:32:53 PM  PNPL-15-KP  Antimalware has PowerShellPsAttack. Medium _C:\Windows\Temp\R CORPdagnerdion AN 1.249.2000, AS: 1.1.14003.0 hitp:/fge. microsoft.co
restored an item  A&threatid=21477228 ZWzMpw bat 1.245.20.0 mifwlink/Zlinkid=3702

O&name=HackTool:Po
werShellPsAttack.A
&threatid=214772265
&&enterprise=1

from quarantine. S&&enterprise=1
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Logs Considered:

LOG TIME EVENT ID SITE f COMPUTER USER DOMAIN SOURCE
BM1/2007 4:22:30 PM 100% MNTPLDOTELR3E f PWPL-1... /A /A Microsoft Antimalware

Description:
Microsaoft Antimalware has restored an item from quarantine.
For more information please see the fallowing hitp://go.microsoft comifwlink?linkid=370208&name=HackTool:PowerShell/PsAttack A&threatid=2

Event Type: Information
Log Type: Application

Category Id: 0
gory 1477226588 enterprise="

MWame: HackTool PowerShellfPsAttack. A
D: 2147722658
Severity: Medium

ategony. 100

Path: file;_C:\Wind

ows\Temp\RiZWz il

User: CORP\dagnerdI00
Signature Version: AV: 1.249.20.0, A5 1.249.20.0
Engine Version: 1.1.140(

»=Data=«/Data=<Data~~/Data=<Data=C0
a>HackTool:PowerShell/FsAttack A</
inkid=37020&name=HackTocl Powers
hell’PsAttack. A&threatid=21477 t</Data>«<Data></Data><Data></Data
ata»<Data>~/Data><Data>«/Data>=Data~

»cDgta»ay

e MS Antimalware-Removed history of malware- This report provides details about the malware history
that was removed.

LogTime Computer Message User Name

08M 02017 06:26:08 PM PNPL-15-KP Antimalware has removed history  NT AUTHORMASY STEM
of malware and other potentialby
unwanted software.

Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN S0URCE

BM1/2007 42232 PM 101 NTPLDTBLR3E / PNPL-1... /A WIA Microsoft Antimalware

Description:
Microsoft Antimalware has removed history of malware and other patentially unwanted software.

Time: M B72017 10:17:11 AM

User: NT AUTHORITY\SYSTEM

<EventData~<Data>%860</Data><Data>4.10.209.0</Data><Data>? /71872017 10:17:11 AM</Data><Data></Data»<Data></Data~<Data></Data
»<Data></Data~<Data>NT AUTHORITY</Data~<Data>SYSTEM</Data~><Data>5-1-5-18</Data=</EventData>

Event Type: Information
Log Type: Application
Category Id: 0

e MS Antimalware-Service stopped: This report provides details about all the services that are stopped.
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LogTime
08/10/2017 05:49:45 PN

Computer
PNPL-15-KP

Message

Antimalware scan
has been stopped
before completion.

08102017 05:49:45 PM  PNPL-15-KP Antimalware scan
has been stopped
before completion.

Logs Considered:
LOG TIME EVENT ID SITE f COMPUTER
BM1/2017 42231 PM 1002 MWTPLDTBLR3S / PNPL-1...

Event Type: Information Description:
Log Type: Application

Category Id: 0

Scan Type: Antimalware
Scan Parameters: Full Scan

User: NT AUTHORITWNETWORK SERVICE
<EventDatax»<Data~%860</
802«/Data»<Data>2</Data-

K SERVICE =/Data></EventDatax»

=< [lat:

Scan ID Scan Type Scan Parameters User Name
OEFCCCCA-BFEZ- Antimalware Quick Scan NT

4E3B-A504- AUTHORMOWETWO
3D018ATE53DB R SERVICE
18 AEEDSD-ASTO- Antimalware Full Scan NT

4B94-88BC- AUTHORMOWETWO
DE 1565953804 RK SERVICE

USER DOMAIN SOURCE

[l/a [l/a Microseft Antimalware

Microsoft Antimalware scan has been stopped before completion.
5can 10 {16AEEDSD-ASY 0-4B9A-88BC-0E15659538 D4}

+4.10.209.0</Data><Data={1GAEEDSD-AST-4B94-88BC-0E 15659538 D} </ Data>< Data>2</Data=<Data>%
+%805</Data~<Data>NT AUTHORITY</Data~<Data=NETWORK SERVICE=</Data~><Data>MNT AUTHORITNETWOR

e MS Antimalware-Configuration changes- This report provides details about all the configuration changes

that are done.

LogTime Computer
081042017 06:07:43 PM PMPL-15-KP
08M 02017 06:07.43 PM PNPL-15-KP

Message

Antimalware Configuration has
changed. If this is an unexpected
gvent you should review the
zettings as this may be the result
of malware.

Antimalware Configuration has
changed. If this is an unexpected
event you should review the
settings as this may be the result
of malware.

0Old value New value
HKLIMMSOFTWAREWicrosoftiMicro  HELMSOFTWAREWicroso ftiMicro
soft soft

Antimalware\Reporting\ScansSine  Antimalware\Reporting\ScansSinc
elastRecap = 0x185 elastRecap = 0x136

HELMSOFTWAREWicrosoftiMicro  HKLMSOFTWAREWicroso ft\Micro
soft soft

A ntimal o ingls 5 A ntimal " P 5
elastRecap = 0x1856 elastRecap = 0x187
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Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER LSER DOMAIN SOURCE
211/2017 4:22:31 PM 5007 NTPLDTELRZE / PHPL-1... T THAA Microsoft Antimalware
Event Type: Informati Description:
ven y|:1e : ril.—a o Microsoft Antimalware Configuration has changed. If this is an unexpected event you should review the settings as this may be the result of malw
Log Type: Application . = -
Category Id: 0 are.

Old value: HKLMWSOFTWARE\MicrosoftiMicrosoft Antimalware\Reporting\ScanssincelastRecap = On185

Mew value: HKLM\SOFTWARE\Microsoft\Microsoft Antimalware\Reporting\ScansSincelastRecap = 0x186
<EventData=<Data>%360</Data~<Data>4.10.209.0</Data=<Data>HELM\SOFTWARE \Microsoft\Microsoft Antimalware\Reporting\ScanssincelastR
ecap = Ix185+</Data=<Data>HKLM\SOFTWARE Microsoft\Microsoft Antimalware\Reporting\ScansSincelastRecap = 0x186</Data=</EventData>

Import MS Antimalware knowledge pack into
EventTracker

NOTE: Import knowledge pack items in the following sequence:

e Knowledge Objects
o Alerts

e Flex Reports

e Parsing Rule

NOTE: Export knowledge pack items in the following sequence:

e Knowledge Objects
o Alerts
e Flex Reports

e Parsingrule

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility.
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9 EventTracker Control Panel - X
EV%Q&EQ&'}&E’ fo ntrol Panel 8 .l
EventVault Diagnostics License Append
Manager Ullllly
Gl B /

EventTracker Traffic Analyzer Agent SCAP Profile Port

Agent Confi... Manageme... Editor Configuration

TrapTracker Change Audit

EwentTrackaer
E-mail: support @Event Tracker.com

Figure 3

3. Click the Import tab.

1. Click Alerts option, and then click the browse [:] button.
2. Locate the MS Antimalware alerts.isalt file, and then click the Open button.

EventTracker
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Export Import

1. Provide the path and file name of the Alers file. Use the °..." button to browse and locate the import file.
2. Click the Import button.

Options Location !
() Category Import E-mail settings
O Fiters Set Active

e This setting is applicable only for imports from Legacy (vEx)
@® Only f notfications set Alert files. For w7, the active status will be set based on
@ Alerts () By default "Active” key available in the configuration section.

O Systems and Groups Watchlist Corfiguration

(O RSS Feeds Import Watchlist corfiguration
This setting is applicable only for alerts which have Advanced watchlist corfigured.
() Reports Mote: K this option is enabled the user should make sure the watchlist groups are available

on the console where the alerts are imported.

() Behavior Fules

() 5CAP Source

" isalt

() Token Yalue

Import Close

Figure 4
2. Toimport alerts, click the Import button.

EventTracker displays success message.

Export Import Utility P

:] Selected alert configurations are irnpaorted successfully.

Figure 5

3. Click OK, and then click the Close button.
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1. Click Knowledge objects under Admin option in the EventTracker manager page.

Evgpqt]'radcerj Admin Tanle Help

. Cornply. Seorasd

Incidents Behavior Search Repaorts My EventTracker Change Audit Config

™ @M 3

ANNOUNCEMENTS — 8]
Mo Announcements
Latest Knowledge Packs Catch of g )
, , Exploitc = -able browser

EventTracker uses Knowledge Packs to assign meaning . U
and severity to incoming data. This allows users to plugin

"make sense" of the often cryptic, high volume log messages... Learn August 11, 2017 I

e Thom Mlmteeomeles P labonl e o PEETEEEATG o Y 1a]

Figure 6

2. Locate the MS Antimalware knowledge objects.etko, and then click Import button

[% EventTracker : Knowledge Objects Import/Export - Google Chrome - O >

(@ localhost:8080/EventTracker/Prism_Admin/KnowledgeObject/KO_Import.aspx?action=im &,

IMPORT

Selectfile| Choose File | Mo file chosen UPLOAD

Figure 7

3. Choose the Knowledge objects that needs to be imported and click on upload.

EventTracker:

Actionable Security Intelligence




Integrate Microsoft Antimalware EventTracker

[ EventTracker :: Knowledge Objects Import/Export - Google Chrome — O >

@ localhost:8080/EventTracker/Prism_Admin/KnowledgeObject/KO_Import.aspx?action=i... &

IMPORT
select file | Choose File | Mo file chosen

¥ OBJECT NAME

Ld M5 Anti Malware-Action taken against malware
L M5 Anti Malware-Configuration changes

L M5 Anti Malware-Detected malware activity

L M5 Anti Malware-Cuarantined malware restored

L M5 Anti Malware-Remowed history of malware

UPLOAD

APFLIES TO

M5 Anti Malwiare

ME Anti Malware

M5 Anti Malwiare

M5 Anti Malwiare

M5 Anti Malwiare

GROUF NAME

M5 Anti Malware

M5 Anti Malware

M5 Anti Malware

M5 Anti Malware

M5 Anti Malware

m
0
m

]

Figure 8

4. Knowledge objects are now imported successfully.

localhost:8080 says:

File imported successfully.

Figure 9
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1. Click Reports option, and then click the browse C] button.
2. Locate the MS Antimalware reports.etcrx file, and then click the Open button.
B Export Import Utilit — .
|  Expott Import

1. Provide the path and file name of Schedule Report file. Use the "..." button to browse and locate the import file.
2. Click the Impart button
Mote : f report(s) contains template, first import template and proceed with exportimport utility.

Options Location
(O Category

() Fitters
() Merts () Legacy ("issch) (®) New (".etcm)
(") Systems and Groups
*izach
() RSS Feeds
(@ Repors

() Behavior Rules

() SCAP

() Token Yalue

Close

Figure 10
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Y Reports import X

Note : i reportis) contains template, first import template and proceed with exportimport wtility.

Select file [C:\Users\despu.v\Desktop MSAMMS Antimalware Reports etan || select file
Available reports
Title | | Frequency  Show all - Q Q
O Tltle Sites Groups Systems Frequency

|| S Anti Action tak NTPLOTBLR38 N (P Undefined
[] |EDIT |MS Arti Malware-Configuration changes | NTFLDTELR38 Default FNPL-15-KP Undefined
[ |EDIT | MS Anti Malware-Detected malware a... |NTPLDTBLR38 Default PNPL-15-KP Undefined
[] |EDIT |MS Arti Malware-Quarantined malware... | NTFLDTELR38 Default FNPL-15-KP Undefined
[ |EDIT |MS Arti Malwars-Removed history of .. | NTPLDTELR38 Default PNPL-15-KP Undefined
[] |EDIT |MS Anti Malware-Service stopped NTFLDTELR33 Default FNPL-15-KP Undefined

Mote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from | ___| AV - atinterval of | _ | minutes

-]
®

MNote: Make sure that Sttels). Group(s) and Systemis) selections are valid.

Figure 11

3. Click the Import button to import the scheduled reports. EventTracker displays success message.

Export Import Utility x

o Selected reports configurations are imported successfully,

Figure 12

Parsing Rule

1. Click Token Value option, and then click the browse E button.
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2. Locate the MS Antimalware Token Value.istoken file, and then click the Open button.

Export Import

1. Provide the path and file name of token value file. Use the °..." button to browse and locate the import file.
2. Click the Import buttan

Options Location
() Category

() Fitters

() Merts

Source :

C:4Users\Desktop M5 Antimalware token istoken

() Systems and Groups

(C) RSS Feeds
() Reports

(") Behavior Rules
() SCAP

(@ Token Value

Import Close

Figure 13
4. Click the Import button to import the tokens. EventTracker displays success message.

pod

o Selected token values are imported successfully.

OK

Figure 14
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Verify MS Antimalware knowledge pack in EventTracker

1. Inthe EventTracker Enterprise web interface, click the Admin dropdown, and then click Alerts.
2. Inthe Search field, type MS Antimalware, and then click Go button.

3. Alert Management page will display the imported MS Antimalware alert.

A L E R.T M A N A G E M E N T Searchby  Alerf name ¥ antimalware C{Q

@ ACTIVATE NOW Click "Activate Mow" after making all changes Page Size 25 ¥

REMEDIAL REMEDIAL
FORWARD FORWARD
ALERT NAME . THREAT ACTIVE E-MAIL MESSAGE RSS AS AS ACTION ACTION APPLIES TO

i SYSLOG  CONSOLE  AGENT
IS Antimalware- Action taken against High M5 Anti Malware
M5 Antimalware-Detected malware acti.. igh ME Anti Malware
IS Antimalware-Quarantined malware ... High WS Anti Malware
M5 Antimalware-Remaoved history of m.. High ME Anti Malware

Figure 15

4. To activate the imported alerts, select the respective checkbox in the Active column. EventTracker
displays message box.

Successfully saved configuration.

Figure 16

5. Click the OK button, and then click the Activate now button.

NOTE:You can select alert notification such as Beep, Email, and Message etc. For this, select the respective
checkboxin the Alert management page, and then click the Activate Now button.
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In the EventTracker Enterprise web interface, click the Reports menu, and then select Configuration.
In Reports Configuration pane, select Defined option.

In search box enter ‘MS Antimalware, and then click the Search button.

EventTracker displays Flex reports of ‘MS Antimalware

REPORTS CONFIGURATION
& Defined Search QQ

aCNeduies Leues

pon
REPORT GROUPS @553 [REPCRTS CONEIGURATION - M5 ANTIMALWARE
i - 7 Y
=" Meraki Firewal i '\ﬁ’, @ M .C9 |\ ota 5/|
S wicrosott windows F i & TITLE CREATED ON MODIFIED ON
B microsofe windons R 1] @ b1 IS Anti Malware-Removed history of malwars 8/10/2017 6:25:44 PM 8/10/2017 6:25:44 PM &=
B M5 Antimalware _-I._ @
IS Anti Malware-Configuration changes /10,2017 6:11:40 PM 2102017 €:11:40 PM @ ad |+
B wmssal il @
# [ M5 Anti Malware-Semvice stopped 8102017 5:56:090 P 8102017 5:56:09 P @ '—l +
= Mudra _-I.. f\é’
B MySQ -I p # 1 WS Anti Malware-Cuarantined malware restorsd 8M10/2017 5:40:25 PM 8/10/2017 5:40:25 PM @ _' +
MySQL i @ =
B Meszus Wulnerability. . |_ f\é’ k1 MS Anti Malware-Action taken against malware activity | 810/2017 4:47:37 PM BM10/2017 44737 PM G) '—l +
B ofic= 265 i @& -
o k1 IS Anti Malware-Detected malware activity 8M10/2017 3:02:49 PA 8102017 4:11:36 PM @ o +
~
Figure 17

1. Logon to EventTracker Enterprise web interface.
2. Click the Admin menu, and then click Parsing Rules.
3. Click on MS Antimalware group option.
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PARSING RULE

Parzing Rule Template
-
Meraki Firewal M & TriEs (RO s S
- Token-Value | Display name ¥ C{Q .
Microsoft Windows DF_. i r\.f
DISPLAY NAME TOKEN NAME TAG SEFARATOR  TERMINATOR
Microsoft Windows RR_ _-I-_ r\:f
Action Process Mame: Action: W
MS. Antimalware i [.f
MSS0OL | r"f Action Status Action Status : Wn
Mudra i g.f
Detection Origin Detection Origin : Wn
1y5Q &
Office 365 N f\-f Detection Source Detection Source : W
-
OKTA 550 & |
- ADD RULE DELETE AOWE TO GROU TC ALUE WIZARD
OpenDNS i {-1’,’
Figure 18

Create Flex Dashboards in EventTracker

NOTE: To configure the flex dashboards, schedule and generate the reports. Flex dashboard feature is
available from EventTracker Enterprise v8.0.

1. Open EventTracker in browser and logon.

Iy EventTracker

Configumtion
Dashboard

Explarer

Figure 19
2. Navigate to Reports>Configuration.

3. Select MS Antimalware in report groups. Check Defined dialog box.
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REPORTS CONFIGURATION
Scheduled Queusd @ Defined Search QQ{

oon
REPORT GROUPS @B (ErorTconFEURATION W ANTIVATWARE
i - 7 T
B werki Fireval i @& @i e (Jete )
5 wicrosott windows 07 i @ TITLE CREATED ON MODIFIED ON
B icosott windons R ] @ F1 MS Anti Malware-Removed history of malware 8/10/2017 6:25:44 PM 8/10/2017 6:25:44 PM Q&+
= M5 Antimalware i r\f
1 MS Anti Malware-Configuration changes 81072017 6:11:40 PM 81072017 6:11:40 PM {D _| +
B mssa i @
:':: IS Anti Malwsre-Senvice stopped 81052017 5:56:09 PhA 81052017 5:56:09 P @ '1—] +
= Mudra l @f
. BI MS Anti Malware-Quarantined malware restored 8/10/2017 5:40:25 PM 8/10/2017 5:40:25 PM _| +
B wmysa i @& OF:
= Messus Wulnerability. i {f - IS Anti Malware-Action taken against malware sctivity| 210/2017 4:4T:3T7 PM 8M10/2017 4:4T:3T PM @ ',—] +
B office 365 @&
- »1 MS Anti Malware-Detected malware activity 2/10/2017 2:02:49 PM B/10/2017 4:11:26 PM @ _| +
P —

Figure 20

4. Click on ‘schedule’ = to plan a report for later execution.
5. Click Next button to proceed.
6. Inreview page, check Persist data in EventVault Explorer option.
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REPORT WIZARD CANCEL | <BACK | NEXT>

TITLE M5 ANTI MALWARE-ACTION TAKEN AGAINST MALWARE ACTIV

LOGS

Review cost details and configure the publishing options. )
senacfn | 900000 OC

DISK COST ANALYSIS

Estimated time for completion: 00:00cd4{HH:MM:55)
Mumber of cab(s) to be processed: 7

Available disk spacs: 166 GB

Required disk space: 50 MB

Enable publishing option (Configure SMTP Senver in manager configuration screen to use this option)

Deliver results via E-mail
Motify results via E-mai

[Use commal) to separate multiple e-mail recipients]

To E-mail
Update status via RS | Select Feed ¥
Shiow in none v

Persist data in Bventvault Explorer

Figure 21

7. In next page, check column names to persist using PERSIST checkboxes beside them. Choose suitable

Retention period.
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REPORT WIZARD

TITLE M5 ANTI MALWARE-ACTION TAREN AGAINST MALWARE ACTIVITY

AT [Bap gigiya ip
Sren @ of 10 LA 2 Ll 1l

RETENTION SETTING
RERAHON perad T iy (1)

BRIt in databass only LFep] f= g i = e 1 L Ll Fr L AL
SELECT COLUMMNS TO PERSIST
COLLPMN NAME PERSIST e
Computer ¢

- e ’
Apphoason 1D #

r Marmg -
Sewrce [0 Address ’
Dessingticn (7 Addiregs + >

Figure 22

8. Proceed to next step and click Schedule button.
9. Wait till the reports get generated.

1. Open EventTracker Enterprise in browser and logon.
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Incidents

Compliance
Event-O-Meter
Flex

Incidents
MNews
Operations
Secunity

Threats

Figure 23
2. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.
0 localhost:23080/EventTracker/CustomDashboard/AddEditDashbeoard.aspx.  — O *

(D localhost:3080/EventTracker/CustomDashboard/AddEditDashboard.aspx?did=3 o]

FLEX DASHBOARD

Title

MS Antimalware

Descriotion

Microsoft Antimalware

SAVE DELETE CANC

Figure 24

3. Fill suitable title and description and click Save button.
4. Click ™ to configure a new flex dashlet. Widget configuration pane is shown.

EventTracker:

Actionable Security Intelligence




Integrate Microsoft Antimalware EventTracker

WIDGET CONFIGURATION

WIDGET TITLE NOTE

ME Anti Malware-Aclion taken against malware acivity

DATA SOURCE

MS Anti Malware-Action taken against malware activity1 Y
CHART TYPE DURATION VALUE FIELD SETTING  AS OF
Stacked Column v 24 Hours ¥ COUNT Y Recent v

AXIS LABELS [X-AXI5] LABEL TEXT

Threat Name ¥
WALUES [Y-AXIS] VALUE TEXT
Select column Y
FILTER FILTER VALUES
Select column ¥ ¥
LEGEND [SERIES] SELECT
Severity Y Al A
Medium o N L

TEST || CONFIGURE | CLOSE
Figure 25

5. Locate earlier scheduled report in Data Source dropdown.
6. Select Chart Type from dropdown.
7. Select extent of data to be displayed in Duration dropdown.
8. Select computation type in Value Field Setting dropdown.
9. Select evaluation duration in As Of dropdown.

10. Select comparable values in X Axis with suitable label.

11. Select numeric values in Y Axis with suitable label.

12. Select comparable sequence in Legend.

13. Click Test button to evaluate. Evaluated chart is shown.
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M5 ANTI MALWARE-ACTION TAKEN AG..

Series: Sewerity

20

5

1 4

3

o

2
el
.:q-"

B Ciicel High Bl Medium

Critical High
COUNT COUNT
3

PowerShell/Pufttack Afthreatid = 2147722 6508 enterprae =1 i PowerShelPoitack ARithreatid=2 14772 26588 e nterprize =1 2

Figure 26

14. If satisfied, click Configure button.

CUSTOMIZE WIDGETS

BAS. Anti Mabware-Action taken aga... M5 Anti Makware-Canfiguration ch... BA5. Anti Mabware-Quarantined mai M5 Anti Maksare-Remaved histony...

bS5 Anti Malware-Service stopped

Figure 27
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15. Click ‘customize’ @ to locate and choose created dashlet.
16. Click ® to add dashlet to earlier created dashboard.

Sample Flex Dashboards

e REPORT: MS Antimalware-Action taken against malware activity
WIDGET TITLE: MS Antimalware-Action taken against malware activity
CHART TYPE: Stacked Column
AXIS LABELS [X-AXIS]: Threat Name
LEGEND [SERIES]: Severity

M5 ANTIMALWARE-ACTION TAKEN AGA.. @oe®

Saries Saverity

e

ot

B Critical M High B Medium

0810 1658 - 0811 1658
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e REPORT: MS Antimalware-Quarantined malware restored
WIDGET TITLE: MS Antimalware-Quarantined malware restored
CHART TYPE: Stacked Column
AXIS LABELS [X-AXIS]: Threat Name
LEGEND [SERIES]: User Name

MS ANTIMALWARE-QUARANTINED MAL... #do O ®

Series: User Mame

1,_;:\&"'
v UWE

I CORP ohrerjw00 M CORP\dagnerd|OD

0810 16:22 - 0811 1622

e REPORT: MS Antimalware-Removed history of malware
WIDGET TITLE: MS Antimalware-Removed history of malware
CHART TYPE: Donut
AXIS LABELS [X-AXIS]: User Name
LEGEND [SERIES]: Message

M5 ANTIMALWARE-REMOVED HISTORY ... FoO®

Meszage: Antimalware has remowved history of malware and other potentially
unwanted software.

B NT AUTHORITYWSYSTEM

02/10 16:22 - 081 16:22
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e REPORT: MS Antimalware-Service stopped
WIDGET TITLE: MS Antimalware-Service stopped
CHART TYPE: Pie
AXIS LABELS [X-AXIS]: Scan Id
LEGEND [SERIES]: User Name

MS ANTIMALWARE-SERVICE STOPPED do o

User Mame: MT AUTHORITYA\NETWORK SERVICE

W 16AEEDED-ASTO-4804-BE8C-0E1565053804

M OEFCCCCA-BFEZ-AEIE-ASD4-30018ATRSIDE

0810 16:22 - 08/11 1622

e REPORT: MS Antimalware-Configuration changes
WIDGET TITLE: MS Antimalware-Configuration changes
CHART TYPE: Stacked Column
AXIS LABELS [X-AXIS]: Old Value
LEGEND: New Value

MS ANTIMALWARE-CONFIGURATION CHANGES @#Fo o

Serigs Mew value

'\
5':_}
w\‘”“‘f e

o N o e
o e n\q; s 5 R ey o o o
o -e“ S o »es‘-““ W it e o W W

J\‘v“'

B HKLMASOFTWARE MicrosoftMicrosoft Antimalware)\ReportinghScansSinceLastRecap = 0x186

I HELMVSOFTWARS Microsoft Microsoft Antimalwars' ReportinghScansSincelastRecap = 0x187
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