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This guide provides instructions to configure Microsoft SQL server auditing and forward relevant events to
EventTracker Enterprise.

The configurations detailed in this guide are consistent with EventTracker Enterprise version 8.x and later,
Microsoft SQL Server 2008, 2012 and 2014 Enterprise Edition.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Introduction

MS SQL Server is Microsoft’s relational database management system with a large number of features and

services. With this coverage, there is a large surface area for attack and vulnerabilities.

SQL Server auditing can be utilized to address requirements for compliance, analyze database actions to

troubleshooting problems and investigate suspicious activity.

EventTracker can employ both server audit specifications and extended events to receive relevant events for

auditing. Configuration techniques for both methodologies are shown below. Please configure any method

of your choice in accordance with your infrastructure and audit requirements. Both techniques are compared

Pro’s

below:

Audit Specifications (available in e Alerts are received in real-time.
Microsoft SQL server 2008 or | e Events are received in Windows
later) Event Viewer.

Extended Events (available in | e Additionally, provides client host
Microsoft SQL server 2012 or name, client application name and
later) event category fields.
e Lightweight and utilizes few
performances resources.

Server audit specifications

e Additional fields like client host name,
client application name are missing.

e Alerts are received with a maximum
delay of two hours.

Auditing, an instance of SQL Server or a SQL Server database involves tracking and logging events that occur
on the system. Below mentioned configuration must be applied on all workstations, where SQL audit is

required.

1. Microsoft SQL server 2008 or later must be installed.

2. Microsoft SQL Management Studio for the respective version must be installed.
3. EventTracker agent 8.x or later must be installed on the SQL SERVER workstation.
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1. Open Microsoft SQL management studio with appropriate credentials.
2. In Object Explorer, right-click on database server and select Properties.

'Object Explorer - 1 x
Connect~> & 3 @ “F g Q
o B Server 12,0,
[ Databas Connect..,
3 Security Disconnect
— SEM_HC Register.,
[ Replicat
[0 Akways( Mewe Query
il
(3 Manage Activity Monitor
3 Integrat
[ 30L Ser Start
Stop
Pause
Resurme
Restart
Policies 3
Facets
Start PowerShell
Reports 3
Refresh
| Properties
Figure 1

3. In Properties pane, select Security in Select a page section.
4. In Login auditing, select Both failed and successful logins.
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|j Server Properties - PNPL-3-KPVSOLEXPRESS — ] *
Select apage ‘ . .
- Script - Hel
27 Generdl 5 seint ~ [ Heb
f Memom
' Proceszars Lo
AR ity Server authentication
f Connections ) @ windows Authentication mode
f Databaze Settings
4 Advanced () 50L Server and Windows Authentication mode
2 Pemissions
Login auditing |-
) Mone

() Failed loging only
() Successhul loging only

(®) Both failed and successhul logins

Server proxy account

[] Enable server proxy account

Conneckion | e
Server
PNPL-3FPYSELEXPRESS Optians
Connechion: [] Enable Common Criteria compliance

TOOMS kumarnitesh
2 View connection properties

[] Enable C2 audit tracing

[] Cross database ownership chaining

Progress

Ready

Cancel

Figure 2
5. Above configuration generates event id “18453” (login success) and “18456” (login failure).

*Login success events are very noisy, enable with caution.

e Open Microsoft SQL management studio with appropriate credentials.
e In Object explorer, expand Security tab to view Audits and Server Audit Specifications options.
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.Ohject Explarer > 1 x

Connect~ 3§ 3 m " 2] £
= Lﬁ PHPL-3-KP (200 Server 12.0,2000 - TOOME
1 Databases

[ Logins

[ Server Roles

3 Credentials

[d Cryptographic Providers

[ &udits

[ Server Audit Specifications

Server Ohbjects

[ Replication

[ AlavaysOn High Svailability

[ Managerment

[ Integration Services Catalogs
ﬁ% S0OL Server Agent (Agent XPs disabled)

Figure 3

1. Right-click Audits to select New Audit...

) tudits
[ se MNewr Sudit...
[ Servet _
=3 Replic Filter 3
L Abvary Start PowverShell
[ Mana
£ Integr Reports 3
& saLs Refresh ¢
Figure 4

2. In Audit Properties, provide appropriate audit name and set audit destination as application log.
Configured Audit properties pane is shown below:
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L-'53s Sudit Properties — Od =
'@' Ready
Select a page 8 seript + | L Help
2 General
1A Filter
Audit name: Audit-20160630-122857

Queue delay (in fiooo o

rnilliseconds):

4

On Audit Log ® Caontinue

Failure:
() Shut down server
() Fail operation
Audit
destination: Application Log ~

Connection

3¢ PMPL-3-KP\SOLEXPRESS
[TOONSkumarnitesh]

Wiewy connection properties

Progress

Ready

Figure 5

3. Click OK to apply settings.

1. Right-click Server Audit Specifications and select New Server Audit Specification...

Server Sudit Specifications _

[ Zen Mew Server Sudit Specification...
[ Rep
C3 Al Filter 3
L Mai Start PowerShell
[ Inte
Iﬁj SOl Reports ]
Refresh
Figure 6
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2. In Server Audit Specification Properties, provide appropriate specification name and choose earlier
created audit name from drop-down menu.

3. In Actions pane, select following specifications from Audit Action Type* drop-down.

* To improve performance, please enable action types consistent with your audit requirements.

Audit Action Type

DATABASE_ROLE_MEMBER_CHANGE_GROUP This generates events whenever a login is added to

1.
or removed from a database role.

) SERVER_ROLE_MEMBER_CHANGE_GROUP This generates events whenever a login is added or
. removed from a fixed server role.

3 BACKUP_RESTORE_GROUP This generates events whenever a backup or restore
. command is issued.

4 AUDIT_CHANGE_GROUP This generates events whenever any audit is
’ created, modified or deleted.

5 DATABASE_PERMISSION_CHANGE_GROUP This generates events whenever a GRANT, REVOKE,
' or DENY is issued by any user in SQL Server for

database-only events.

6 SCHEMA_OBIJECT_PERMISSION_CHANGE_GROUP This generates events whenever a grant, deny, or
' revoke is issued for a schema object.

7 SERVER_PERMISSION_CHANGE_GROUP This generates events when a GRANT, REVOKE, or
' DENY is issued for permissions in the server scope.

3 DATABASE_CHANGE_GROUP This generates events when a database is created,
' altered, or dropped.

9 DATABASE_OBJECT_CHANGE_GROUP This generates events when a CREATE, ALTER, or
' DROP statement is executed on database objects.

10 DATABASE_PRINCIPAL_CHANGE_GROUP This generates events when principals are created,

' altered, or dropped from a database.
11 SCHEMA_OBJECT_CHANGE_GROUP This generates events when a CREATE, ALTER, or

DROP operation is performed on a schema.
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SERVER_OBJECT_CHANGE_GROUP

SERVER_PRINCIPAL_CHANGE_GROUP

APPLICATION_ROLE_CHANGE_PASSWORD_GROUP

LOGIN_CHANGE_PASSWORD_GROUP

DATABASE_OWNERSHIP_CHANGE_GROUP

SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP

USER_CHANGE_PASSWORD_GROUP**

SUCCESSFUL_LOGON_GROUP

LOGOUT_GROUP

FAILED_LOGON_GROUP

SERVICE_STATE_CHANGE_GROUP

This generates events for CREATE, ALTER, or DROP
operations on server objects.

This generates events when server principals are
created, altered, or dropped.

This generates events whenever a password is
changed for an application role.

This generates events whenever a login password is
changed by ALTER LOGIN statement.

This generates events when ALTER AUTHORIZATION
statement is used to change the owner of a
database.

This generates events when the permissions to
change the owner of schema object (such as a table,
procedure, or function) is checked.

This generates events whenever the password of a
contained database user is changed by using the
ALTER USER statement.

This generates events whenever a successful logon is
done

This generates events whenever a logout is done

This generates events whenever a Logon failure
happens.

This generates events whenever any SQL service is
stopped or started.

** Only available in Microsoft SQL server 2012 or later

Configured Server Audit Specification Properties pane is shown below:
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dx Server Audit Specification Properties = O X
) Ready
Select a page L8 Script = [FyHelp
A2 General
Mame: ServerAuditSpecification-20170410-150011
Audit | Audit-20160822-023340 |
Actions:
Audit Action Type Object Clas
01 |FAILED_LOGIN_GROUP - !
02 |SUCCESSFUL_LOGIN_GROUP vl
03 |LOGOUT_GROUP w
04 |SERVER_STATE_CHAMGE_GROUP v
05 |DATABASE_ROLE_MEMBER_CHAMNGE_GROUP v
06 |SERVER_ROLE MEMBER CHAMNGE_GROUP "
07 | DATABASE_PERMISSIOM_CHANGE_GROUP w
08 |SERVER_OBJECT _PERMISSION_CHANGE_GROUP w
08 |DATABASE_PRINCIPAL_CHANGE_GROUP A !
|» 10 | SERVER_PRINCIPAL_CHANGE_GROUP vl
; «11 w i
Connection
& PNPL-15-KP
View connection properties
Progress
Ready
< >
Figure 7

Click OK to apply settings.
5. Right- click on earlier created audit and select Enable.
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= [ Audits

ey g Audit-20160705-15233
£ 3 Ser Mew Audit...

@ Enable Audit (
1 Server
3 Replics Wiew Audit Logs
[ Ahnrays Script Audit as 3
[ Manag
£3 Irteqra Paolicies 3
@ S0L Se Facets i

Start PowverShell

Reports »

Rename

Delete

Refresh

Properties

Figure 8

6. Right- click on earlier created Server Audit Specification and select Enable Server Audit Specification.

= [ Server Audit Specifications
vl ServerbuditSpecification-20160

[3 Servert Mew Server Audit Specification...

3 Replica Enable Server Audit Specification
[ Abneays
[ Manag Script Server Audit Specification as 3
(4 Integra Policies »
[ 30L 5e

Facets

Start PowerShell

Reports b

Delete

Refresh

Properties

Figure 9

7. Above configuration generates event id “33205” for all configured audit specifications.

All the events generated by SQL through audit specifications are information events and are reported late.
Thus, to aid alerting of events in real-time event filters are to be configured. Please note, log source matched
in configurations below might change depending on the SQL instance name configured.

1. Logon to EventTracker manager workstation.
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b — 4
Eve“tTraCkerj Control Panel
Secure. Comply. Succeed, g
J L ik
r— )
—) ") &
EventYault Diagnostics License Export Import Append
‘ Manager Utility Archives
EventTracker | Traffic Analyzer Agent SCAP Profile Port
Agent Confi._. Manageme._.. Editor Configuration
j e .
TrapTracker Change Audit About
EventTracker

E-mail: supporti@E ventTracker.com
Figure 10

2. Open EventTracker control panel and click EventTracker Agent Configuration.
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[

File  Help

Select Syztems
|F'N PL-3-KP j Agent bazed system

r |

Manager destinations:
|es:-cwin2k'| 2r2vmz, PHPL-3-EP

Log Backup ] Perfarmance ] Metwark, Connections ]
Logfile Monitor ] File Tranzfer Config Aszeszment ] ayzlog FTP server ]
Managers | EwventFilters | Sustem Monitor ] tanitor Processes ] Services ]
Y'ou can chooze to filker out events that are not required. Once the filter iz zet,
all eventz matching the filker crtena will not be zent to the EventTracker
b anager. vou can alzo configure advanced filter options such as to zend anly [
specific events or chooge to filter out specific events.
Event Types
| Event Logs A
[ Application [ Ewor |
[] HardwareE vents | Wfaming
[ Internet E=plorer v |rfarmation
[ KeyManagement Service W Audit Success I
[ Media Center o || T AuditEailre
M1 Mehwrix Aoditar .
< 3 | Critical
[ Enable 51D Translation | Verbose
Event Description: ™ Classic & ML
Filter Exception Advanced Filkers |

LCloze

Figure 11

3. Select Event Filters tab and click Filter Exception.

Filter exception window opens.
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e O ot

Y'ou can chooge b monitor specific events if they match a filker criteria. Specify the details of the
events that you would like to maonitar.

Ewxample: Y'ou may want to filker out all Information events other than thoze received from the Web
Service. To do thiz, et the Infarmation filker and add a Filker Exception with Event Source az Web

Service,
Log Type | Event Type | Eate...l Eve... | Source | Uzer | D'ezcription A
Audit Success I} G20
Audit Success I} G47
Audit Success I} G7e
Audit Success I} GEZ
Audit Success I} GE3
Audit Success I} BE5
Audit Success I} Ba7
Audit Success I} S atal
Audit Success I} B30
At Snurress n RA1 w7
£ >
MHew Edit Delete Find Cloze
Figure 12

Click New, and configure as shown below:

Event filter properties for audit events are shown below:

For Single Instance, Match in Source should be named as corresponding instance name. For multiple
instances, leave it blank.

kad Edit Ewent Details x

— Ewent Details [empty field implies all matches)
Log Type:

Event Type Ewent |D
IInfnrmatinn ;I |332DE
Categomny : b atch in User
[0 |

Match in Source
[MSSaLSERVER

Match in Event Descr

"M atch in Event Descr, "Match in User' and "Match in Source” field can take multiple
shiings separated with & or ||.- && stands for AMD condition.- || stands for OF condition.
Far negating the result of match operation, prefis the sting with "[$NOTE]". [f there are
multiple stringz, then the result of the whole expression iz negated. Only one "[EMOT$]"
should be uzed in the string.

Example:

The string "[$MOTE]Logon Tepe: 4lLogon Type: 5" will match all events that DO MOT
contain "Logon Type: 4" or "Logon Type: 8" in the descrnption.

For more information click here.

ok I Cancel

Figure 13
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7. Click OK to apply.
8. If events are enabled for login success and failure, create filters with configurations as shown below:
9. Event filter properties for login success event are shown below:

b Edit Event Details ot

— Ewvent Details [empty figld impliez all matches]
Log Type :

I.-“-‘-.pplicati-:un ;I

Event Tupe: Ewvent | :
I Information j I'I 2453

Categary Matzh in Lser
|0 |
b atch in Source

katch in Event Deser
|[$NDT$]< named pipe:]

"M atch in Event Descr'' | "Match in User' and "Match in Source’ figld can take multiple
shringz zeparated with &8 or [l.- &5 stands for AMD condition.- || stands for OF condition.
For negating the result of match operation, prefiz the sting with "[$HOTE]". If there are
multiple stringz, thern the result of the whole exprezsion iz negated. Only one "[$HOT$]"
zhould be uzed in the string.

Ewample:

The string "[$MOT$]Logon Type: dlLogon Tepe: 5 will match all events that DO NOT
contain "Logon Type: 4" or "Logon Type: 5" in the description.

For more information click here.

k. Cancel

Figure 14

10. Event filter properties for login failure event are shown below:
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b Mewr Bvent Details »

Ewvent Details [ermpty figld impliez all matches]

Log Type :

|.-’-'-.|:||:|Ii|:ati|:|n ﬂ
Event Tupe: Ewvent | :

| Infarmation j |'I 2456

Categary Matzh in Lser

b atch in Source
IMSSOLSERVER

katch in Event Deser

"t atch in Event Descr' | "Match in Uzer' and "Match in Source' field can take multiple
zshringz zeparated with & or [l.- &8 stands for AMD condition.- || stands for OF condition.
For negating the result of match operation, prefis the sting with "[$HOTE]" If there are
raultiple stringz., then the result of the whale exprezsion iz negated. Only ane "[$HOT$]"
zhould be uzed in the ting.

Ewample:

The string "[$MOT$]Logon Type: dlLogon Tepe: 5 will match all events that DO NOT
contain "Logon Type: 4" ar "Logon Type: 5" in the description.

For more information click here.

k. Cancel |

Figure 15

11. Click SAVE in agent configuration window to apply changes.

Extended events

Extended Events is a lightweight performance monitoring system that uses very few performance resources.
It enables auditing for different actions, providing much granularity in the setup process and wide coverage
range of the SQL Server activity. Below mentioned configuration must be applied on all the workstations,
where SQL audit is required.

Microsoft SQL server 2012 or later must be installed.

Microsoft SQL Management Studio for the respective version must be installed.
EventTracker agent 7.6 or later must be installed on the SQL SERVER workstation.
PowerShell 3.0 or later must be installed.

Administrative credentials for script execution.

vk wh e
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1. Contact Support for the SQL extended events script pack and download.
2. Extract downloaded zip file to following path.

_EventTracker\Sc heduledActionScripts\

3. From extracted file location, double-click to open “SQL Extended Events.sql”.

| |£] = | S0L Extended Events — O >

Hore Share Wi e 0

uk » S0L Extended Ewvents w 0 Search QL. 0

& Quick access 2 Marmne Date modified Type Size

B Desktop # |8 S0L Extended Events.psi O Ae1253 P Widfindowes Powers,,, 2 kB
Z Docurne # |2} 20L Extended Ewvents.sg) 0716 1202 PR Microsoft SOL Ser.., 4KE

; Diowenloa

| Pictures o
Audit
Extended

Systerm 32
@ OneDrive

= This PC
[ Desktop
@ Documents

‘ Dowenloads
k hdoin v £ >

Zitems 1 item selected 3.79 KB =

Figure 16

4. In Microsoft SQL management studio, login with appropriate credentials.
5. Inthe SQL query, change highlighted path to the desired location of “.xel” file. Click Execute to create
and implement extended event session.
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*—-'53 S0L Extended Events.sgl - PMPL-3-KP rmaster (TOOME (1090 - Microsoft 300 Server Management Studio
File Edit “iew Query Project Debug  Tools  Mindow  Help

Pl T e | A NewQuey (DG 6 a9 - - S5 ] b
E,’J_#ﬂﬁ”master B Debug EJEEEJEHE'ﬂWg @;_;jé;;@;j|;'

0L Extended Event., & e T B 109

—|CREATE EVENT SESSION [ObjectChangel] ON SERVER

ADD EVENT sqlserver.error_reported|
ACTION(sqlserver.client_app_name,sqlserver.client_hostname, sqlserver.username)
WHERE (([package®].[equal_uinted]([category],(4)) OR [package®].[greater_than_i

ADD EVENT sqlserver.cbject_altered|
ACTION(sqlserver.client_app_name,sqlserver.client_hostname, sqlserver.database_r
WHERE (MOT [package®].[equal_uinte4]([ocbject_type],(21587)) AND NOT [sqlserver]

ADD EVENT sqlserver.cbject_created|
ACTION(sqlserver.client_app_name,sqlserver.client_hostname, sqlserver.database_r
WHERE (MOT [package®].[equal_uinte4]([ocbject_type],(21587)) AND NOT [sqlserver]

ADD EVENT sqlserver.object_deleted|
ACTION(sqlserver.client_app_name,sqlserver.client_hostname, sqlserver.database_r
WHERE (NOT [package®].[equal_uinte4]([object_type],(21587)) AND NOT [sqlserver]

ADD EVENT sgqlserver.sql_statement_completed(SET collect_statement=(1)
ACTION(sqlos.task_time,sqlserver.client _app_name,sqlserver.client hostname,sqls
WHERE (([sgqlserver].[like_i_sql_unicode_string]([statement] ,N'¥Create®') OR [sc

ADD TARGET package@®.event_file(SET filename=N'D:‘template file“\SQL\ObjCha.xel' max_

WITH (MAX_MEMORY=489& KB,EVENT_RETENTION MODE=ALLOW SINGLE_EVENT_LO55,MAX _DISPATCH_

a0

—-|ALTER EVENT SESSION ObjectChangel ON SERVER
STATE = 5TART;
G0

v| | ¥ Execute

Figure 17

6. To view created session, navigate to Object Explorer> Server Name> Management> Extended
Events> Sessions> ObjectChange.
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Object Explorer = 01X

Connect= 33 3d m 7 7] L§
=] B PMPL-3-EP (50L Server 12.0.2000 - TOOMEYR
[ Databases
[ Security
[ Server Objects
[ Replication
[ AlwaysOn High Awvailability
= [ Management
7;1’ Paolicy Managerment
ﬂ Data Collection
Q Fesource Gowvernar
= E Extended Events
= [ Zessions

§ OhjectChange

Ei'l packagel.event_file

e Managed Backup
[ Maintenance Plans
[ 50L Server Logs

~j Database bail

h;ﬁ Distributed Transaction Coordinator
[ Legacy
[ Integration Services Catalogs
[y 30L Server Agent (Agent XPs dizabled)

Figure 18

“"

7. Above configuration will create “. xel” file with all relevant audit events at the earlier mentioned

location.

Xel files are readable only through SQL management Studio. Thus, PowerShell is deployed for file format
conversion and custom parsing in the interest of EventTracker.

1. From earlier mentioned extracted file location, find “SQL Extended Events.ps1”.
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| @ = | 50L Extended Events — O =

Hame Share oty 9

1T » S0L Extended Events v 0 Search 20L.. 02

# Quick access Marne Date modified Tipe Size

B Desktop o |4y 50L Extended Events.psi 07F21612:53 P YWirindows Powers.., KB
@ Docurne # [y 30L Extended Ewvents.sql 0721961202 PR Microsoft SOL Ser... 4 KB

‘ Downloa

= Pictures o
Audit
Extended

Systerm 32
@ Onelrive

E This PC
[ Desktop
E] Documents

; Dowenloads
[ 2 ff & >

Jitems 1 itern selected 1.82 KB =

Figure 19

2. Logon to EventTracker Manager workstation with the administrative privileges.
3. Navigate to Start>Administrative Tools>Task Scheduler.
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(D) Task Scheduler - O *
File  Action Wiew Help
= |75
@ Task Scheduler (Local)

~ [ Task Scheduler Library

- |
Status Triggers ~ | | Actions

Evvent Viewer Tasks Disabled “When the task is created or rr Task Scheduler Library a
H Lenovo . Disabled \When the task is created or rr _@ Create Basic Task...
= Micrasaft . Dizabled ‘When the task is created ar | L Cregte Task..

Dizabled ‘When the task is created arry

| Microsoft SOL Server

| OfficeSoftwareProtec] || (2 {F35DEFDA-.. Disabled When the task is created or v Import Task..
T (B FCIES3C4-1.., Disabled When the task is created arrr o, | | 8 Display &1 Running Tasks
WD < > &) Disable &ll Tasks Histary
General Triggers Actions Conditions  Settings History | MewFolder...
Marne: 14c2ca57-b33-4b03-00b5-e0787eab i Wiew ’
G Refresh
Location: % =
Buthor: SYSTEM Help
Description: | Enable WA Selected ltem s
4 Enable
Export..,
L Properties
Security options K Delete
When running the task, use the following user account: o, Help
£ >
< >
Figure 20

4. Inthe Actions tab, select Create task.
5. Configure Task properties as shown below:
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(B MS50L Extended Properties {Local Computer) x

General Triggers Actions Conditions Settings  History

Mame: |MSSQL Extended

Location: YWicrosoft SOL Server

Authar: TOOME,
Description: ||
Security options

Mithen running the task, use the following user account:

" - Change User ar Graup..,

() Run only when user is logged on

(®) Runwhether useris logged on ar not

[] Do not store passward, The task will only have access to local cormputer resources,

Rur with highest privileges

[] Hidden Configure for: | Mindows Wista™, Windows Sereer™ 2003 -

Figure 21

6. Select General tab, provide appropriate name and in Security options section, enable “Run weather
user is logged on or not” and “Run with highest privileges” options.
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Edit Trigger x

Begin the task: |On a schedule e
Settings

() Cne tirne Start: |C|.'-"f21f'|6 E~ | |05:25:15 PR = | [ Synchronize across tirne zones
(® Daily

|1
) Weekly Recur every: day's

() Marnthly

Advanced settings

[ Delay task for up to (randorm delayh: 1 hour

Repeat task every: |1 hour e for a duration of:

[ Stop all running tasks at end of repetition duration

[] Stap task if it runs longer than: 3 days
[ Expirer 072117 05:45:31 P4 3
Enabled

Figure 22

7. Select Triggers tab, select Daily with appropriate schedule settings to ensure hourly execution.
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Edit Action et
You must specify what action this task will perform.

Action: | Starta program w

Settings

Programfscript:

¥ SysternRoot®h sy swow Bl Windows PowerShel w1, (hp m| Browyse,.,

Add arquments {optional): |-executianpa|ic:-,-' unrestr|

Start in {optional): | |

Figure 23

8. Select Actions tab, enter “%SystemRoot%\syswow64\WindowsPowerShell\v1.0\powershell.exe” as
program name and compose argument as given below:

-executionpolicy unrestricted -file " -
xelfile "C:\SQL Logs" —outfile "C:\SQL Extended Events\Logs\SQLFINAL.txt"

i PowerShell script location
D XEL file location
: Output TXT file location

9. Click OK to save task.
10. Above configuration will convert XEL log file into TXT and extract useful fields will the same.
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All events generated by SQL through extended events are off-line events. Thus, alerting is not possible. If
alerts are to be configured for extended events, compose event filters are shown below, to aid alerting for
off-line events with an hourly delay.

1. Logon to EventTracker manager workstation.

1

— -
EVEEEEE&'&EL'? Control Panel 8.1
e

i B & B 3

EventYault Diagnostics License Export Import Append
‘ Manager Utility Archives
lﬁ ﬂ 3
EventTracker | Traffic Analyzer Agent SCAP Profile Port
Agent Confi._. Manageme._.. Editor Configuration
TrapTracker Change Audit About

EventTracker

E-mail: support®E ventTracker.com
Figure 24

2. Open EventTracker control panel, click EventTracker Agent Configuration.
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[

File  Help

Select Syztems
|F'N PL-3-KP j Agent bazed system

r |

Manager destinations:
|es:-cwin2k'| 2r2vmz, PHPL-3-EP

Log Backup ] Perfarmance ] Metwark, Connections ]
Logfile Monitor ] File Tranzfer Config Aszeszment ] ayzlog FTP server ]
Managers | EwventFilters | Sustem Monitor ] tanitor Processes ] Services ]
Y'ou can chooze to filker out events that are not required. Once the filter iz zet,
all eventz matching the filker crtena will not be zent to the EventTracker
b anager. vou can alzo configure advanced filter options such as to zend anly [
specific events or chooge to filter out specific events.
Event Types
| Event Logs A
[ Application [ Ewor |
[] HardwareE vents | Wfaming
[ Internet E=plorer v |rfarmation
[ KeyManagement Service W Audit Success I
[ Media Center o || T AuditEailre
M1 Mehwrix Aoditar .
< 3 | Critical
[ Enable 51D Translation | Verbose
Event Description: ™ Classic & ML
Filter Exception Advanced Filkers |

LCloze

Figure 25

3. Select Event Filters tab and click Filter Exception.

Filter exception window opens.
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i O X

Y'ou can chooze to monitar specific events iF they match a filter critena. Specify the details of the
events that you would like to monitar,

E=armple: rou may want to filker out all Information eventz other than thoze recerved fiom the Web
Service. To do thiz, set the Information filker and add a Filter Exception with Event Source az web

S ervice,
Log Type | Event Type | Eate...l Eve... | Source | |Jgzer | D ezcription ~
Audit Success 1] G20
Audit Success 1] B47
Audit Success 0 E72
Audit Success 0 B8
Audit Success I} (1]
Audit Success 1] G35
Audit Success 1] BEY
Audit Success 0 B89
Audit Success 0 B30
Audit Sunress n Rl ~
£ >
Hew Edit Delete Find
Figure 26

4. Click New, and configure event filter properties as shown below:

i ' ' ¥

— Ewvent Detailz [empty field impliez all matchesz) |
Log Type: |
IS yztem LI
Event Type : Ewent |0 |
I Information LI |323E| |
Categarny Match in ser I

[0 |

Match in Source

IEventTracker

atch in Event Descr :
|Timestamp&&fi‘«ppN amefiD atal asebdlnstancet i 0 bject TypetiObjectametd SELT ext

"M atch in Event Deszcr” |, "Match in User'' and "Match in Source' field can take multiple
shrings zeparated with && or |- && stands for AMD condition.- || stands for OF conditian.
Far negating the result of match operation, prefis the string with “[$MOT$]™ IF there are
rulbiple stringz, then the result of the whale expression iz negated. Only one "[EHOT 31"
zhould be uzed in the ztring.

Example:

The =tring "[$M0T $]Logon Tepe: 4llLogon Type: 5" will match all events that DO NOT
contain "Logon Tope: 4" ar "Logon Tepe: 5" in the description.

For mare information click here.

coce_|

Figure 27

5. Enter following as matching description.

EventTracker:

Actionable Security Intelligence




Integrate Microsoft SQL Server

‘ Timestamp&&AppName&&DataBase&&Instance&&0ObjectType&&ObjectName&&SQLText

6. Click OKto apply.

1. Logon to EventTracker manager workstation.
1 ' - X
E"%ﬂﬂﬂ%&'&sﬂ Jtnntrul Panel 8.

i B & B &

EventYault Diagnostics License Export Import Append
‘ Manager Utility Archives

£y
; — I ] —| rq?

EventTracker |Traffic Analyzer Agent SCAP Profile Port
Agent Confi... Manageme... Editor Configuration
TrapTracker Change Audit About

EventTracker

E-mail: support@E ventTracker.com

Figure 28

2. Open EventTracker control panel, click EventTracker Agent Configuration.
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File Help

bkd EventTracker &gent Configuration

Select Spstems

|PNPL-2KP

=

ﬂ Agent bazed sustem

M anager destinations:
PNPL-3-KP

Log Backup

l

bl anagers ] Eve‘nt Filters ] System Monitor ] bonitor Processes ] Semvices ]
I Logfile Monitar i File Transfer ] Config Aszezsment ] zzlog FTP zerver ]

Perfarmance ] Metwork Connections ]

[v Logfile kanitar
Search log files [warious formats suppaorted)] for matching patterns zpecified
here. Both individual files as well az folders can be monitared for matching
entriez. Matches cauze an event to be gererated.

Logfile Mame | File Type |
d:stemplate filehS 0L MuliLinetsglfinal. txt MIILTILI...
Add File Hame | “iew File Detailz | Delete File Hame | Search Strings |

Save

Cloze

Figure 29

3. Select Logfile Monitor tab and click Add File Name.
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kd Enter File narme »

au can configure the complete path of the log file ar falder that needs to be manitared
along with the strings that need to be zearched.

[v Getall Existing Log Files

Select Log File Type | MULTILINE hd
Thiz iz a genenc multiline Format,zupported with PRIFE,SUFFEIMDENTED farmats.

Enter File name
d:\template filehSCOL MultiLinehzglfinal txt

Enter Event separatar: | PREFI: -

E ach log mezzages beginz with a recognizable sting or pattern.
input can be a string or regular expreszion[PCRE] that matches the beaginning of log
Mmessages.

| Timestamp

k. Cancel

Figure 30

4. Configure LFM settings as shown above. Browse and select output txt file from earlier configuration
as File Name and enter “Timestamp : “as PREFIX for MULTILINE log file type.

5. Click OK to save.

EventTracker Knowledge Pack

Once MSSQL Server is configured to send audit logs to EventTracker Manager, either through audit
specifications or extended events. EventTracker will process the received logs and aid an administrator with
informative reports, effective alerts and dashboard visualizations.

MSSQL:Error detected™® - This alert is generated when SQL errors like syntax errors are generated.

2. MSSQL:Audit created deleted or modified - This alert is generated when audit, audit specification and
extended event sessions are created, deleted or modified.

3. MSSQL:Database backed up or restored - This alert is generated when database backup is taken or it
is restored.

4. MSSQL: Database created or deleted or modified - This alert is generated when a new database is
created and older ones are deleted or modified.
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Actionable Security Intelligence




Integrate Microsoft SQL Server

5. MSSQL: Schema created or deleted or modified - This alert is generated when new database schema
is created and older ones are deleted or modified.

6. MSSQL: View created or deleted or modified - This alert is generated when new database view is
created and older ones are deleted or modified.

7. MSSQL: User enabled or disabled or unlocked - This alert is generated when an existing login is
enabled, disabled or unlocked.

8. MSSQL: Permission granted or revoked or denied - This alert is generated when permission is
granted, revoked or denied to a login or user.

9. MSSQL: Database and application role created or deleted or modified - This alert is generated when
new server or database role is created and older ones are deleted or modified.

10. MSSQL: Stored procedure created or deleted or modified - This alert is generated when new stored
procedure is created and older ones are deleted or modified.

11. MSSQL: Table created or deleted or modified - This alert is generated when new table is created and
older ones are deleted, truncated or modified.

12. MSSQL: Index created or deleted or modified - This alert is generated when new table view is created
and older ones are deleted or modified.

13. MSSQL: Trigger created or deleted or modified - This alert is generated when new table or database
trigger is created and older ones are deleted or modified.

14. MSSQL: User created or deleted or modified - This alert is generated when new login, user or
credential is created and older ones are deleted or modified.

15. MSSQL: User logon failure - This alert is generated when an user fails to login SQL server.

16. MSSQL: User and application role password reset or changed - This alert is generated when
password is changed or reset for login, credential or application role.

*Only available if extended events are enabled.

Following reports are created using extended session events. Similar reports are available through audit
specifications as well, but it will not have Host Name, Application Name and event category fields.

1. MSSQL Extended-Table created or deleted or modified - This report provides information related to
table creation, deletion and alteration.

EventTracker:

Actionable Security Intelligence




Integrate Microsoft SQL Server

Client Application Database Instance

EventTime Hame Hame Hame Event Category Object Hame  Query Text
050216 04:15:46 PM  Cortosao- ADMIMWIck  Microsoft SGL Server  master MESQLSERYER ohject_crested Tahkle_Employee CREATE TABLE
Wykstnd Management Studio Employes_Test Sudit
(
Emp_ID init,

Emp_name warchar(100),
Emp_Sal decimal (10,2,
Aydit_Action
varchar(1007,

Audit_Timestatngp datetine
]

05M2ME 041930 PM  Contoso- ADMIMick  Microzoft SGL Server  master MSSQLSERYER ohject_alered Takle_Employes ALTER TABLE

Wykstnd Management Studio dbo Table_Employes ADD
Address nchar(10)

MIJLL
0510216 04:19:53 PM  Cortosao- ADMIMWIck  Microsoft SGL Server  master MESCLSERYER okject_deleted Tahle_Employee #***** Ohject: Table [dho] [Table_2]
Wykstnd Management Studio Script Date: 030206 04:19:48 PM
aaaaaal,'
DROP TABLE
[dlko] [Table_2]

Figure 31

ENTRY:Timestamp :08/02/16 04:19:30 PM

AppName : Microsoft SQL Server Management

Studio

HostName : Contoso-Wkstn9

UserName : ADMIN\nick

EventDetails : object_altered

DataBase : master

Instance : MSSQLSERVER

ObjectType :USRTAB

ObjectName :Table_Employee

Statement

SQLText :ALTER TABLE dbo.Table_Employee ADD
Address nchar(10) NULL

Message

FILE:d:\SQL\sql logs.txt

TYPE:MULTILINE

FIELD: *

2. MSSQL Extended-Database created or deleted or modified - This report provides information related
to database creation, deletion and alteration.
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Client User Client Application Database Instance Event
EventTime Hame Hame Hame Hame Hame Category Object Hame  Query Text
030216 Cortoza-  ADMINInick Microsoft SGL Server master MSSGELSERVER object_crested  EmployesDATA  CREATE DATABASE
01:13:26 PM vWekstng Management Studio [EmployeeDATA]
COMTAIMMENT = MOMNE
ON PRIMARY
[ MAME =

MEmployeeDaTA!, FILEMAME =
MN'CProgram FilesWicrosaft SGL
ServeriMSSeLT 2 MSSGLEERYER
MSSELDATAEmployesDAT S mif'
, SIZE = 3072KB | FILEGROWTH =
102448 )

LG O

[ MAME =
MNEmployeeDATA_log', FILEMAWE =
MN'CProgram Files\Wicrosaft SoL
ServeriMSSaL 2 MSSGLEERYER
MSEQLDATAEMployeeDATS log.
ldf' , SIZE = 1024KB |, FILEGROWTH

=10%]
0802M 6 Cortozo-  ADMIMRnick Microsoft SOL Server master MSSCOLSERVER ohject_deleted  EmployesDATA  f252= Ohject: Database
01:14:00 P Wykstng Management Studio [EmployeeDATA]  Script Date:
OS020M 6 01:13: 55 Ph #2s2sef
DROP DATABASE
[EmployeeDATA]
Figure 32

ENTRY:Timestamp :08/02/16 01:14:00 PM
AppName : Microsoft SQL Server Management Studio
HostName : Contoso-Wkstn9
UserName : ADMIN\nick
EventDetails : object_deleted
DataBase : master
Instance : MSSQLSERVER
ObjectType : DATABASE
ObjectName : EmployeeDATA
Statement
SQLText :/****** Object: Database [EmployeeDATA]
Script Date: 08/02/16 01:13:55 PM ******/
DROP DATABASE [EmployeeDATA]
Message
FILE:d:\SQL\sql logs.txt
TYPE:MULTILINE
FIELD: *

3. MSSQL Extended-View created or deleted or modified - This report provides information related to
database view creation, deletion and alteration.
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Client U=er Client Application Database Instance Event
EventTime Hame Hame Hame Hame Hame Category Query Text
080216 Contoso- ADMIMnick Microzoft SGL master MSSEALSERYER object_attered Meriewe  ALTER YIEW dibo MewWiew
04:21:44 P Wkstn9 Server AS
Management Studio SELECT Table_1_1.%,

Tabkle_1_1[mnm] &5 Expr,

chbo Table_1.[mnm,] A% Expr3
FRCM b Table_1

CROSS JOIM

dbo Table_1 A5 Takls 1 1

080246 Contoso- ADMIMick Microzsoft SQL master MESOLSERYER chject_deleted  MewViewe 2= Object: View
04: 2210 P Wkstn9 Server [dbo] [Mewiew] Script Date:
Management Studio OS2 6 04 22005 Ph *assaky
DRCP YIEW

[cdboa] [Menwy e

Figure 33

ENTRY:Timestamp :08/02/16 04:22:10 PM
AppName : Microsoft SQL Server Management
Studio
HostName : Contoso-Wkstn9
UserName : ADMIN\nick
EventDetails : object_deleted
DataBase : master
Instance : MSSQLSERVER
ObjectType : VIEW
ObjectName : NewView
Statement
SQLText :/****** Object: View [dbo].[NewView]
Script Date: 08/02/16 04:22:05 PM *****x/
DROP VIEW [dbo].[NewView]
Message
FILE:d:\SQL\sql logs.txt
TYPE:MULTILINE
FIELD: *

4. MSSQL Extended-Stored procedure created or deleted or modified - This report provides information
related to stored procedure creation, deletion and alteration.
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Client User Client Application Database Instance Event
EventTime Hame Hame Hame Hame Hame Category Object Hame Query Text
O5M02ME Contoso- ADMIMnIck Microsoft SGL Server  master MSSQLSERYER ohject_crested  MewProcedure CREATE PROCEDURE
041747 P Wkstnd Management Studio MewProcedure
AS
BEGIM

-- SET MOCOUMT M
added to prevent extra result sets

fram
-- interfering with
SELECT statements.
SET MOCOUNT OM;
BEGIN

SELECT aau_lname,
a.au_fname, t title

FROM titles t

IMMER: JOIN titleauthar
ta Ot title_id = ta tithe_jd

RIGHT QUTER JOIN
authorz a O ta.su_id = a.au_id

RETURM O

END

05021 6 Contosa- ADMIMick Microsoft SGL Server  master MSSELSERYER ohject_deleted  MewProcedure f#*#** Chject: StoredProcedure
04:15:32 P Wykstnd Management Studio [dbo] [Author_Title] Script Date:
020204 6 04:18: 27 Ph ssasaf
DROP PROCEDURE

Figure 34

ENTRY:Timestamp :08/02/16 04:18:32 PM
AppName : Microsoft SQL Server Management
Studio
HostName : Contoso-Wkstn9
UserName : ADMIN\nick
EventDetails : object_deleted
DataBase : master
Instance : MSSQLSERVER
ObjectType : PROC
ObjectName : NewProcedure
Statement
SQLText . [¥¥¥*¥¥* QObject: StoredProcedure
[dbo].[Author_Title]  Script Date: 08/02/16 04:18:27
PM ******/
DROP PROCEDURE [dbo].[NewProcedure]
Message
FILE:d:\SQL\sql logs.txt
TYPE:MULTILINE
FIELD: *

5. MSSQL Extended-Index created or deleted or modified - This report provides information related to
table index creation, deletion and alteration.
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Client Client Application Database Instance Event Object
EventTime Hame Hame Hame Hame Category Hame
026 Cortoso- ADMIMnick Microzoft SGL master MSSGLSERYVER ohject_crested  Clusteredind CREATE UMIQUE CLUSTERED
04:15:45 Prd Wykstn Server Management ex-20160714- INDEX [Clusteredindex-20160714-
Studia 164229 164229] OM [cha] [Table_1]
(
[mnm ] A5,
[fhjkj] A5

TITH (PAD_INDEX =
OFF, STATISTICS _NORECOMPUTE
= OFF, SORT_IM_TEMPDE = OFF,
IGNORE_DUP_WEY = OFF,
DROP_EXISTING = OFF, OMLINE =
OFF, ALLOW_RCW_LOCKS = ON,
ALLOWY PAGE_LOCKS = ON)

03M02M 6 Contoso- ADMIMNmick Microsoft SCL master MSEQLSERVER ohject_shered Clusteredind  #***** QObject: Index
04:15:57 P Wykstng Server Management ex-20160714- [Clusteredindex-]  Script Date:
Studia 164229 O8M02ME 04:15:52 P =asexf
DROP INDEX

[Clusteredindesx-] OM
[edha] [Takle_1]WATH ( QMLIME =

OFF )
Figure 35

ENTRY:Timestamp :08/02/16 04:15:57 PM

AppName : Microsoft SQL Server Management

Studio
HostName : Contoso-Wkstn9
UserName : ADMIN\nick
EventDetails : object_altered
DataBase : master
Instance : MSSQLSERVER
ObjectType : INDEX
ObjectName : Clusteredindex-20160714-164229
Statement
SQLText : [¥¥F¥** Opject: Index [Clusteredindex-]
Script Date: 08/02/16 04:15:52 PM ******/
DROP INDEX [Clusteredindex-] ON
[dbo].[Table_1] WITH ( ONLINE = OFF)
Message
FILE:d:\SQL\sql logs.txt
TYPE:MULTILINE
FIELD: *

6. MSSQL Extended-Trigger created or deleted or modified - This report provides information related to
table and database trigger creation, deletion and alteration.
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Client Uzer Client Application Database Instance Event Object
EventTime Hame Hame Hame Hame Hame Category Hame
080216 Contoso- ADMIMnick Microsoft SAL Server master MESGQLSERYER ohject_crested  trgAfterinsert CREATE TRIGGER trgh flerinsert
04:20:10 PM wWkstn3 Management Studio O [dkao] [Employves_Test]
FOR INSERT
AS

declare @empid int;

declare @empname
varchar(1007;

declare @empsal
decimal(10,23;

declare @audit_sction
varchar(1007;

select
@@etmpid=i Emp_ID from insetted i;

select
@empnames=i Emp_MName from
inzerted i

zelect
empsal=i Emp_=al from inserted
i

set
@@audit_action="nserted Record --
After Inzert Trigger ',

insert into

Figure 36

ENTRY:Timestamp :08/02/16 04:20:10 PM
AppName : Microsoft SQL Server Management Studio
HostName : Contoso-Wkstn9
UserName : ADMIN\nick
EventDetails : object_created
DataBase : master
Instance : MSSQLSERVER
ObjectType : TRIGGER
ObjectName : trgAfterinsert
Statement
SQLText : CREATE TRIGGER trgAfterinsert ON
[dbo].[Employee_Test]
FOR INSERT
AS
declare @empid int;
declare @empname varchar(100);
declare @empsal decimal(10,2);
declare @audit_action varchar(100);

select @empid=i.Emp_ID from inserted i;

select @empname=i.Emp_Name from inserted i;
select @empsal=i.Emp_Sal from inserted i;

set @audit_action='Inserted Record -- After Insert
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Trigger.';
insert into Employee_Test_Audit
(Emp_ID,Emp_Name,Emp_Sal,Audit_Action,Audit_Timestamp)

values(@empid,@empname, @ empsal, @audit_action,getdate())
Message

FILE:d:\SQL\sql logs.txt

TYPE:MULTILINE

FIELD: *

7. MSSQL Extended-User created or deleted or modified - This report provides information related to
login, user and credential creation, deletion and alteration.

Client User Client Application Database Instance
EventTime Hame Hame Hame Hame Hame Query Statement
0502ME Contasa- ADMIMNiIck Microsoft SGL Server  master MSZSQLSERVER -- ALTER LOGIN
04:16:05 PM Wikstng Management Studio
080216 Contoso- ADMIMick Microsoft SQL Server  master MESALSERVER -- CREATE LOGIM
04:20:47 P Wikstng Management Studio
0302ME Contoso- ADMIMnick Microsoft SGL Server  master MESOLSERVER DROP LOGIN [Riley]
04:20:56 P Wkstng Management Studio

Figure 37

ENTRY:Timestamp :08/02/16 04:16:05 PM
AppName : Microsoft SQL Server Management
Studio

HostName : Contoso-Wkstn9

UserName : ADMIN\nick

EventDetails : sql_statement_completed
DataBase : master

Instance : MSSQLSERVER

ObjectType :

ObjectName :

Statement :-- ALTER LOGIN

SQLText : *password -
Message

FILE:d:\SQL\sql logs.txt

TYPE:MULTILINE

FIELD: *
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8. MSSQL Extended-Database and application role created or deleted or modified - This report
provides information related to server, database and application role creation, deletion and

alteration.
Client User Clhient Application Database Instance
EvemTime Hame Hame Hame Hame Hame Query Statement
030216 Contoso- ADMIMick Microzoft SGL Server  master MSSCLSERWVER -- ALTER LOGIN
04:16:05 Ph Wkstng Managetment Studio

050216 Contoso- ADMIMnick Microsoft SGL Server  master MSSELSERWER -- CREATE LOGIN

04:20:47 P Whstnd Management Studio
050216 Contozo- ADmiMbnick Microzoft SaL Server  master MESQLEERYER DROP LOGIN [Riley]
0420056 Ph Wkstng lanagement Studio

Figure 38

ENTRY:Timestamp :08/02/16 04:16:42 PM
AppName : Microsoft SQL Server Management
Studio

HostName : Contoso-Wkstn9

UserName : ADMIN\nick

EventDetails :sql_statement_completed
DataBase : master

Instance : MSSQLSERVER

ObjectType

ObjectName

Statement : CREATE ROLE [New Role]
AUTHORIZATION [db_backupoperator]
SQLText : CREATE ROLE [New Role]
AUTHORIZATION [db_backupoperator]
Message

FILE:d:\SQL\sql logs.txt

TYPE:MULTILINE

FIELD: *

9. MSSQL Extended-Schema created or deleted or modified - This report provides information related
to database schema creation, deletion and alteration.

Client User Client Application  Database Instance Event Object
EventTime Hame Hame Hame Hame Hame Category Hame Query Text
030216 Cortosa-  ADMIMnick Microzoft SOL Server  master MSSGELSERVER ohject_created  MewSchema CREATE SCHEMA [MewwSchema)
04:17:24 PM Wkstn9 hanagemert Studio AUTHORIZATION [db_dataswwriter]
080216 Contosa- ADMIMnick Microzoft SOL Server  master MSSGELSERVER ohject_deleted  MewwSchema #***** Ohject: Schema
04:17.34 PM Wkstn9 Managemert Studio [MewSchema]  Script Date:
OS/02ME D4:17:29 PR sasasef
DROP SCHEMA
[MeswSchemna]
Figure 39
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ENTRY:Timestamp :08/02/16 04:17:34 PM
AppName : Microsoft SQL Server Management
Studio
HostName : Contoso-Wkstn9
UserName : ADMIN\nick
EventDetails : object_deleted
DataBase : master
Instance : MSSQLSERVER
ObjectType :SCHEMA
ObjectName : NewSchema
Statement
SQLText . [¥¥*F*FX* Object: Schema [NewSchemal]
Script Date: 08/02/16 04:17:29 PM ******/
DROP SCHEMA [NewSchema]
Message
FILE:d:\SQL\sql logs.txt
TYPE:MULTILINE
FIELD: *

10. MSSQL Extended-User and application role password reset or changed - This report provides
information related to login, credential and application role’s creation, deletion and alteration.

Client User Client Application Database Instance
EventTime Hame Hame Hame Hame Hame Query Statement
O8/02ME Contoso- ADMIMNWick Microsoft SGL Server  master MESGOLSERVER -- ALTER LOGIN
041603 PM Wkstng hanagement Studio
Figure 40

ENTRY:Timestamp :08/02/16 04:16:05 PM
AppName : Microsoft SQL Server Management
Studio

HostName : Contoso-Wkstn9

UserName : ADMIN\nick

EventDetails :sql_statement_completed
DataBase : master

Instance : MSSQLSERVER

ObjectType :

ObjectName :

Statement :-- ALTER LOGIN

SQLText : *password -
Message

FILE:d:\SQL\sql logs.txt

TYPE:MULTILINE

FIELD: *

EventTracker:
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11. MSSQL Extended-User enabled or disabled or unlocked - This report provides information related to
login account enabled, disabled and unlocked.

Client User Client Application Database Instance
EventTime Hame Hame Hame Hame Hame Query Statement
05m02ME Contozo-  ADMIMNiIck Microzoft S0L Server master MSSGLSERYER ALTER LOGM [Rick] DISABLE
06:04:49 PM Whkstn9 Management Studio
030216 Contoza-  ADMIMNick Microzoft SGL Server master MSSGLSERYER ALTER LOGIM [Riley] ENABLE
06:05:10 P Whstn9 Management Studio
Figure 41

ENTRY:Timestamp :08/02/16 06:04:49 PM
AppName : Microsoft SQL Server Management
Studio

HostName : Contoso-Wkstn9

UserName : ADMIN\nick

EventDetails :sql_statement_completed
DataBase : master

Instance : MSSQLSERVER

ObjectType :

ObjectName :

Statement : ALTER LOGIN [Rick] DISABLE
SQLText : ALTER LOGIN [Rick] DISABLE
Message

FILE:d:\SQL\sql logs.txt

TYPE:MULTILINE

FIELD: *

12. MSSQL Extended-Database backed up or restored - This report provides information related to
database backup and restore.
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Databaze Instance

Client User Client Application
EventTime Hame Hame Hame Hame
030216 Contoso- ADMIMwnick Microsoft SOL Server  master
121239 PM Whstn9 Management Studio
03021 6 Contoso- ADMIMnick Microzoft SOL Server  master
121303 PM Whstn9 Management Studio
Figure 42

Hame Query Statement

MESSCLSERVER BACKUR DATABASE
[EmployeeData] TO DISK =
M'CProgram Files\Wicrosoft SGL
ServertSS0L1 2 MES0LSERVER
MESAL Backup'EmployeeData_Log
Backup_ bak' WWiTH MOFORMAT,
MOIMIT, RNAME =

M'TEMP-Full Databaze

Backup', SKIP, NOREWIRD,
MOURLOAD, STATS =10

MSS0LSERVER RESTORE DATABASE
[EmployeeDB] FROM DISK =
M'CProgram Files\Wicrosoft SGL
ServerhSS0L1 2 MSSOLSERVER
MESEL Backup'EmployeeDB bak'
WATH FILE = 2, MOUMLOALD,
STATS =5

ENTRY:Timestamp

Files\Microsoft SQL

=2, NOUNLOAD, STATS =5
SQLText

Message

FILE:d:\SQL\sql logs.txt
TYPE:MULTILINE

FIELD: *

:08/02/16 12:13:03 PM
: Microsoft SQL Server Management Studio

AppName

HostName : Contoso-Wkstn9
UserName : ADMIN\nick
EventDetails : sql_statement_completed
DataBase : master

Instance : MSSQLSERVER
ObjectType :

ObjectName

Statement

: RESTORE DATABASE [EmployeeDB] FROM DISK = N'C:\Program

Server\MSSQL12.MSSQLSERVER\MSSQL\Backup\EmployeeDB.bak' WITH FILE

13. MSSQL Extended-Permission granted or revoked or denied - This report provides information related
to permission granted, revoked and denied to a user or login.
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Client Client Application Database Instance
EventTime Hame Hame Hame Hame Query Statement
Osm2H e Contoso- ADMPMnick Microzoft S0L Server master MESSGLSERVER GRAMT INSERT OM [dibo] [Table_1]
041621 PM Wkstng hanagement Studio T [Rick] WITH GRANT OPTICMN
g2 e Contoso- ADMMnick Microsoft S0L Server master MESGLSERWVER DEMY ALTER ARY CREDEMTLAL
04:16:33 P Whstn9 hanagement Studio T [Rick]
Figure 43

ENTRY:Timestamp :08/02/16 04:16:21 PM
AppName : Microsoft SQL Server Management
Studio

HostName : Contoso-Wkstn9

UserName : ADMIN\nick

EventDetails :sql_statement_completed

DataBase : master

Instance : MSSQLSERVER

ObjectType

ObjectName

Statement : GRANT INSERT ON [dbo].[Table_1] TO
[Rick] WITH GRANT OPTION

SQLText : GRANT INSERT ON [dbo].[Table_1] TO
[Rick] WITH GRANT OPTION
Message

FILE:d:\SQL\sql logs.txt
TYPE:MULTILINE
FIELD: *

14. MSSQL Extended-Extended event session created or deleted or modified* - This report provides
information related to extended event session creation, deletion and alteration.

Client Client Application Database Instance Event
EventTime Hame Hame Hame Hame Category Object Hame Query Text
050216 Contozo- ADMIMnick Microsoft SGL master MSSCLSERYVER ohject_crested OhkjectChange CREATE EVENT SESSION [Test]
04:14:55 PM WWkstng Server Management On SERWER
Studio ADD EVENT
zsolzerver. aszembly_load
WiTH

(STARTUP_STATE=OFF)
05021 & Contozo- ADMIMnick  Microzoft SGL master MSSQLEERVER ohject_altered  ObjectChange ALTER EVEMT SESSION [Test] OM
04:14:59 P Wkstng Server Management SERYER STATE=START
050216 Contozo- ADMIMInick Microzoft SGL master MSS0LEERYER ohject_deleted  ObjectChange DROP EWVEMNT SESSION [Test] ON
041514 P Wkstng Server Management SERYER

Figure 44

ENTRY:Timestamp :08/02/16 04:14:55 PM
AppName : Microsoft SQL Server Management Studio
HostName : Contoso-Wkstn9
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UserName : ADMIN\nick

EventDetails : object_created

DataBase : master

Instance : MSSQLSERVER

ObjectType : SRVXESES

ObjectName : ObjectChange

Statement

SQLText : CREATE EVENT SESSION [Test] ON SERVER
ADD EVENT sqlserver.assembly_load
WITH (STARTUP_STATE=OFF)

Message

FILE:d:\SQL\sql logs.txt

TYPE:MULTILINE

FIELD: *

15. MSSQL Extended-User logon success - This report provides information related to user logon success.

Client Client User Client Application Authentication
Event Time Hame Address Hame Hame Tvpe
O3I021 6 Cortoso- 1821651 25 ADMIMnick Microzoft PowerShell Windowes
01:50:01 PM Wkstns authentication
080216 Cartasa- =local machine= ADMIMNnIck Microsoft 0L Server SaL
05:50:13 Pl Wkstnd Management Studio  authentication
Figure 45

ENTRY:Timestamp :08/02/16 01:50:01 PM
AppName : Microsoft SQL Server Management
Studio

HostName : Contoso-Wkstn5

UserName : ADMIN\nick

EventDetails : error_reported

DataBase

Instance

ObjectType :

ObjectName :

Statement

SQLText

Message : Login succeeded for user ‘ADMIN\nick’.
Connection made using Windows authentication.
[CLIENT: 192.168.1.25]

16. MSSQL Extended-Error details* - This report provides information related to errors generated by SQL.
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Client User Client Application
EventTime Hame Hame Hame Message
030216 Contozo-  ADMIMWMick Microsoft S0L Server  Invalid object name
04:14:41 P WWkstn9 Management Studio ‘maszter.dbo.spt_values'.
030216 Contozo-  ADMIMWnick Microsoft SQL Server  Incorrect syntax near ="
04:14:46 PM WWkstn9 Management Studio
Figure 46

ENTRY:Timestamp :08/02/16 04:14:46 PM
AppName : Microsoft SQL Server Management
Studio

HostName : Contoso-Wkstn9

UserName : ADMIN\nick

EventDetails : error_reported

DataBase

Instance

ObjectType

ObjectName

Statement

SQLText

Message :lIncorrect syntax near '<'.
FILE:d:\SQL\sql logs.txt

TYPE:MULTILINE

FIELD: *

17. MSSQL Extended-User logon failure - This report provides information related to user logon failure.

Client Application User Client

Hame Hame Address Failure Reason
0301 M6 Contoso-  Microsoft SGL Server  Rick =local machine=  An attempt to login using SGL
06:10:36 PM Wkstns Management Studio authentication failed. Server is

configured for Windows
authentication anly

Figure 47

Timestamp :08/01/16 06:10:36 PM

AppName : Microsoft SQL Server Management
Studio

HostName : Contoso-Wkstn5

UserName : ADMIN\rick

EventDetails : error_reported

DataBase

Instance

EventTracker:
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ObjectType

ObjectName

Statement

SQLText

Message : Login failed for user ‘Rick’. An attempt to
login using SQL authentication failed. Server is
configured for Windows authentication only. [CLIENT:
<local machine>]

*Only available if extended events are enabled.

18. MSSQL-Database start and shutdown- This report provides information related to MSSQL database Start
and shutdown status.

Computer ActionID Sessionid Session Name Userld User Name  Server Instance
041272017 03:14:46 PM  PNPL-15-KP SVWSD B Contoso\Amy 1 Ay PNPL-15-KP
041272017 03:15:14 PM  PNPL-15-KP SVSR 5 Contoso\ames 1 James PNPL-15-KP

Logs Considered

LOGTIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE

41272017 3:14:46 PM 33205 PMPL-6-KP / PHPL-15-... /A /A MSSQLSERVER
Description:

Audit event: audit_schema_version:]

event_time:2017-04-12 09:44:46 1967477

sequence_number:1

action_id:5vsD

succeeded:true

Event Type: Information
Log Type: Application
Category ld: 16384

I5_column_permission:false
session_id:8
server_principal_id:1
database_principal_id:-1
target_server_principal_id:0
target_database_principal_id:0

19.MSSQL-Service failures- This report provides information related to the MSSQL service failures.

Computer Service Description
04122017 02:17:52 PM PNPL-8-KP S0L Server Agent (MSSQLSERVER) SOL Server Agent (MSSQLSERVER) service depends on the SOL Server
(MSSQLSERVER) service which failed to start because of the following error: The
=zervice did not rezpond to the start or control request in a timely fashion

041202017 02:17:52 PM PNPL-E-KP SQL Server Agent (MSSOLSERVER) SQL Server Agent (MSSQOLSERVER) service depends on the SQLDB group and no
member of this group started

0&M 22017 02:17:52 PM PNPL-8-KP SQL Server (MSSOLSERVER) SQL Server (MSSOLSERWVER) service failed to start due to the following error: The
service did not respond to the start or control reguest in a timely fashion

04122017 02:17:53 PM PNPL-5-KP SQL Server (MSSQLSERVER) SQL Server (MSSCOLSERVER) service depends on the following service: SOL Server
Agent (MSSQLSERVER)
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LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
422017 2:47:59 PM 7032 PNPL-6-KP / PHPL-B-K... A A Service Control Manager
Event Type: Error Description:

The Service Control Manager tried to take a corrective action (Restart the service) after the unexpected termination of the EventTracker Reporter
service, but this action failed with the following error:
Aninstance of the service is already running.

Log Type: System
Categaory ld: 49152

Following dashboards are created using extended session events. Similar dashboards are available through
audit specifications as well, but it will not have Host Name, Application Name and event category fields.

1. SQL Errors with client application name in last 24 hrs*

QL ERRORS WITH CLIENT APPLICATION MAM.. OO ®

B hcrosoft S0L Server hanagement Studio - Query M hicrosoft PowerShell ISE
B Mcrosoft Command Prompt Intemet Information Services

0772515358 - 0726 1538

Figure 48
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2. SQL logon status in last 24 hrs

EOL LOGOM STATUS IN LAST 24 HRS Foe®

Logon Status: failed Logon Status: succeeded

O

B ADMIN Ut W ADMINick B ADMINben

0251507 -07726 1317

Figure 49
3. SQL permission change with client name in last 24 hrs

SCL PERMISSION CHAMNGE WITH CLIEMT HAME [N LAST 24 HRE @ () @ ®

Database Mame: EmployesDATA Database Mame: master

O

B Contoso-WWkstn12 M Contoso-hgri B Contoso-Wikstnd M Cortoso-higr!

Q291520 - 07726 1520

Figure 50

*Only available if extended events are enabled.

EventTracker:

Actionable Security Intelligence




Integrate Microsoft SQL Server

Following KO is created using extended session events. Similar KO is available through audit specifications as
well, but it will not have Host Name, Application Name and event category fields.

1. MSSQL Extended - This KO aids an administrator to analyze and visualize all the audit events
generated by SQL server.

Sample log search for SQL extended events using smart tokens is shown below:

Log types: Real-time
Search results far: Knawledge abject [N {MSS0L Extended) AMD sys: PRFLS-KF

[
+]
a

Time duration: Jul 26 12:01:28 Ph - Jul 26 O6:201:2B P Total events: 43 1 Segment = 1 Haur
MESDL Extended
Applitation Mame 4 » EVENT CATEGORY COUNT % GRAPH
Event Categery 4 ? errar_eparted 24 556 |
Objert Mame 4 ’

Standard Takens sql_statement_campleted 7 163 [ | af 3E

Catabase Mame E] >
abjert_created B 1410 B
LOG TIME Instance Mame 2 >
. ubject_deleted [ 140 [ |
Object Type 2 > A
FI26F2016 03:30:
User Mame 1 »
FI26F2016 03:35:
FI26F2016 03:20:
FI26F2016 03:20:
Figure 51

Configure Microsoft SQL Server KP

Below mentioned are the common steps for KP configuration. Please use KP items corresponding to the
integration method used.

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility, and then click the Import tab.
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‘j EventTracker Control Panel l. = _s;hJ
Eve“tTraCker’ Control Panel
Secure. Comply. Succeed. £
| N A
——
) &
EventYault Diagnostics License Export Import Append
Manager Utility Archives
lﬁ g l Z_. ﬂ § g
EventTracker Traffic Analyzer Agent SCAP Profile Port
Agent Confi__. Manageme. .. Editor Configuration
TrapTracker Change Audit About
EventTracker

E-mail: support@EventTracker. com

Figure 52
Please import KP items in the following sequence:

= Token Templates
= Parsing Rules

= Behavior Rules

= Alerts

= Reports

= Knowledge Object

Import mentioned KP items as given below:

1. Click the Admin menu, and then click Parsing rule.

2. Select Template tab, and then click on () ‘Import’ option.
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PARSING RULE

—
Farsing Rule Template

BROUPS 0 e & Group : All

Default ) Search... Q C I..
410 ADC i@ |

amszanweb senices ] @ L2 TEMPLATE NAME  LEMPLATE GROUP NAME ADDED BY ADDED DATE ACTIVE[ | Elll'l|é|
Apathe Web Server _I @g A0 ADC Authenticat.. A10 Application Delivery C.. A10 ADC ETAODmIin 0/20/201506:19:51 PM [ @ I
Barracuda Message r.. 1] @ A10 ADC Trffic £10 Application Delivery C.. A10 ADC ETAdmin  8/20/201508:19:51 P O &#
Barracuda Spam Firew... _I (;ﬁ A5 VPC-Flow Repart Amazan Web 5. ETAdmin 0202015 06:19:51 P |:| (E_ﬁ
Blue Coat Froxy _| @ I Barracuda hMessage .. Barracuda Me... ETAdmin 0202015 06:19:51 PM |:| (E_ﬁ
Centrify Server Suit.. ] @& Barracuda Spam fire... Barracuda Spa.. ETADmin 127152015 0B:02:47 .. O @#
Check Paint & Barracuda Spam fire... Barracuda Spa.. ETAdmin 1271572015 0B:02:47 . O @&
Cisca A54 ne Barracuda Spam fire... Barracuda Spa.. ETAdmin 1271572015 0B:02:47 ., O @&
Cisca 105 i @ R
e b i@ DELETE MOVE TO GROUP
CISCO Iranpart Ws i @

Figure 53

3. Click the Browse button.

=1

SELECT FILE Browse... (|Mo file selected, 2

Mote: Pleaze zelect file of type *.ettd {eventtracker template dacshlets).

Mo data found

Figure 54

4. Locate MSSQL Extended token template.ettd or MSSQL Audit token template.ettd file, and then click
the Open button.
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4=]

SELECTED FILE |5 MSSOL Extended.ettd

[]  TEMPLATE NAME SEPARATOR TEMPLATE DESCRIPTION ADDED DATE ADDED BY GROUF NAME

ENTRY Timestamp : 07/14/16 06:47:04 PM Apphlame : Micrasaft S0L Sery
er Management Studia Hasthame : PNFL-3-KF Userlame : TOONSikumar
nitesh EventDetails © errar_eparted CataBase : Instance : ObjectType : O
[0 Mss0L Extended it Ljecthame : Statement : SOLText - Message : Lagin succeeded far user'T 741 572016 04:17.35 P ETAdmin MS50L Extended
O0NSkumarnitesh®. Cannectian made using 'Windaws authenticatian. [CLI
ENT: ] FILE:d:\template file\hultiCompletediad_imventany 2.t TYPE:MUL
TILIME FIELD: *

ENTRY Timestamp : 07/14/16 04:06:51 PM Apphlame : Micrasaft S0L Sery
er Management Studia Hasthame : PNFL-3-KF Userlame : TOONSkumar
nitesh EventDetails © errar_eparted CataBase : Instance : ObjectType 1 O
[0  Mss0LExtended Lagan it Ljecthame : Statement : SOLTexdt - Message : Lagin succeeded far user TO 771 972016 041434 P ETAdmin MS50L Extended
OnSikumarnitesh'. Cannectian made using Windaws authenticatian. [CLIE
NT: ] FILE:d:\template file\MultiCampletediad_imventany 2.t TYPEMULT
ILINE FIELD: *

Figure 55

5. Now select the corresponding check boxes and then click on ¥ ‘Import’ option.
EventTracker displays success message.

Template(s) imported successtully

Figure 56

6. Click on OK button.

1. Click Token Value option, and then click the browse [:] button.
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I_; .
Expaort  Import

1. Provide the path and file name of token value file. Use the '..." button to browse and locate the impart file,
2. Click the [mport button

Optionz Lacation
() Category

() Filters
() Blerts

5 :
() Systems and Groups ouree

" istoken

() RSS Feeds

() Reports
() Behavior Fules
() GCap

(@) Token Walue

|mport Cloze

Figure 57

2. Locate MSSQL Audit parsing rules.istoken file, and then click the Open button.
3. Toimport the token value, click the Import button.

EventTracker displays success message.

o Selected token walues are imported successfully,

Ok

Figure 58

4. Click OK, and then click the Close button.
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1. Click Alerts option, and then click the ‘browse’ [:] button.
2. Locate MSSQL Audit alerts.isalt file, and then click the Open button.

P4 Export Import Utility = P

Expart | Import

1. Provide the path and file name of the Alerts file. Use the *..." button to browse and locate the import file.
2. Click the Import button,

Optiong Lacation

) Categomy

! Filters Import E -mail settings
@ Alerts Set Active

Thig zetting iz applicable only for imparts from Legacy
[wEw] Alert files. For w7, the active status will be set

_ bazed on “bctive” key available in the configuration
() By default section.

) @ Only if notifications set
! Spstems and Groups

) RSS Feeds
) Reports Source :

“izalt E
"' Behavior Bules

") SCAP

) Token Yalue

Irnpart l l Cloze
Figure 59
3. Toimport alerts, click the Import button.
EventTracker displays success message.
Export Import Utility &

:] Selected alert configurations are imported successfully,

Figure 60

4. Click OK, and then click the Close button.
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1. Click Reports option, and then click the ‘browse’ C] button.

2. Locate MSSQL Extended reports.issch or MSSQL Auudit reports.issch file, and then click the Open
button.

P4 Export Import Utility = P

Expart | Import

1. Provide the path and file name of Schedule Report file. Uze the '.." button to browsze and locate the import file,
2. Click the Impart button

Mate : If repart(s] contains ternplate, first import template and proceed with exportimpart wtility.
Optiong Lacation

() Category

() Filters

() Alerts @ Legacy [*izsch) ) Mew [*.eters)

(7 Systerns and Groups Source

*izsch D
) RSS Feeds

@ Reports

() Behavior Rules

) SCaP

) TokenValue

Impart l ’ Close
Figure 61
3. Toimport reports, click the Import button.
EventTracker displays success message.
Export Import Utility Z

:] Selected reports configurations are imported successfully,

Figure 62

4. Click OK, and then click the Close button.
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1. Click the Admin menu, and then click Knowledge Objects.

2. Clickon ¥ ‘Import’icon.

KNOWLEDGE OBJECTS

OBJECTS 1
"

Apathe access log (f Jui

Array(I5 SPX e

Barracuda mnag...@?@ SELECT OBJECT FROM THE LEFT PAMEL.

Barratuda Spam Fi.. (@ (%)
Barracuda 55L VPN @’@
Barracuda WebAp...(‘éﬁ@
Blue Cast Proy  (4(%)

Centrify AD client @’

Check Paint &
Cisca ACE @
Cisca ACS )

Cisca A5 Errars (f@
Cista 454 1CMP Ca.. (& (%)
Cista 454 Others  (#(30)
Cisca AS4 55 #F¥®

Ficrn 854 TP Fan (A(X) 7

Figure 63

3. InIMPORT pane, click on Browse button.

IMPORT
Select fils Mo file selected. UPLOAD

Figure 64

4. Locate MSSQL Extended KO.etko or MSSQL Audit KO.etko file, and then click the UPLOAD button.
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IMPORT

Selectfile | Browse... | Mo file selected. URLOAD
[] OBJECTNAME AFFLIES TO GROUF NAKME
O MSSEL Audit MSSOL 2008 o later MESEL
J MESOL Extended MESOL 2012 or later MESEL

MERGE CWERWWRITE

Figure 65

5. Now select the check box and then click on ‘OVERWRITE’ option.
EventTracker displays success message.

File imported successfully.

Figure 66

6. Click on OK button.

Verify Microsoft SQL SERVER KP

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Parsing rule.

3. Select Template tab.
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In Token Templates Groups Tree, select MSSQL Extended or MSSQL Audit folder.

Imported token templates are shown on the right pane.

PARSING RULE

—
Farsing Rule Template

Kaspersky Serurity C.. [l @& »
o Graup : M5S0L Extended
Linux i (3 Search (9 =
di & earch. .. A, C 1: T
LOGhinder 50L i &
TEMPLATE NAME TEMPLATE DESCRIFTION ADDED BY ADDED DATE ACTIVE I:‘ EDIT
Meraki Firewall i &
S M5S0L Extended MSS0L server 2012 ar later  ETADmin FAS2016 041756 P |:| {3
Micrasoft windows DF..  [il] {f -
- M5S0L Extended Lagan |MS50L server 2012 ar later  ETAOmIn FAL20TE Q414354 P | &
Micrasaft Windows RR... il (g? 2 E " 0 9
MSSOL Audit il @&
M550L Extended il @&
wsaL il @
Office 365 il @&
DKTA 550 il @
OpenDNS il @&
) L DELETE MOYE TO GROUP
Fala Alta Firewall ] (;ﬁ
PhaneFactar _I (iﬁ
w

Figure 67

Logon to EventTracker Enterprise.

Click the Admin menu, and then click Parsing rule.
Select Parsing Rule tab.

In Parsing Rule Groups Tree, select MSSQL Audit folder.

Imported token templates are shown on the right pane.
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PARSING RULE

—
Farsing Rule Template
Kaspersky Security C... _I @? )
_ - Graup: 5501 Audit @
Linu i (@ Taken-alue  Display name | Q?ﬁ :t
~
LOGbinder SOL i @& [] DISPLAY HAME TOKEW NAME TAG SEPARATOR TERMINATOR
Meraki Firewall i @? [ crested By serer_principal_name : n
Micrasaft Windaws DF.. i @?
) |:| [Database Mame database_name : \n
Micrasaft Uindaws RR... ] @&
M55QL Audit i ‘é” |:| Instance Mame server_instance_name : \n
MESL Extended i @&
TR Mew Ral ALTER FOLE ht v
MySaL i (g [] Mew Fale 5
- ADD RULE DELETE MOVE TO GROUP TOREM-WALLE WIZARD
Office 365 il &

Figure 68

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and select Alerts.

3. InSearch field, type ‘MSSQL’, and then click the 4 putton.

Alert Management page will display all the imported Microsoft SQL SERVER alerts.

ALERT MANAGEMENT SR By Alert name w0 mssg| Qe

ACTIVATE MO Click *Activate Mow " after making all changes Total: 17 Page Size 25 |

REMEDIAL REMEDIAL
FDRrSARD FDRrS!ARD ACTION ACTI

D ALERT NAME ™ THREAT ACTIVE E-MAIL MESSAGE R55 o SAE ED'.?;DLE AEAENT APFLIESTOD

D hcAfee IntruShield IPS: MSSOL User.. Law D D D D D D |:| D McAfee IntruShie..
[[] M550l Bxtended-Errar detected High O O O O O d O O MEE0L server 20..
[] Mss0L:Audit created deleted ar ma.. High O O O O O O O MSE0L server 20,
[] Ms5QL:Catabase backed up ar rest... High O O O O d O O WS50L server 20,
[] Ms50L:Dstabase created deleted a.. High O O O O O ™ ™ O MES0L server 24..
O 1550 L:Database schema created d.. High O O O O d O O MEEOL server 20..
[] MS50L:Database view created dele.. High O O O O O | O MSSOL server 20,
O MEE0L:Lagin enabled disabled aru... High O O O O O O O WSS0L server 20..

Figure 69
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4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays message box.

Successfully saved configuration.

Figure 70

5. Click OK, and then click the Activate Now button.

NOTE: Please specify appropriate systems in alert configuration for better performance.

Logon to EventTracker Enterprise.

Click the Reports menu and select Configuration.

Select Defined in report type.

In Report Groups Tree, select MSSQL Audit or MSSQL Extended group folder.

PwNPE

Imported reports are displayed on the right pane.
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REPORTS CONFIGURATION

O scheduled OQueued ® Defined Search QQ\ | [E]

REPORT GROLIPS @ g8 REFORTS CONFIGURATION © M550L EXTENDED

" ~ .
Y security @0 é (_otal 16 )
" Campliance [l
1 TITLE CREATED ON MODIFIED ON
3 Operatians . o
|:| i:-:t M550 L Extended-5erver database ar application .| ?Plr(vl'ly‘?m B 072335 I1B/2016 0B:1 633 @ é_] +
3 Flex
(= o 1 - MES0L Extended-User credential ar lggin created... ?Pﬂ5f20150?:18:00 J1372016 12:22:22 @ é?—] +
410 4DC i &
2= Amazan Web Services ] @ i i1 MSSOL ExtendedTable ar database tripger create.. ?P’;J.ISQOI BUE2IEE A6 1225EE @ G;] +
=, i (@
pache ek Server I (ﬁ' . . .
O % mss0L ExtendenTable ingex created deleted ar. | 111 2201 001428 THSZATE123100 () o3
= Barracuda Message Ar... _ @
O 1 MSSOL Extended-Stared pracedure created delet . ?PHSQOI BOSHTE  TItEE 22 QEF
2 earracuda Spam Firew... ] @&
- . S ] ASRME 0553201 AL 6 12:352:568 !
2 earracuda 550 ven @ [ Lr) MSS0L Extended-Database view trested deleted . f 0, G) G}—] +
. . v
= Centrify Server Suit... @ e _
- N Wl ¢ 1|~|af2 ¥ W
= check paint & . = =

Figure 71

Logon to EventTracker Enterprise.
Click the Admin menu, and then click Knowledge Objects.
In Group Tree, select MSSQL folder and navigate to MSSQL Audit or MSSQL Extended object name.

Imported Microsoft SQL SERVER objects are shown on the right pane.
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Configure Log Filters

SQL events are very noisy. So, without application of efficient filtering, it is very difficult to retrieve relevant
information from high volume of audit events generated. Although filter criteria have been provided in audit
reports and the extended session configuration. Below mentioned steps aid in creation of custom filter
criteria consistent with requirement.

As all events generated by audit specification do not have inbuilt filter criteria, filters can only be created in
Event Tracker. Filter criteria for reports can be created as shown below:

1. Open EventTracker in browser and logon.
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2. Navigate to Reports>Configuration>Defined or Scheduled.

3. Click any MSSQL report to open report wizard.
4. Click Next and navigate to Matching criteria page.

RE PORT WIZARD CAMCEL < B&CE MEKT =
TITLE: MSS0L AUDIT-TAELE CREATED DELETED OF MODIFED
LoGSs
‘fou can narraw dawn the criteria by explicitly specifying the details.
by explicitly speciying stepfofg 0 WEEEC

O gasic {Direct queny) ® agvanced {Regular expressian based quend  WIZARD

Refine Filter

Match far Userns) Filter Usen{s}

Filter specific infarmatian

fdatch far specific infarmation
‘“bdatabase_name\EventTmacker] #Mb

Zetuditisevent *statementt{ *)7
Zi¥\b{CREATE |ALTER |DRCP | TRUNCATERs+TAELE WD)

Filter Event 1d{s}

Filter Event Scurce{s}

Motes
Use this option to querny using regular expressions. Compled expressions can take longer.

=e the "Wizard" to build the regular expression string used in the "Match for specific information” and "Filter specific information” fields

Figure 74

5. For example,
If one requires to filter events from databases named “JunkDATA” and “EventTracker”. The

new filter criteria would be,
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‘ \bdatabase_name\:((EventTracker(.*)?) |

e Additionally, if one requires filtering events from a user named” Bob”. The filter criteria can be
further modified as,

‘ \bdatabase_name\:((EventTracker(.*)?) |-)\b |\bserver_principaI_name\:.*?(?i)ﬂ

6. Click Next, navigate to the final page and SAVE.

Extended events have inbuilt filter criteria. Thus, to improve EventTracker performance, events can be
filtered at the source. Steps below explain the same.

i.  Open SQL Management Studio with appropriate credentials.
ii.  Open object explorer and navigate to Server>Management>Extended
Events>Sessions>ObjectChange.

.Object Explorer - x

Connect= 3 @ @ F E §
=] La PMPL-3-KP (301 Server 12.0.2000 - TOOMNS kL
= 3 Databases
[ Systern Databases
[ Database Snapshots
| EBwvertTracker
[ BwvertTrackerAlerts
[_-J EventTrackerData
[ TEMPI
Security
[ Server Objects
[ Replication
[ AlwaysOn High Availability
= [ Management
-:E Policy Managerment
~7] Data Collection
5] Resource Governar
=] Eﬂ Extended Events
= [ Sessions
dr), ObjectChange
e.s Managed Backup
[ Maintenance Plans
3 S0L Server Logs
j Database Mail
5;3 Distributed Transaction Coordinator
[ Legacy
[ Integration Services Catalogs
|_% S0OL Server Sgent (Agent XPs disabled)

Figure 75
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iii.  Right-click session named ObjectChange, select Properties.
iv.  In Session properties window, navigate to Events>Configure.

U5 Session Properties
'@' Ready

Select a page ‘;SScript o dep
[ General

Data torage 4 Select the events

==
2R Advanced
Event librany:

Seatch Bwents

-

Narne Category| ¥ | Channel | ¥
additional_memory_grant BrrOrs Analytic
alter_table_update_data gxecution Analytic
alwayson_dd|_executed alwayson Analytic
assembly_load clr Operational
attention errors Analytic
auto_stats execution Operational
availability_group_lease_expired alwayson Operational
availability_replica_autornatic_failover vali.. alwayson Analytic
availability_replica_manager_state_change  alwayson Operational
availability_replica_state alwayson Operational
availability_replica_state_change alwayson Operational
harkarnund inh errnr prFOFS Oneratinnal

Figure 76

want to capture from the event librany, Confiqure ¥

Selected events:

-

Event narnes anly w Marne 7 7
& error_reported 3 v

object_alterad 6 v

object_created & v

object_deleted 8 v

sql_staternent_cornpleted T v

>
£

L4
Figure 77
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2. In next window, select any event type and click Filter(Predicate) tab.

‘;S Script - L’j Help

q Select Configure the events to collect additional fields and specify filters,
Selected events: Event configuration options:

Marrie “ g7 7 Global Fields {Actions) [ 7 Filter (Predicate) | Event Fields

error_reported 3V Marne Desctiption

object_altered callstack Collect the current call stack

object_created b v client_app_.. Collect client application name

object_deleted f v client_conn... Collects the optianal identifier provided at ..
sql_staternent_completed T v client_hostr.., Collect client hostnarne

client_pid ~ Collect client process D

collect_cpu_... Collectthe current CPU's cycle count
collect_curt.. Callect the current Windows thread 1D
collect_syst.. Collect the current systern tirne with 100...
context_info  Callect the same value as the CONTEXT ..,
cpu_id Collect current CPU 1D

create_durn.., Create mini dump including all threads

o o - o U |

create dum... Create mini dump for the current thread

Figure 78

3. Filter will have in-built criteria, as shown:

Ewvent configuration options:

¥ Global Fields (dctionsy W Filter (Predicate)  Event Fields

And/Or Field Operator Walue
! object_type equal_uintod STATISTICE
b And object_narne like_i_sgl_unico.. %etmp®s
b And object_narne like_i_sgl_unico.. %%temp®s
U And object_narne like_i_sgl_unicao.. %tpdvis
! And sqlserversgl_text like_i_sgl_unico.. %%durnmy?s
Click here to add a clause

Figure 79

4. For example,
i If one needs to filter events from databases named “JunkDATA” and “EventTracker”, toggle filter
columns to create criteria as shown:
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Figure 80

AndfOr Field Operatar Walue

! object_type equal_uintéd STATISTICS

I And object_name like_i_sgl_unico.., *trmpSs

bAnd object_name like_i_sgl_unico., temp®s

P dnd ohject_name like_i_sgql_unico.., %tpdvis

P oAnd sglserver.sql_text like_i_sql_unico... *dumrmy®

bAnd database_name like_i_sql_unico., 2eEventTracker®d

I dnd database_name like_i_sgl_unica., PRlunkDaTods
Click here to add a clause

ii.  Additionally, if one requires to filter events from an user named “Bob”, toggle filter columns to

create criteria as shown:

And/Or Field Operator Walue
! object_type equal_uintad STATISTICS
I fnd object_narme like_i_sql_unico.., &tmps
I fnd object_narme like_i_sql_unico., temp®s
I A object_narne like_i_sql_unico.. %etpdvis
I And sqlserversql_text like_i_sql_unico.., Fadummy®s
I And database_name like_i_sql_unico.., ¥EventTracker®
I fnd database_name like_i_sql_unico., 2alunkDATAN:
I A sqlserver.username like_i_sql_unico.. #hob?s
Click here to add a clause

Figure 81

5. Click OK to save the changes.

Create Dashboards in EventTracker

1. EventTracker 8.0 or later must be installed.

1. Open EventTracker in browser and logon.
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2. Navigate to Reports>Configuration.
O seheduled O oueved ®pefined Search Qe [
oo
REFORT GROUPS {,“5 REFORTS COMFIGURATION : MSSOL EXTERDED
e ~ =
7 Security (—D ] CS’, Total: ‘IE/
3 Campliance lad
™ TITLE CREATED ON MODIFIED ON
7 Operatons - /1572016 07:29:35 741672016 0B:16:33 :
O ik} MS50L Extended-Senver database or application r.f o) o Pi o (D & ][+
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AlOADC Il (@
B Amazan Web Services [ @ O £F1 MSSOL ExtendedTable ar database tripger create.. ?Pﬂ5!201 B =t ?P'ug'(zms 2R (D @ 11+
I{‘_; 4 s =
pache Wekb Senver & - . 2520160611428 /1872016 12:31:00 .
Cl Lyl M350L BdendedTable index crested deleted ar . | o, PM G) & 1
3 earraruda iessape Ar... _| @
Ll £F1 MSSOL Extended-Stared pracedure created delet. ?P.;S!EOI BB ?P.;BQOIE L zes2 @ @ ][+
2 earraruda spam Firew... [I] @
“ S : AL E0532:0 82016 12.3532:50 =
= Barracuda S50 PN il @ Cl Lyl M550L Bdended-Database view crested deleted .| o), Pi G) & ]
- o . v
= Centrify Server Suit... [ @ B R e T -
- _ o [ ¢ 1[~|of2 > [
2 theck Faint i@ .

Figure 83

3. Select ‘MSSQL Extended’ or ‘MSSQL Audit’ in report groups. Check Defined dialog box.

4. Click on ‘schedule’ © ] to plan a report for later execution.
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RE PORT WlZARD CAMCEL = BACK MERT =
TITLE: MSSOL EXTEMDEC-ERROFR: DETAILS
LOGS
Feview cast details and canfigure the publishing aptians. ™
£ F B sepBofin P ESESESC

CISK COST ANALYSIS

Estimated time far campletian: 00:00:34HH: M:55)
Mumber af tab{s)ta be pracessed: 2

Auailable disk space: 164 56

Fequired disk space: 50 MEB
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Deliver results via E-mail
Matify results wia E-mail
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Update status wia RS5  Select Feed |w

Shaw in none ~

Fersist data in Ewentvault Explarer

Figure 84

5. Choose appropriate time for report execution and in Step 8 check Persist data in EventVault Explorer

box.

EventTracker:

Actionable Security Intelligence




Integrate Microsoft SQL Server

REPORT WIZARD CAMCEL | < BACK

TITLE: hS50L EXTEMDEC-ERROR DETAILS

MEXT =

CATA PERSIST DETAIL

Select columns ta persist

e T LT T T T Y Te

RETEMTION SETTING

Fetentian periad: 7 days O

[ rersist in datatase anly (Reparts will not be pubiished and will oniy be stored in the respective databasza)

SELECT COLUMMS TO PERSIST

COLUMN NAME PERSIST ~
EwentTime
Client Mame

Client Applicatian Mame
User Mame
hessage
_ v

Figure 85

6. Check column names to persist using PERSIST checkboxes beside them. Choose suitable Retention
period.

7. Proceed to next step and click Schedule button.
8. Wait for scheduled time or generate report manually.

1. Open EventTracker in browser and logon.
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Ewent-C-Meter
Flax

Incidents
Mews
Cperatians
Security

Threats

Figure 86

2. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

Incidents Behavicr Search Reports Iy EventTracker Change Audit Cenfig Assessment

FLEX DASHBOARD PEFIRONO

Figure 87

3. Click =¥ to add a new dashboard.
Flex Dashboard configuration pane is shown.

FLEX DASHBOARD

Title:

S0L

De=cription

MSSOL server 2002 or later

SAVE DELETE CAMCEL

Figure 88

4. Fill appropriate title and description and click Save button.

5. Click ** to configure a new flex dashlet.
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Widget configuration pane is shown.

WIDGET CONFIGURATION

WDGET TITLE MOTE
SOL Errors with app name in last 24 hrs 2]

DATA SOURCE

MSS0L Extended-Error details ~

CHART TYPE CURATION WALUE FIELD SETTING AS OF
Donut b 24 Hours | COUNT b Recent |v
A¥IS LABELS [X-AXIS] LABEL TEXT

Client Application Mame |

WALUES [Y-AXI3] WALUE TEXT
Select column
FILTER FILTER Wa&LUES
Select column o o
LEGEND [SERIES] SELECT
Select column e Al

TEST COMFIGURE CLOSE
Figure 89

6. Locate earlier scheduled report in Data Source dropdown.
7. Select Chart Type from dropdown.

8. Select extent of data to be displayed in Duration dropdown.
9. Select computation type in Value Field Setting dropdown.
10. Select evaluation duration in As Of dropdown.

11. Select comparable values in X Axis with suitable label.

12. Select numeric values in Y Axis with suitable label.

13. Select comparable sequence in Legend.

14. Click Test to review dashboard.
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Figure 90

15. If satisfied, click Configure to create dashboard.

CUSTOMIZE WIDGETS

O SOL Errars with app name in la...

Figure 91

16. Click ‘customize’ @ to locate and choose created dashlet.

17. Click to add dashlet to earlier created dashboard.
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