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Abstract 
The purpose of this document is to help users in monitoring Microsoft Windows DFS by 
deploying Windows Agent.  

 

Scope 
The configurations detailed in this guide are consistent with EventTracker Enterprise version 
7.x and later, and Microsoft Windows Server 2003 and later. 

 

Intended audience 
Administrators, who are assigned the task to monitor and manage Microsoft Windows Server 
2003 and later events, using EventTracker. 

 
 

The information contained in this document represents the current view of Prism 
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism 
Microsystems must respond to changing market conditions, it should not be interpreted 
to be a commitment on the part of Prism Microsystems, and Prism Microsystems cannot 
guarantee the accuracy of any information presented after the date of publication.  

This document is for informational purposes only. Prism Microsystems MAKES NO 
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.  

Complying with all applicable copyright laws is the responsibility of the user. Without 
limiting the rights under copyright, this paper may be freely distributed without 
permission from Prism, as long as its content is unaltered, nothing is added to the 
content and credit to Prism is provided.  

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or 
other intellectual property rights covering subject matter in this document. Except as 
expressly provided in any written license agreement from Prism Microsystems, the 
furnishing of this document does not give you any license to these patents, trademarks, 
copyrights, or other intellectual property.  

The example companies, organizations, products, people and events depicted herein are 
fictitious. No association with any real company, organization, product, person or event is 
intended or should be inferred.  

© 2016 Prism Microsystems Corporation. All rights reserved. The names of actual 
companies and products mentioned herein may be the trademarks of their respective 
owners. 
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Overview 
Distributed File System (DFS) is a set of client and server services that allow an organization, 
using Microsoft Windows servers, to organize many distributed SMB file shares into a distributed 
file system.  

Distributed File System is implemented as a role service of the File Services role. Distributed File 
System consists of two role services: 

• DFS Namespaces  

• DFS Replication  

Pre-requisite 
Prior to configuring Windows Server 2003 and later and EventTracker 7.x and later, ensure that 
you meet the following prerequisites: 

• Administrative access on EventTracker. 
• User should have Administrative rights on Microsoft Windows DFS. 

Enable audit local group policy for DFS  
1. Run gpedit.msc 

2. Open the Group Policy Editor. 

3. Expand the Computer Configuration, and go to the node Advanced Audit Policy 

Configuration (Computer Configuration->Polices->Windows Settings-

>Security  Settings->Advanced Audit Policy Configuration) 

4.  Expand this node, go to Object Access (Audit Polices->Object Access), then select the 

setting Audit Detailed File Share Audit, Audit File Share, Audit File System. 

 

https://en.wikipedia.org/wiki/Microsoft_Windows�
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Figure 1 

5. Select Audit Detailed File Share, right click and select Properties. In Properties console 

enable the check box to configure the following audit events: Success and Failure. 
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Figure 2 

6. Repeat Step 5 for Audit File Share and Audit File System. 
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EventTracker Agent configuration 
1. Deploy EventTracker Agent in Microsoft Windows Distributed File Services Server, please 

follow the steps mentioned in How to Install EventTracker and Change Audit. 
 

2. Select the Start >All Programs>Prism Microsystems> EventTracker. 

3. In EventTracker Control Panel, and select EventTracker Agent Configuration. 

4. Select Event Filters tab, and then click the Filter Exception button. 

 
Figure 3 

http://www.eventtracker.com/wp-content/support-docs/How-to-Install-EventTracker-and-Change-Audit-Agent.pdf�
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Filter Exception window displays. 

5. Click the New button. 
 

 
Figure 4 

Event Details window displays. 

6. In Match in Source: box, enter ‘Microsoft-Windows-Security-Auditing’ and specify Event ID: 
5140. 

 
Figure 5 
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7. Click the OK button. 
8. Save the configuration and Close the EventTracker Agent Configuration window. 

 

Figure 6 
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EventTracker Knowledge Pack (KP)  
Once logs are received into EventTracker, Categories, reports can be configured into 
EventTracker. 

The following Knowledge Packs are available in EventTracker Enterprise to support Distributed 
File System. 

 

Categories 
• Microsoft Windows DFS: User logon - This category based report provides information 

related to users whose account was successfully logged on. 

• Microsoft Windows DFS: Network share object accessed -  This category based report 
provides information related to account details, network information , shared path details 
and related accesses. 

• Microsoft Windows DFS: Auditing setting changed - This category based report provides 
information related to when admin change the audit SACL of an object, such as file or 
folder auditing settings on object were changed. 

• Microsoft Windows DFS: Client desired access - This category based report provides 
information related to a network share object that was checked to see whether client can 
be granted desired access or not granted. 

• Microsoft Windows DFS: Namespace activity – This category based report provides 
information related to whether DFS has connected to active directory or facing any issues 
while connecting and also whether server has finished initialization of building 
namespaces.  

• Microsoft Windows DFS: Replication activity – This category based report provides 
information related to replication initialization, replicated folder information and replicated 
folder violation details. 

 

Reports 
• Microsoft Windows DFS: User logon - This report provides information related to DFS login 

which includes columns such as account name, account domain, logon type, source 
address, source port and workstation name. 
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• Microsoft Windows DFS: Network share object accessed - This report provides information 
related to network share object accessed which includes columns such as  account name, 
account domain, object type, source address, source port, share name , share path and 
accesses. 
 

• Microsoft Windows DFS: Auditing setting changed - This report provides information 
related to auditing setting changed which includes columns such as account name, 
account domain, object server, object type, object name and new security descriptor 
details.  
 

• Microsoft Windows DFS: Client desired access - This report provides information related to 
client desired access which includes columns such as account name, account domain, 
object type, source address, source port, share name, share path, relative target name, 
access request information and access check results and whether desired access is 
granted or not granted. 
 

• Microsoft Windows DFS: Namespace activity - This report provides information related to 
namespace activity which includes shared folder details located at dfsroots. 
 

• Microsoft Windows DFS: Replication activity – This report provides information related 
replication activity which includes replicated folder root , file path, replicated folder name 
and replicated group name.  

Alerts 
• Microsoft Windows DFS: Namespace active directory issues - This alert is generated when 

DFS server fails to contact domain controller, active directory and unable to access private 
data from active directory.   
    

• Microsoft Windows DFS: Replication stopped - This alert is generated when DFS 
replication service stops replication on the replicated folder. 

Dashboards 
• Microsoft Windows DFS: User logon – This dashboard give us the information about users, 

whose account was successfully logged on. 
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Import knowledge pack into EventTracker 
1. Launch EventTracker Control Panel. 

2. Double click Export Import Utility. Click Import tab. 

 

Figure 7 

Import Alerts/Category/Tokens/ Flex Reports as given below. 
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 To import Alerts 

1. Click Alerts option, and then click the browse   button. 

 
Figure 8 

2. Locate Microsoft Windows DFS.isalt file, and then click the Open button. 

3. To import alerts, click the Import button. 

EventTracker displays success message. 

 
Figure 9 
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4. Click OK, and then click the Close button. 

To import Category 

1. Click Category option, and then click the browse   button. 

 
Figure 10 

 
2. Locate Microsoft Windows DFS.iscat file, and then click the Open button. 

3. To import categories, click the Import button. 

EventTracker displays success message. 

 
Figure 11 
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4. Click OK, and then click the Close button. 

To import Tokens 

1. Click Token value option, and then click the browse   button. 

  

Figure 12 

 
2. Locate the Microsoft Windows DFS.istoken file, and then click the Open button. 

3. To import tokens, click the Import button. 

EventTracker displays success message. 

 
Figure 13 
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4. Click OK, and then click the Close button. 

To import Flex Reports 

1. Click Report option, and then click the browse  button. 

 
Figure 14 

 
2. Locate the Microsoft Windows DFS.issch file, and then click the Open button. 

3. Click the Import button to import the scheduled reports. 

              EventTracker displays success message. 

 
Figure 15 



 
EventTracker: Integrating Microsoft Windows DFS 

  16 

4. Click the OK button. Click the Close button.  

To Configure Flex Dashboard 
1. Schedule flex reports (Microsoft Windows DFS: User logon) after importing them. 
2. During scheduling, please check Persist data In EventVault Explorer and select all the 

columns to persist.  

 

Figure 16 
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Figure 17 

3. Now, wait for report to run as per schedule time or run it manually.  
4. After generating report, click on Dashboard > Flex. 

5. Click on Add Dashboard  button and fill Title and Description box and save it. 

 

Figure 18 
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Figure 19 

6. Now, create Dashlet for Microsoft DNS (Top URL usage) by clicking on Configure flex 

dashlet . 
7. Fill WIDGET TITLE (Top URL usage), select DATA SOURCE (Microsoft DNS-Name resolution 

successfully), select CHART TYPE and select AXIS LABELS [X-AXIS]. 

 

Figure 20 
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8. After selecting and filling all the options, click on the TEST button to check the Dashlet. If 
data are coming properly, then click on CONFIGURE button. 

 

Figure 21 

9. After creation of Dashlet for Microsoft Windows DFS User login, click on Customize flex 

dashlet . 
10. Select Microsoft Windows DFS User login: Top URL usage dashlet and click on ADD button

. 

 

Figure 22 
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11. Now, you can see the Dashlet on Dashboard. 

 

 Figure 23 

 

Verify knowledge pack in EventTracker 
Verify Alerts 

1. Logon to EventTracker Enterprise. 

2. Click Admin dropdown, and then click Alert 

3. In Search field, type ‘Microsoft Windows DFS’, and then click the Go button. 

Alert Management page will display all the imported Microsoft Windows DFS alerts. 
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Figure 24 

4. To activate the imported alerts, select the respective checkbox in the Active column. 

EventTracker displays message box. 

 
Figure 25 

5. Click OK, and then click the Activate Now button. 

NOTE: 

You can select alert notification such as Beep, Email, and Message etc. For this, select the 
respective checkbox in the Alert management page, and then click the Activate Now button. 

 

Verify Categories 
1. Logon to EventTracker Enterprise. 

2. Click Admin dropdown, and then click Categories. 
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3. In Category Tree, to view imported categories, scroll down and expand Microsoft 
Windows DFS group folder to view the imported categories. 

 
Figure 26 

Verify Tokens 
1. Logon to EventTracker Enterprise. 

2. Click the Admin dropdown, and then click Parsing rule. 

 
Figure 27 
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Verify Flex Reports 
1. Logon to EventTracker Enterprise. 

2. Click the Reports. 

3. Select the Configuration. 

4. In the Reports Configuration, select Defined radio button.  

EventTracker displays Defined page. 

5. In search box enter Microsoft Windows DFS. 

 EventTracker displays flex reports of Microsoft Windows DFS. 

 
Figure 28 
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Sample Reports 
1) Microsoft Windows DFS: User logon 

 

Figure 29 
 

 
2) Microsoft Windows DFS-Auditing settings changed 

 

Figure 30 
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Sample Dashboards 
1.  Microsoft Windows DFS- User logon 

 

Figure 31 
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