EventTracker ‘j

Secure. Comply. Succeed.

Integrating Microsoft Windows DFS

EventTracker Enterprise

EventTracker

8815 Centre Park Drive

o Columbia MD 21045
Publication Date: Jan 12, 2016 www. eventtracker com



http://www.eventtracker.com/�

EventTracker: Integrating Microsoft Windows DFS

Abstract

The purpose of this document is to help users in monitoring Microsoft Windows DFS by
deploying Windows Agent.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise version
7.x and later, and Microsoft Windows Server 2003 and later.

Intended audience

Administrators, who are assigned the task to monitor and manage Microsoft Windows Server
2003 and later events, using EventTracker.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted
to be a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without
limiting the rights under copyright, this paper may be freely distributed without
permission from Prism, as long as its content is unaltered, nothing is added to the
content and credit to Prism is provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or
other intellectual property rights covering subject matter in this document. Except as
expressly provided in any written license agreement from Prism Microsystems, the
furnishing of this document does not give you any license to these patents, trademarks,
copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product, person or event is
intended or should be inferred.

© 2016 Prism Microsystems Corporation. All rights reserved. The names of actual
companies and products mentioned herein may be the trademarks of their respective
owners,
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Overview

Distributed File System (DFS) is a set of client and server services that allow an organization,
using Microsoft Windows servers, to organize many distributed SMB file shares into a distributed
file system.

Distributed File System is implemented as a role service of the File Services role. Distributed File
System consists of two role services:

e DFS Namespaces

e DFS Replication

Pre-requisite

Prior to configuring Windows Server 2003 and later and EventTracker 7.x and later, ensure that
you meet the following prerequisites:

e Administrative access on EventTracker.
e User should have Administrative rights on Microsoft Windows DFS.

Enable audit local group policy for DFS

1. Run gpedit.msc

2. Open the Group Policy Editor.

3. Expand the Computer Configuration, and go to the node Advanced Audit Policy
Configuration (Computer Configuration->Polices->Windows Settings-
>Security Settings->Advanced Audit Policy Configuration)

4. Expand this node, go to Object Access (Audit Polices->0bject Access), then select the
setting Audit Detailed File Share Audit, Audit File Share, Audit File System.

EventTracker j 3
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'=[ Local Group Policy Editor

File Action View Help

o« 71E =z H=

| Local Computer Policy

i FomputerConﬁguration |
5 || Software Settings
+ 2 Bindovs s
> || Name Resolution Policy
=i Scripts (Startup/Shutdown)

=

> = Deployed Printers

4 EJ_QI Security Settings

> [ Account Policies

> [ 4 Local Policies
> | Windows Firewall with Advanced Security
| Metwork List Manager Policies
> || Public Key Policies
|| Software Restriction Policies
> || Application Control Policies
g IP Security Policies on Local Computer
4a[§ |Ad\ranced Audit Policy Configuration |

4 1By System Audit Policies - Local Group Pn|

> 23 Account Logon

s _]_—:_I Account Management

> =5 Detailed Tracking

5 __:|_=-_| DS Access

s ﬁ Logen/Logoff

» =5 Policy Change

5 __:|_=-_| Privilege Use

s ﬁ System

> 55 Global Object Access Auditing

Subcategory

st Audit Application Generated
sio| Audit Certification Services
sio| |Audit Detailed File Share

55| |Audit File Share

it/ |Audit File System

sts) Audit Filtering Platform Connection

EEN|

is| Audit Filtering Platform Packet Drop
| Audit Handle Manipulation

sie| Audit Kernel Object

sty Audit Other Object Access Events
it Audit Registry

sit| Audit SAM

Audit Events

Mot Configured
Mot Configured
Success and Failure
Success and Failure
Success and Failure
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured

5. Select Audit Detailed File Share, right click and select Properties. In Properties console

Figure 1

enable the check box to configure the following audit events: Success and Failure.
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Audit Detailed File Share Properties

Policy | Bxplain

ﬁ Audit Detailed File Share

Configure the following audit events:

Success
Failure

OK || Cancsl

Apply

Figure 2

6. Repeat Step 5 for Audit File Share and Audit File System.

EventTracker *j
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EventTracker Agent configuration

1. Deploy EventTracker Agent in Microsoft Windows Distributed File Services Server, please

follow the steps mentioned in How to Install EventTracker and Change Audit.

2. Select the Start >All Programs>Prism Microsystems> EventTracker.
3. In EventTracker Control Panel, and select EventTracker Agent Configuration.

4. Select Event Filters tab, and then click the Filter Exception button.

- )

Eed EventTracker Agent Configuration

File Help

Select Systems

[ETMaNGER | Agent based system
B |
Manager destinations:
|El'rv1-‘-.HEEF!
Services | Log Backup | Proceszes | Metwark, Connechions |
Logfile Monitor | File Transfer | Config Assessment | spzlog FTP server |
Managers Ewent Filters Spstern Monitor ] Manitor &pps |

“'ou can chooze to filker out events that are not required. Once the filter is set,
all eventz matching the filker criteria will not be gent to the EventTracker

bk anager. o can alzo configure advanced filker options such az to zend only
gpecific events or choose to filker out specific events.

Event Description: & Claszic ¢ ML

Filter Exception

Event Types
| Ewent Logs -
[0 2pplication [ Emor
[ Cisco AryConnect WPH Client v Warming
[] HardwareE vents v |nfarmation
[ Intemet Explorer Vv Audit Success
[0 EeyManagement Service i [ Asudit Fallyre:
[ Media Center ..
i 1 b [ Critical
[ Enable SID Translation [ Werbose

Advanced Filters |

Cloze

Figure 3

EventTracker
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Filter Exception window displays.

5. Click the New button.

Kd Filter Exception = |@
“'ou can choose to monitor specific events if they match a filker criteria. Specify the details of the
events that pou would like to monitor,
Ewample: “rou may want ta filker out all Information events ather than those received from the web
Service. To do thiz, zet the Information filker and add a Filker Exception with Ewvent Source azWeb
S ervice.
Log Type | Ewent Type | Cate. .. I Ewve... | Source | Ll zer | D ezcription -
0 102 Microzoft-. . |:|
0 100 Microzoft-.
Audit Success 0 593
Auydit Success ] h32
Audit Success 0 Mz
Audit Success 0 13
Audit Success 0 516
Audit Success ] M7
Audit Success 0 R20
Aondit Surress n [alatsy i
4 T | »
Hew Edt |  Delete Find

Figure 4

Event Details window displays.

6. In Match in Source: box, enter ‘Microsoft-Windows-Security-Auditing’ and specify Event ID:

5140.
kd Mew Event Details 2 - u
— Event Details [empty field implies all matches)

Log Type :
Event Type Ewent |0 :
| ST
Cateqgory : Match in User :

I | | |
tMatch in Source : |

IMicrosoft-Windows-Sec:urit_l,.l-.t‘-‘«uditind

tatch in Event Descr

"fatch in Event Descr' field can take multiple stings separated with && or ||
- &k stands for AMD condition. - || stands for OR condition.

For negating the rezult of match operation, prefis the sting with "[$NOTE]. If there are H
rultiple strings, then the resulk of the whole expression iz negated. Only one "[$NOT$]"
zhould be uzed in the sting.

i | Example:

The string "[$MHOT$]Logon Tepe: 4llLogon Type: 5" will match all events that 0O HOT

=

: contain 'Logon Type: 4" or "Logon Type: 5" in the dezcription.
For more infarmation click here,
cooa_|
s L T . ——

Figure 5

EventTracker ‘j 7
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7. Click the OK button.
8. Save the configuration and Close the EventTracker Agent Configuration window.

- ]

Edd EventTracker Agent Configuration | 22 |
File Help

Select Systems
[EMancer | Agent based system

B |

Manager destinations:
[ETMaNAGER

Services | Log Backup | Processes | M ebwork, Connections |
Logfile Maonitar | File Transfer | Config Azsessment | syzlog FTP server |

M anagers Event Filters | Spstern Manitar ] Maniter Apps |
Y'ou can chooze bo filker out events that are not required. Once the filker iz zet,
all events matching the filker criteria will not be zent to the EventTracker
tanager. Y'ou can alzo configure advanced filker options such 3 to zend only
gpecific eventz or choose to filker out zpecific events.

Event Types
| Ewent Logs -

[ Application [ Emor

[ CiscofmyConnect WPM Client v Nwfarring

[l HardwareE vents v Information

[ Intemet Explarer W Audit Success

[ KewManagement Service Il [ Awdit Eailure

M Media Canter »

‘ 1 b [ Critical

[ Enable 510 Translation [ Verbose

Event Description: ¢ Clagsic % <ML

Filter E gzeption | Adwanced Filkers |
Save Cloze

Figure 6
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EventTracker Knowledge Pack (KP)

Once logs are received into EventTracker, Categories, reports can be configured into
EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support Distributed
File System.

Categories

Microsoft Windows DFS: User logon - This category based report provides information
related to users whose account was successfully logged on.

Microsoft Windows DFS: Network share object accessed - This category based report
provides information related to account details, network information , shared path details
and related accesses.

Microsoft Windows DFS: Auditing setting changed - This category based report provides
information related to when admin change the audit SACL of an object, such as file or
folder auditing settings on object were changed.

Microsoft Windows DFS: Client desired access - This category based report provides
information related to a network share object that was checked to see whether client can
be granted desired access or not granted.

Microsoft Windows DFS: Namespace activity — This category based report provides
information related to whether DFS has connected to active directory or facing any issues
while connecting and also whether server has finished initialization of building
namespaces.

Microsoft Windows DFS: Replication activity — This category based report provides
information related to replication initialization, replicated folder information and replicated
folder violation details.

Reports

Microsoft Windows DFS: User logon - This report provides information related to DFS login
which includes columns such as account name, account domain, logon type, source
address, source port and workstation name.

EventTracker j 9
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Microsoft Windows DFS: Network share object accessed - This report provides information
related to network share object accessed which includes columns such as account name,
account domain, object type, source address, source port, share name , share path and
accesses.

Microsoft Windows DFS: Auditing setting changed - This report provides information
related to auditing setting changed which includes columns such as account name,
account domain, object server, object type, object name and new security descriptor
details.

Microsoft Windows DFS: Client desired access - This report provides information related to
client desired access which includes columns such as account name, account domain,
object type, source address, source port, share name, share path, relative target name,
access request information and access check results and whether desired access is
granted or not granted.

Microsoft Windows DFS: Namespace activity - This report provides information related to
namespace activity which includes shared folder details located at dfsroots.

Microsoft Windows DFS: Replication activity — This report provides information related
replication activity which includes replicated folder root , file path, replicated folder name
and replicated group name.

Alerts

Microsoft Windows DFS: Namespace active directory issues - This alert is generated when
DFS server fails to contact domain controller, active directory and unable to access private
data from active directory.

Microsoft Windows DFS: Replication stopped - This alert is generated when DFS
replication service stops replication on the replicated folder.

Dashboards

Microsoft Windows DFS: User logon — This dashboard give us the information about users,
whose account was successfully logged on.

EventTracker j 10
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Import knowledge pack into EventTracker

1. Launch EventTracker Control Panel.

2. Double click Export Import Utility. Click Import tab.

T} EventTracker Control Panel = 22

Eveqﬂggﬁlfﬁfﬁ Control Panel 8

i F? =

" |y

Event¥ault Diagnostics Licensze Export Import Append
Manager LHility Archives
lﬁ % l L ﬂ;
EventTracker Traffic Analyzer Agent SCAP Profile Port
Agent Confi__. Manageme. .. Editor Configuration
TrapTracker Change Audit About
EventTracker

E-mail: support@EventTracker.com

Figure 7

Import Alerts/Category/Tokens/ Flex Reports as given below.

EventTracker *j
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To import Alerts

1. Click Alerts option, and then click the browse D button.

A Export Import Utility I;li-
Export | Import

1. Provide the path and file name of the Alerts file. Uze the '..." button to browse and locate the import file,
2. Click the Import button.

Options Location

() Categaory

O Filters Import E -mail zettings
@ Alerts Set Active
Thiz zetting iz applicable anly for imports from Legacy

'@ Orly if notifications set [vEx] dlert filez. For +7, the active statuz will be zet

® 5 s el By — based on "Active’ key available in the configuration
() By default ]
() RSS Feeds
) Fieports Source :
* isalt | | |

() Behavior Rules
() SCAP

() TokenValue

| |mport ‘ ‘ Cloze

Figure 8

2. Locate Microsoft Windows DFS.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.

EventTracker displays success message.

Export Import Utility -

o Selected alert configurations are imported successtully.

Figure 9

EventTracker j 12
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4. Click OK, and then click the Close button.

To import Category

1. Click Category option, and then click the browse D button.

'h Export Import Utility \;‘i-
Irnport

1. Pravide the path and file name of the Categaries file. Use the '.." button to browse and locate the import file.
2. Click the Import button.

Options Lozation

®) Category
) Filters
(0 Alerts

) Spstems and Groups Source :

" izcat || |

(_) RS5 Feeds
() Reports

() Behavior Rules
O sCap

() TokenValue

| mport | | Close

Figure 10

2. Locate Microsoft Windows DFS.iscat file, and then click the Open button.
3. Toimport categories, click the Import button.

EventTracker displays success message.

Export Import Utilify -

o Selected category details are imported successfully,

Figure 11

EventTracker j
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4. Click OK, and then click the Close button.

To import Tokens

1. Click Token value option, and then click the browse CJ button.

A Export Import Utility

Export | Import

1. Provide the path and file name of token value file. Use the " button to browse and locate the impaort file.
2. Chick the Impart button

Options Location

() Category

) Filters
2 dlerts

\ 5 :
) Systems and Groups oures

"iztoken

) RSS Feeds

) Reports

) Behavior Rules
) SCAP

) Token alue

Irmport Cloze

Figure 12

2. Locate the Microsoft Windows DFS.istoken file, and then click the Open button.

3. Toimport tokens, click the Import button.

EventTracker displays success message.

Export Import Utility

o Selected token values are imported successfully,

Figure 13

EventTracker
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4. Click OK, and then click the Close button.

To import Flex Reports

1. Click Report option, and then click the browse D button.

iy Export Impart LItility I;li-
Export | Import

1. Provide the path and file name of Schedule Report file. Uze the *..." button to browse and locate the impart file.
2. Click the Impart buttan
Mote : If report[s] containg template, first import termplate and proceed with exportimport utiliy.

Options Location

() Categaor
) Filters
) Alerts ® Legacy [*issch] () Mew [* etcrs)

) Systemsz and Groups Source :

[ ]

) RSS Feeds:
® Feports

) Behavior Rules
(O SCAP

) TokenValue

|mport | ‘ Cloze

Figure 14

2. Locate the Microsoft Windows DFS.issch file, and then click the Open button.
3. Click the Import button to import the scheduled reports.

EventTracker displays success message.

Export Impart Utility -

o Selzcted reporis configurations are imoorted successfuly

Figure 15

EventTracker j 15
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4. Click the OK button. Click the Close button.

To Configure Flex Dashboard

1. Schedule flex reports (Microsoft Windows DFS: User logon) after importing them.
2. During scheduling, please check Persist data In EventVault Explorer and select all the
columns to persist.

REPORT WIZARD

TITLE: |

Review cost details and configure the publishing options.

Step B of 10

DISK COST ANALYSIS

MM:S5)

Required disk space: 50 MB

Enable publishing option {Configure SMTP Server in manager configuration screen to use this option)
® Deliver resu
Motify results via E-mail
To E-mail [Use commal,) to separate multiple e-mail recipients]

Update status via RSS | Select Fee: [
Show in none [v]

Persist data in Eventvault Explorer

Figure 16

EventTracker j
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REPORT WIZARD CANCEL BACK T
TITLE: MIC FT WINDOWS DF5-USER LOGON
DATA PERSIST DETAIL
Select columns to persist cten 9 0f 10 *11
RETENTION SETTING
Retention period:| 7 days @

[ persist in database only [Reports will not be published and will only be stored in the respective database]

SELECT COLUMNS TO PERSIST

COLUMMN NAME PERSIST
Computer [+
Account Name
Account Domain
Source Computer
Source Address

Source Port

4 B d " &

Figure 17

3. Now, wait for report to run as per schedule time or run it manually.
4. After generating report, click on Dashboard > Flex.

e
5. Click on Add Dashboard button and fill Title and Description box and save it.

Dashboard Incidents Behawicr Search Reports Iy EventTracker Change Audit

essment

FLEX DASHBOARD PEABAONO

Figure 18

EventTracker ‘j 17
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FLEX DASHBOARD

Title

Microsoft Windows D' ¢

Description

Describes the user logon type, account details and network information

Figure 19
6. Now, create Dashlet for Microsoft DNS (Top URL usage) by clicking on Configure flex

Y
dashlet ™ .

7. Fill WIDGET TITLE (Top URL usage), select DATA SOURCE (Microsoft DNS-Name resolution
successfully), select CHART TYPE and select AXIS LABELS [X-AXIS].

WIDGET CONFIGURATION

WIDGET TITLE NOTE

Microsoft Windows DFS-User logon

DATA SOURCE

CHART TYPE DURATION VALUE FIELD SETTING AS OF
AXIS LABELS [X-AXIS] LABEL TEXT

me  [v]
WALUES [Y-AXIS] WALUE TEXT
Select column  [v]
FILTER FILTER VALUES
5 52
LEGEND [SERIES] SELECT

Figure 20

EventTracker j 18
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8. After selecting and filling all the options, click on the TEST button to check the Dashlet. If
data are coming properly, then click on CONFIGURE button.

MICROSOFT WINDOWS DFS-U_..

B Wiliam B Stephen B Sophie Jackson

NIA
LABEL COUNT
William
Stephen
Sophie
Jackson

Figure 21
9. After creation of Dashlet for Microsoft Windows DFS User login, click on Customize flex

dashlet ¥,
10. Select Microsoft Windows DFS User login: Top URL usage dashlet and click on ADD button

D

CUSTOMIZE WIDGETS

W1 Microsoft Windows DFS-User log...

Figure 22

EventTracker ‘j 19
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11. Now, you can see the Dashlet on Dashboard.

MICROSOFT WINDOWS DFS-USER LOGON @ () e @

B Wiliam B Stephen B Sophie Jackson

Figure 23

\VVerify knowledge pack in EventTracker

VVerify Alerts

1. Logon to EventTracker Enterprise.
2. Click Admin dropdown, and then click Alert

3. In Search field, type 'Microsoft Windows DFS', and then click the Go button.

Alert Management page will display all the imported Microsoft Windows DFS alerts.

EventTracker *j
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Dashboard Incidents Behavior Search Reports My EventTracker Change Audit Config Assessment

ALERT MANAGEMENT sewcnty  Aerirane[¥] | Meosotwindors o Q@

@ ACTIVATE NOW Click "Activate Now" after making &ll changes Total: 2 Page Size 25 V]

ACTION ACTION
] ALERT NAME ~* THREAT ACTIVE EMAIL MESSAGE RSS AS AS APPLIES TO

O Microsoft Windows DFS-Namespace... High | | O ] | [ ] [ ] O Microsoft Windo...
[] Microsoft Windows DFS-Replication s.. High O O [l [l O [l O O Microsoft Windo...
Figure 24

4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays message box.

Message from webpage (52 |

Successfully saved configuration.

|

—

Figure 25

5. Click OK, and then click the Activate Now button.
NOTE:

You can select alert notification such as Beep, Email, and Message etc. For this, select the
respective checkbox in the Alert management page, and then click the Activate Now button.

\Verify Categories

1. Logon to EventTracker Enterprise.

2. Click Admin dropdown, and then click Categories.

EventTracker ‘j 21
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3. In Category Tree, to view imported categories, scroll down and expand Microsoft
Windows DFS group folder to view the imported categories.

Dashboard Incidents Behavior Search Reports My EventTracker Change Audit Config Assessment

CATEGORY MANAGEMENT

B ————
Category Tree Search
+[ = McAfee Sidewinder Firewall

t“g Mitrosoft Forefont ~ Total category groups: 354 Total categories: 3,130
iJ|'E Microsoft Windows DFS Last 10 modified categories
: |§| Microsoft Windows DFS-Auditing settin
NAME MODIAED DATE MODIAED BY
@ Microsoft Windows DFS-Namespace ac
i i NS ~Usi 01 4 >
EI s a s s et e Microsoft Windows DF5-User logon 1/8/2016 7:01:08 PM ETAdmin
@ Microsoft Windows DFS-Replication act Microsoft Windows DFS-Network share object accessed 1/6/2016 5:16:00 PM ETAdmin
EI e e Microsoft Windows DF5-Replication activity 1/5/2016 2:34:53 PM ETAdmin
i EI Microsoft Windows DFS:Client desired
Microsoft Windows DFS-Namespace activity 1/5/201612:39:11 PM ETAdmin
™ E Microsoft Windows Hyper ¥V
ti E Microsoft Windows RRAS Microsoft Windows DFS-Auditing setting changed 1/5/2016 12:10:17 PM ETAdmin
t. = Motorala Microsoft Windows DFS:Client desired access 1/5/2016 12:06:34 PM ETAdmin
= mysqL : -
Figure 26

Verify Tokens

1. Logon to EventTracker Enterprise.

2. Click the Admin dropdown, and then click Parsing rule.

Dashboard Incidents Behavior Search Reports My EventTracker Change Audit Config Assessment

PARSING RULE

Parsing Rule Template
Juniper JUNCS ] @&
o (= ©)
. 5 o f roup: | soft Windo. B)
Juniper Netscreen i @ Token-Value e[v] QG" =
unas i & [[] DISPLAY NAME TOKEN NAME TAG SEPARATOR  TERMINATOR A
Linux |_||T_ @ | [] Accesses i Accesses: i
L e Information: = &
LOGbinder 5QL i @&
- . o Account \
. | |:| Account Domain Subject ¢ wn
Microsort Windows DF_. | ] (@ Domain:
Mic W S
e [] Account Domain New Logon SEQE;:E: \n
MySQL Ill__\ @
v
New Activ ||:ITJ I [+ ] Account Hame Subject Account Mame: \n
ew Activity-Windows.. ! i "

8 8§ ®

y-Windows..

Figure 27

EventTracker ‘j 22
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Verify Flex Reports

—_—

Logon to EventTracker Enterprise.
2. Click the Reports.

3. Select the Configuration.

4. In the Reports Configuration, select Defined radio button.

EventTracker displays Defined page.

5. In search box enter Microsoft Windows DFS.

EventTracker displays flex reports of Microsoft Windows DFS.

Dashboard Incidents Behavior Search Reports

My EventTracker

Change Audit

Config Assessment

REPORTS CONFIGURATION

edule eued ® Define
REPORT GROUPS @ § REPORTS CONFIGURATION - ALL
= A I}
B microsoft windawsDF.. | i @ @ g
B Microsoft Windows RR... ||_I_| @ D seiie

O ebi Microsoft Windows DFS-Lser logon

B MNew Activity-Windows.. @ @

[3 omice 365 M @
i O iyl Microsoft Windows DFS-Metwork share object acces...
= okrasso M @&
[ £¥% microsoft Windows DES-Replication activi
[ openpns

B paio Alto Firewall El I‘i'f:*. Microsoft Windows DFS-Mamespace activity

B Persistent

D a- Microsoft Windows DFS-Client desired access

Figure 28

CREATED ON

1/6/2016 4:27:54 PM

1/5/2016 6:23:08 PM

1/4/2016 6:48:38 FM

1/4/2016 6:42:36 FM

1/4/2016 12:46:10 PM

MODIFED ON

1/8/2016 6:55:49 PM

1/5/2016 6:38:56 PM

152016 11:37:38 AM

1/4/2016 6:42:36 PM

1/4/2016 3:42:39 PM

Total: 5

oY=k

o=k

o&s

@

EventTracker
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Sample Reports

1) Microsoft Windows DFS: User logon

Computer
| 011/08/2016 07:14:52 PM  DFS-SERVER

|01/08/2016 07:15:40 PM  DFS-SERVER
;EHID&YZI}'IE 07:16:43 PM DF3-SERVER
|01/08/2016 07:17:36 P DFS-SERVER
§u1mar2u1ﬁ 07:19:55 PM DFS-SERVER
|01/08/2016 07:22:40 P DFS-SERVER
EUHD&QD']B 07:25:43 PM DFS-SERVER
|01/08/2016 07:30:39 PM  DFS-SERVER

Jacksan
Stephen
Viiilliam
Sophie
Thomas
Winci
Jonny

Leonard

Contoso

Contoso
Contoso
Contoso
Contoso
Contoso
Contoso

Contoso

mercury
VENUS
bageera
cam
harry
moe
pluto

huei

Figure 29

2) Microsoft Windows DFS-Auditing settings changed

Micorosoft Windows DFS-Auditing

‘Microsoft Windows DFS-User logon

Account Hame Account Domain Source Computer

Source Address Source Port Logon Type
192.168.11.72 40459 3

1592.168.11.96 51258
192.165.11.83 41630
192.168.11.111 50459
1592.168.11.158 51458
182.168.11.51 42559
192.168.11.128 61385
152.168.11.161 51559

 settings changed

L W W W W W W

Computer Account Hame

|01/04/2016 05:15:45 P DFS-SERVER

emctadmin

?EW‘IMI‘ZU"IB 05:16:42 PM DFS-SERVER  Ammy

|01/04/2016 05:20:45 P DFS-SERWER
| 01/04/2016 05:26:22 P DFS-SERVER

Mike
Michel

|01/04/2016 05:32:45 PM  DFS-SERVER  Joseph
|01/04/2016 05:48:42 P DFS-SERVER  Jack
|01/04/2016 05:55:22 PM  DFS-SERVER  lerry

EEIH[WZD‘IB 05:58:12 PM DFS-SERVER

Henry

Account Domain Object Server

Contoso

Contoso
Contoso
Contoso
Contoso
Contoso
Contoso

Contoso

Security

Security
Security
Security
Security
Security
Security
Security

Figure 30

File

File
File
File
File
File
File
File

Object Type  Object Path

FADFSRootz\perryc

F\DFSRoots\rayg
FADFSRoots\perryc
FADFSRoots\rayg
FADFSRoots\perryc
F\DFSRoots\rayg
F\DFSRoots\perryc
FADFSRoots\rayg

New Security Descriptor
S:PARAI

SIARAI
S:PARAI
S:ARAI
SIPARAI
SIARA
SiPARAI
SIARA|

EventTracker *j
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EventTracker: Integrating Microsoft Windows DFS

Sample Dashboards

1. Microsoft Windows DFS- User logon

MICROSOFT WINDOWS DFS-U_..

W Wiliam B Stephen B Sophie Jackson

Ni&

LABEL COUNT
William 1
Stephen 1
Sophie 1
Jackson 1
Figure 31
EventTracker % 25
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