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Integrate Riverbed SteelHead

This guide provides instructions to configure a Riverbed SteelHead to send its syslog to EventTracker
Enterprise

The configurations detailed in this guide are consistent with EventTracker Enterprise version v8.x or above
and Riverbed SteelHead CX series.

Administrators, who are assigned the task to monitor Riverbed SteelHead events using EventTracker.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

The Riverbed SteelHead CX/GX solution accelerates the performance of all applications including on-premise,
cloud, and software-as-a-service (SaaS) across the hybrid WAN for organizations.

EventTracker helps to monitor events from Riverbed SteelHead. It's knowledge object and flex reports will
help you to analyze critical activities and to monitor login events.

Prerequisites

e EventTracker v8.x or above should be installed.
e Riverbed SteelHead CX should be configured for forwarding logs.

e Please add exception for port 514 in firewall if exists in between Riverbed SteelHead CX and EventTracker
Manager.

Integration of Riverbed SteelHead with EventTracker
manager

To configure a Riverbed SteelHead to forward logs to a syslog server,

1.
2.
3.
4.
5.
6.
7.
8.
9.

Log on to the Riverbed Steelhead Management Console.

From Web GUI choose Administration.

Select System Settings and Logging to display the Logging page.
Under the Remote Log Servers section.

Click Add a New Log Server.

For Server IP, type in the IP address of the EventTracker Manager.
For Minimum Severity, choose info.

Click Add.

Click Save to Disk to save your settings permanently.
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Figure 1

EventTracker Knowledge Pack

Once logs are received by EventTracker manager, knowledge packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support Riverbed SteelHead.

Flex Reports

e Riverbed SteelHead - Login Activities - This report gives information about user login activities.

Username

Computer

021302018 031841 PR RIWERBED acmin
43144 72133 R ERBED aclmin
021372018 0301846 PR RIWERBED acdmin

Figure 2

Client IP Address
launched 10.18.31 B3
launched 10.18.31 63
launched 10.18.31 B3
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Sample logs:

21372012 5122 P k]

WTRLOTELRZE J riverk... MR WA ysiog

Cezcription:
z2p 13 0027 il-cowesh clifZ255T]: [cliMSTICE: user admin: CL1 Bunched fior uzer admin and rbrn admin feseb MOTICE: web: uzeradmin k=gged in fiom

10.12.21.62, session count:2. [cliMSTICE]: user admin: CLI exiting

Event Type: Information
Log Twpe: Application
Categony [d: 0

Figure 3

e Riverbed SteelHead - Command Executed - This report gives information about commands executed by

LogTime Computer Username Executed Command
020 302018 051841 PM RINERBED admin scp -f foonfig/dbdanai-fps
43144 72131 RI%ERBEL admin enakble
024352018 051541 PMW RIvERBED adtmin loogig test
431 44 72131 RINERBELD admin scp -f foonfigidbdanai-fps
024352018 051541 PMW RIvERBED adtmin enable 15

users.

Figure 4
Sample logs:
LG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
21372018 S116:23 Pl EEEr] MTPLDTELR3E / rerb.. HiA A myziog -
Event Type: Information Deseription:

Lag Type: Applicatian cli[23557]: [clilMFZ): user admin: Bxecuting rermote command: s=p -f fconfig/dbiBnai-fps

Categorny [d: 0

Figure 5

e Riverbed SteelHead - Suspicious IP Activity - This report gives information about IP addresses which were
added or removed from white list, gray list.

Source IP Address

Computer

List Type

0342018 12:33:31 PM RMNERBED_STEELHEAD 192.55.54.53 removing white list

031472018 12:33:31 PM RMNERBED_STEELHEAD 192.55.54.53 removing white list

03472018 12:33:35 PM RMNERBED_STEELHEAD 192.55.54.53 removing white list

031472018 12:33:39 PM RMNERBED_STEELHEAD 192.55.54.53 removing white list
Figure 6

EventTracker:

Actionable Security Intelligence



Integrate Riverbed SteelHead

Sample logs:

LG TIME EVENT 1D SITE / COMFUTER USER DOPAAIN SOURCE
-
LI 20% 5623 PM NTPLOTELESS / thamiin MR MR T p =]
Ewent Type: Information Daxcdiphion

Jan 24 12:13:39 198.1.1.1 Jan 24 12:13:33 drors mgmitd [8016]: [mgmtd WARNING |: Peer 198.1.1.1 & currenthy trusted in the white list, but it @ now

Log Type: Warnin
g using a new not-yet-trusted certificate. Consider remowing its likely outdated white list entry.

Catagory 14: 0

Figure 7

e Riverbed SteelHead - Blacklist IP Activity - This report gives information about IP addresses which were
added to Black List.

Computer Source IP Address Source Port Destination IP Address Destination Port Action Reason
03142018 12:33: 31 PM RMNWERBED_STEELHEAD 182.168.27.10 0755 182.168.10.21 445 black list Unable to decode authblob.
031 4/2018 12:33:31 PM RNWERBED_STEELHEAD 182.168.10.21 Era44 182.168.26.140 Fiag black list Unknown reason. Status code:
ERROR_SMBSIGMX_ACCESS_DENIED
(0xc0000022)
03M4/2018 12:33:31 PN RNERBED_STEELHEAD 152.168.225.212 Foa4ed 182.168.180.5 L¥E black list ‘Generic user authentication error.
031472018 12:33:31 PM RINWERBED_STEELHEAD 192.168.25.9 Esn93 192.168.10.21 *i39 blacklisted by SMB2 blade, shutting down the
=igning blade
03142018 12:33: 31 PM RMNWERBED_STEELHEAD 192.168.228.208 Easas 192.168.27.18 45 black list User in different domain.
03/14/2018 12:33:38 PM RNWERBED_STEELHEAD 192.168.25.9 %5093 182.168.10.21 Fiag blacklisted by SMB2 blade, shutting down the
=igning blade
Figure 8
Sample logs:
1OG TIME EVENT I SITE 7 COMPUTER USER. DMAIN SOURCE
a
M3 20 51623 PM NTPLDTELRIE [ thagiio MSA MfA fyiag
Ewent Type: Information Dagetiption

Jan 2401:10:49 198.1.1.1 Jan 24 01:10:49 drors spart[ 10173): [smbmux_cfe WOTICE] 89065360 {198.1.1.1:34742 1981 1.1:445} SMEB2 parser nat

Log Type: Appilcation
besting created : connection blackisted for SMB2.

Catagory 14: 0
Figure 9

e Riverbed SteelHead - Authentication Failure - This report gives information about user’s authentication
failure.

Client User Name Source IP Address Source Port Destination IP Address Destination Port Error Code Reason

Computer

031472018 12:33:31 PM RIWERBED_STEELHEAD DOMRPWIWSEDZNWOSUBENS 152.168.228.208 54788 152.168.26.15 445 221225572 No such user

03/M14/2018 12:33:35 PM RIWVERBED_STEELHEAD DOMRPAWIWSEDZNWOSUBENS 152.168.229.208 B4ras 152.168.26.15 745 %221225572 No such user

0314/2018 12:33:42 PM RNWERBED_STEELHEAD DOMRPAWWSEDZNWOSUBENS 152.168.225.208 Baras 152.168.26.15 Tiss B221225572 No such user

03M14/2018 12:33:44 PM RIWVERBED_STEELHEAD DOMRPAWIWSEDZNWOSUBENS 152.168.229.208 B4ras 152.168.26.15 745 5221225572 No such user

031472018 12:33:47 PM RNERBED_STEELHEAD DOMRFVWYSEDZNWOSUBENS 192168228208 Baras 192 168.26.15 Fiss B221225572 No such user

031472018 12:33:48 PM RNERBED_STEELHEAD DOMRFPVWWYSEDZNWOSUBENS 192.168.229.208 4738 192.168.26.15 Ti45 B221225572 No such user
Figure 10
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Sample logs:

L TIME EVENT ID SITE 7 COMPUTER USER DRI SOURCE
-
MW 56T PW 1333 HTPLDTEL R3S [ thagris A H/A o iy
Event Type: Information Cepctiption

Mar 02 11:48:34 rb-nor3070 Mar 2 11:438:34 RE-NORCKI0TOL sport| 13508 ]: [authlibs,wh_commyntimauth \WARN] 1350541
1192168 229 20864788 192 168 26.15:445} NTLM Auth Failed for user: DOMRPAONSED 2 NWOSLUBENS NT status string: NT_STATUS_NO_SUCH_USER
Code: 3221225572 message: No such user

Log Type: Warning
Catagony 14 O

Figure 11
e Riverbed SteelHead - Traffic Allow Details- This report gives information about allowed traffic.

Source IP Address
192 55 54 53

Destination IP Address
192 5554 53

Computer

031472018 12:33:31 PM

RMNWERBED_STEELHEAD

03/14/2018 12:33:39 PM RIVERBED_STEELHEAD 192 55.54.53 1925554 53
03/14/2018 12:33:42 P RIVERBED_STEELHEAD 192.55.54 53 192.55.54 53
03/14/2018 12:33:44 PM RIVERBED_STEELHEAD 192 55.54.53 1925554 53
03/14/2018 12:33:46 P RIVERBED_STEELHEAD 192.55.54 53 192.55.54 53
Figure 12
Sample logs:
1OG TIME EVENT IR SITE fF COMPUTER USER OPAAIN SOURCE
22098 51623 PM NTPLOTELRIS / thasits, A A sy
Ewent Type: Information Capctipticen

Log Type: Waming
Catagony 14: D

Mar 02 1108:12 rb-weoh 070 Mar 2 1108:12 RE-WICKSO70 kerned: |intercapt WARN] it appears & though probes from 192.168.1.7 t0 192.1.1.1 are
besing filbered. Passing through connections betwesn these two hosts.

Figure 13

e Riverbed SteelHead - Traffic Deny Details - This report gives information about denied traffic.

Computer

Source IP Address

Destination IP Address

Destination Port

Reason

031472018 12:33:31 PM

RMWERBED_STEELHEAD

192.168.228.208

192.168.28.92

User possibly belongs to a
different domain.

031472018 12:33:31 PM RWERBED_STEELHEAD 192.168.225.208 G4068 192.163.169.6 7345 User possibly belongs to a
different domain.
031402018 12:33:42 PM RMWERBED_STEELHEAD 182.188.225.208 F1648 182.168.28.92 Faas User possibly belongs to a
different domain.
03/14/2018 12:33:42 PM RMWERBED_STEELHEAD 192.168. 225 208 4068 192.163.169.6 Fa45 User possibly belongs to a
different domain.
031472018 12:33:39 PM RNWERBED_STEELHEAD 192.188.225.208 %1643 192.168.28.92 7345 User pessibly belongs to a
different domain.
03/14/2018 12:33:39 PM RWERBED_STEELHEAD 192.168.225.208 4068 192.163.169.6 Taas User possibly belongs to a
different domain.
Figure 14
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Sample logs:
LG TIME EVENT I SITE / COMMPUTER USER DOPAAIN SOURCE
-
L0 5623 PM 3333 HTPLDTELESS / thoiin MfA M/A ke v
Ewvent Type: Information Dasctiption
Log Type: 1 . Mar 02 11:49:13 rb-doox? 700 Mar 2 10:49:13 RE-DTXCNT70H sport|[8398): [sshkdhient NOTICE] 3044167 {192.12.1.169:63457 192.1.24.2:443}
L ' Warning T T————
opping connection

Catagory 1d: 0

Figure 15

e Riverbed SteelHead: Blacklist IP Activity - This alert will generate when an IP address is added to the
blacklist.

e Riverbed SteelHead: Login Activity Detected - This alert will generate when a user logs on to the
Riverbed SteelHead device through cli or web.

e Riverbed SteelHead: CPU Load High - This alert will generate when the CPU usage of a process is
constantly high.

e Riverbed SteelHead: Authentication Failure - This alert will generate when the user request fails
authentication.

e Riverbed SteelHead: Suspicious IP Activity- This category based report provides information related to IP
addresses which were added or removed from white list, gray list.

e Riverbed SteelHead: CPU Load Status — This category based report provides information related to the
CPU load status details.

e Riverbed SteelHead: Command Executed- This category based report provides information related to the
commands executed by the users.

e Riverbed SteelHead: User Login Activities— This category based report provides information related to
the user login activities.

e Riverbed SteelHead: Authentication Failure- This category based report provides information related to
the user’s authentication failure.

e Riverbed SteelHead: Blacklist IP Activity- This category based report provides information related to the
IP addresses which were added to Black List.

e Riverbed SteelHead: Traffic Allow Details- This category based report provides information related to the
traffic allowed details.

e Riverbed SteelHead: Traffic Deny Details- This category based report provides information related to the

traffic denied details.
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e Riverbed SteelHead User Login Activities — This knowledge object helps to analyze logs related to user
logon details.

e Riverbed SteelHead Command Executed — This knowledge object helps to analyze logs related to
commands executed by users.

e Riverbed SteelHead CPU Load Status — This knowledge object helps to analyze logs related to the CPU
load status.

e Riverbed SteelHead Suspicious IP Activity — This knowledge object helps to analyze logs related to the IP
addresses which were added or removed from white list, gray list.

e Riverbed SteelHead Blacklist IP Activity — This knowledge object helps to analyze logs related to IP
addresses which were added to black list.

e Riverbed SteelHead Authentication Failure - This knowledge object helps to analyze logs related to user
authentication failure.

e Riverbed SteelHead Traffic Allow Details - This knowledge object helps to analyze logs related to traffic
allow details.

e Riverbed SteelHead Traffic Deny Details - This knowledge object helps to analyze logs related to traffic
deny details.

Import Riverbed SteelHead knowledge pack into
EventTracker

NOTE: Import knowledge pack items in the following sequence:

e (Categories

e Alerts

e Token templates

e Knowledge Objects
e Flex Reports

1. Launch EventTracker Control Panel.

2. Double click Export Import Utility.

EventTracker:
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-EventTracker Control Panel

EventTracker:
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i £°

N &

et
Event¥ault Diagnostics License Export Import Append
Manager Utility Archives

ﬁ /
EventTracker Traffic Analyzer Agent SCAP Profile Port
Agent Confi._. Manageme._. Editor Configuration

- : O T
TrapTracker Change Audit About
EventTracker

E-mail: support@EventTracker.com

Figure 16

3. Click the Import tab.
Category

1. Click Category option, and then click the browse [:] button.

EventTracker:

Actionable Security Intelligence




Integrate Riverbed SteelHead

1
Bpot  impont

1, Pronide the path and file name of the Categones file. Lise the °_ " button to browse and locate the impont file
2. Chick the Imnport buthon

Optiona Location
{®) Category

() Filters

(D) AHerts

~ EM producth Catesony_Riverbed SteslHead.iscat
) RSS Feeds ' )
) Repors

) Behavior Fules

) scap

O Token Value

Figure 17

2. Locate. iscat file, and then click the Open button.
3. Toimport categories, click the Import button.

EventTracker displays success message.

Export Import Utility =

:I Selected category details are imported successfully,

Figure 18

4. Click OK, and then click the Close button.

1. Click Alert option, and then click the browse [ button.
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B Export Import Utility —
Export  Import

1. Provide the path and file name of the Alerts file. Usze the ' " buttan to brovwse and locate the impart file,
2. Click the Import button,

Options Location
e |mport E-mail settings
Set Active
() Filters e Thiz zetting iz applicable only for imports from Legacy [wEx)
@ Only if notfications set Alert files. For v7, the active status will be set bazed on
@ Aletts () By default "Active' key available in the configuration sechion.
() Systems and Groups ‘whatchlist Configuration

Import ‘w'atchlizt configuration

Thiz zetting is applicable only for alerts which have Advanced watchlist configured.
Mate: If thiz option is enabled the user should make sure the watchlist groups are available
() Reports on the conzole where the alerts are impaorted.

() Token Valus

() Behavior Corelation

Source
[:\Productiniverbed alert_Riverbed SteelHead.izalt

Impaort Cloze

Figure 19

2. Locate Alert_Riverbed SteelHead.isalt file, and then click the Open button.
To import alerts, click the Import button.

1. Click Parsing rules under Admin option in the EventTracker manager page.

2. Move to Template and click on import configuration ¥ icon on the top right corner.

3. Inthe popup window browse the file named TokenTemplate_ Riverbed SteelHead.ettd.

4. Now select all the check box and then click on ¥ Import option.
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-

SELECTED FILE |5 Token_Riverbed SteslHead etid L

TEMPLATE NARME SEPARATOR TEMPLATE DESCRIPTION ADDED DATE ADDED BY GROUP MARE

Riverbed SeelHead Command Executed W c"@fm]: [ElMFC]: usar admin: Beecuting remcte command: scp -f feanfigfdbil oo qaceoc ETAd min Riverbed SeeiHead
anai-fips

Riverbed SeelHead Login Actistes “n ez MCTICE]: weab: user admin kogged in from 10122163, session count:2. 27852012 124542 PM ETAd rnin Fiverbed SeelHead

Jan 24 124937 172268.52 Jan 24 124937 caers sport[13018]: [zrbacfeiaRM] G52

Rihverbed SeelHead Peer Trust List n HE514E {72168, 22:140%4 1725042845 Adding biscklist antey far pair CRAL I T ) e 4o o g ETAd min Fehverbed SeelHead

T2AB2.22.149 Sereer i 17259428, Feason: Client is performing secure protocol ne
gotation, ZeslHead was unable to sign the connection

Figure 20

1. Click Knowledge objects under Admin option in the EventTracker manager page.
2. Locate the file named KO_Riverbed SteelHead.etko.

IMPORT

select fie| Choose File | KO_Riverbed SteelHead. etko LIELCAD

Figure 21

3. Now select all the check box and then click on * ‘Import’ option.
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i OBJECT NAME APPLIES TO GROUP MAME

< Rierbed SeslHead User Login Acthities Riverbed SeslHead O saries Riverbed SealHead

td Riverbed SeslHead Command Executed Riverbed SeslHead O series Riverbed SeslHead

i Riverbed ReslHead CPU Load fEtus Riverbed ReslHead CX s=ries Rivarbed SeslHead

s Riverbed SeelHead Peer Trust List Rhverbed SeelHead O series Rherbed SeelHead
Figure 22

4. Knowledge objects are now imported successfully.

File imported successiully,

Figure 23

On EventTracker Control Panel,

1. Click Reports option, and select new(etcrx) from the option.

B Export Import Utilit — s
Export  Import

1. Provide the path and file name of Schedule Report file. Use the *..." button to browse and locate the import file.
2. Click the Import button
Mote : F reportis) contains template, first import template and proceed with exportimport utility.

QOptions Location

O Category

O Fiters

O Hets O Legacy (issch) ® New ("etcr)
() Systems and Groups

() RSS Feeds

® Reports

() Behavior Rules

() SCAP

() Token Value

Close

Figure 24
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2. Locate the file named FlexReports_ Riverbed SteelHead.etcrx, and select all the check box.

0 ety I

MNote - ¥ reporfs] cortans template, firs mport tesplate and procsed with repor oot pIocess

Select file [T \User Desktop'Fepon_Riverbed SteelHesd ston ][ Sclectfie |
Fovadable repors

oy o s+ [@][@]

[ | EQIT | Frverbed StealHead - Login Acthities
[ | EQDIT |Frverbed SteaiFead - Pasr trust kst

£ >

Higbe~ Set nun time oplion i nol applicable for Defined Roports and Howdy Roports
Set run time for reportis) from | AM - atintervalof | _ | minstes | Set ||g|

Acplace | | 1o | || Replace | | Assignsyems |

—— Ellel
Figure 25

3. Click the Import button to import the reports. EventTracker displays success message.

[eportmportueiey =]

Selected reports configurations are imported successfully

Ok

Figure 26
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Verify Riverbed SteelHead knowledge pack in
EventTracker

1. Logon to EventTracker Enterprise.
2. Click Admin dropdown, and then click Categories.

3. In Category Tree to view imported categories, scroll down and expand Riverbed SteelHead group
folder to view the imported categories.

CATEGORY MANAGEMENT

Category Tree Search

|- All Categories CATEGORY DETAILS
- @ *Security: All security events

JE Riverbed SteelHead Parent Group Riverbed SteelHaad

d SteelHead: Cormmand Executed

~(Z] Riverbed SteelHead: CPU Load Status Event Category Mame Riverbed SteelHead: Command Executed
= @ Riverbed SteelHead: Peer Trust List
Description
= @ Riverbed SteelHead: User Login Activities
JB ol Seaiy iz Applies to Riverbed SteelHead CX serie
[ Snart
uB Sophos Email Appliance Category wersion 1.0
JB Sophos Web Appliance Show Ih Operations | Cornpliance O Security
Figure 27

1. Inthe EventTracker Enterprise web interface, click the Admin dropdown, and then click Alerts.
2. Insearch box enter Riverbed SteelHead and then click the Search button.

EventTracker displays alert of Riverbed SteelHead.
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ALERT MANAGEMENT Showe 4| v Searchby | alert name v Riverbed SteelHead QQ

@ ACTIVATE MNOW Click "Activate Mow" after making all changes Total: 3 Page Size 25 |v

FORWARD FORWARD REMEDIAL  REMEDIAL
| ALERT NAME -~ THREAT ACTIVE E-MAIL MESSAGE RSS AS AS AT AT APPLIES TO
SNMP - SYSLOG  consOlE  AGENT
[ Riwerbed FeelHead: CPU Laad High Eritiezl O O O O O O O | Riverbed SteelHea..
[] Riverbed SeelHead: Login Activity Dete... Medium O O O O O O O O Riverbed SteelHea...
[] Riverbed SteelHead: Peer Blacklisted Serious O O O O O O O O Riverbed SteelHea...
DELETE
Figure 28

1. Inthe EventTracker Enterprise web interface, click the Admin dropdown, and then click Parsing rules.
2. On Template tab, click on the Riverbed SteelHead group folder to view the imported Templates.

PARSING RULE

Farsing Rulke Termphte
Phonefactor

| @& .

Group : Rierbed SteslHead

Rierbed SteelHead [ @ Q
o Search... ’ "
- S e

RRAS 1] r‘f

) o o TEMPLATE NAME TEMPLATE DESCRIPTION  ADDED BY  ADDED DATE ACTIVE EDIT

S3int Security Suits i r\.f

Snart (DS .-l-. ':f Rhnerbed SteslHead Co.. Jenish.r 2122013 50256 P = '\."

Sophos Emailapplan.. 1] (@ Rbserbed StesiHead Lo.. Jenish.r 212 1E OS5 P ‘ #

Sophos Enterprise o ] (@ Rserbed SteelHead Pe.. jenish 212/ 2013 50856 PM 7 @

Figure 29

1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Knowledge
Objects.
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2. In the Knowledge Object tree, expand Riverbed SteelHead group folder to view the imported
Knowledge objects.

KNOWLEDGE OBJECTS

Search ohjects... O\Q OBJECTS @ T .!.

GROUPS @@

QOBJECT MAME Riverbed SteelHead Command Boecuted = l{:"
HOKTA 550 4+ APPLIES TO  Riverbed SteslHead CX series
+ CpenDh S RULES
Palo Alto Firewall TITLE 104G TYPE EVENT SOURCE EVENT ID EVENT TYPE
+Pulse Secure MAG 5. -
Riverbed SteelHead Comma.. siog # 2
- Riverbed SteelHead L= g & @ i &
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1. In the EventTracker Enterprise web interface, click the Reports menu, and then select Report
Configuration.

My EventTracker

Configuration

Dashboard

Explarer

Figure 31

2. In Reports Configuration pane, select Defined option.
3. Click on the Riverbed SteelHead group folder to view the imported Riverbed SteelHead reports.
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REPORTS CONFIGURATION
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Create Dashlets

1. Open EventTracker Enterprise in browser and logon.

Incidents

Compliance

Event-O-Metar
Flex

Incidents
News
Operations
Security

Threats

Figure 33

2. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.
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FLEX DASHBOARD

Title

Riverbed SteslHead

Description

Riverbied SteslHead

SAVE DELETE CAMCEL

Figure 34

3. Fill suitable title and description and click Save button.

4. Click ™ to configure a new flex dashlet. Widget configuration pane is shown.

WIDGET CONFIGURATION

WIDSETTITLE NOTE

Riverbed SteelHead Peer Trust List

DaTA SOURCE

Riverbed SteelHead - Peer brust list ~

CHART TYPE DURATION WALUE FIELD SETTIMNG A5 OF

Drorut e 24 Hours [ W COUNT e Fecert

AXIS LABELS [H-AXIS] LABEL TEXT

Client IP Address | ™ Client IP address

WALLES [Y-AX15] WALLE TEXT

Select calurnn

FILTER FILTER WALUES

List Type b Select colurnn [
LEGEM D [SERIES] SELBECT

List Type V All |

- - o

TEST COMFIGURE CLOSE

Figure 35
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5. Locate earlier scheduled report in Data Source dropdown.
6. Select Chart Type from dropdown.
7. Select extent of data to be displayed in Duration dropdown.
8. Select computation type in Value Field Setting dropdown.
9. Select evaluation duration in As Of dropdown.

10. Select comparable values in X Axis with suitable label.

11. Select numeric values in Y Axis with suitable label.

12. Select comparable sequence in Legend.

13. Click Test button to evaluate. Evaluated chart is shown.

RIERBED 5TEELHEAD PEER TRUST LIST

List Type: blacklist List Type: gray list List Type: wehite list

W7zzezme MT2262106 Wirzz6231 W 1Tzz62.3

W 17z168322 149

bEcklist g3y list wihite list

LAEEL COUMT LABEL COUMT LAEEL COUNT
17226.392 & 172262 .31 2 17226231 2
172262 106 2
17216522149 1

Figure 36

14. If satisfied, click Configure button.
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CUSTOMEZE WIDGET S

Riverbed SteslHead Lsar Login Ac...

Figure 37

15. Click ‘customize’ @ to locate and choose created dashlet.
16. Click ® to add dashlet to earlier created dashboard.

Sample Flex Dashboards

For below dashboard:

WIDGET TITLE: Riverbed SteelHead Authentication Failure Details
DATA SOURCE: Riverbed SteelHead Authentication Failure Details
CHART TYPE: Donut

AXIS LABELS [X-AXIS]: Source IP Address

LEGEND[SERIES]: Listype

Riverbed SteelHead Suspicious IP Activity G -x

List Type: gray list List Type: white list

W 172.26.2.31 W172.28.2.31

Figure 38
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For below dashboard:

WIDGET TITLE: Riverbed SteelHead Suspicious IP Activity
DATA SOURCE: Riverbed SteelHead Suspicious IP Activity
CHART TYPE: Column

AXIS LABELS [X-AXIS]: Computer Name
LEGEND[SERIES]: Reason

Riverbed SteelHead Authentication ...

Series: Client User Mame

2.1
2.0
1.9
1.8 -

=

= <
o
wo”
DOMEPANOWSEDZMNWOSUBEMS

Mar 18 11:03 AM - Mar 19 11:04 AM

Figure 39
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