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Abstract

This guide provides instructions to configure Ruckus Wireless ZoneDirector to send the syslog
events to EventTracker Enterprise.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise version
7.x and later, and Ruckus Wireless ZD3000 9.5(MR) Software Release and later.

Audience

Ruckus Wireless ZoneDirector users, who wish to forward syslog messages to EventTracker
Enterprise.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted to be
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting
the rights under copyright, this paper may be freely distributed without permission from
Prism, as long as its content is unaltered, nothing is added to the content and credit to Prism
/s provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Prism Microsystems, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product person or event is
intended or should be inferred.

© 2016 Prism Microsystems Corporation. All rights reserved. The names of actual companies
and products mentioned herein may be the trademarks of their respective owners.
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Introduction

Ruckus ZoneDirector is a Wireless Local Area Network (WLAN) controller. It is ideal for any
enterprise that requires a high-performance wireless LAN that can be easily deployed and
managed. It integrates seamlessly with existing switches, firewalls, authentication servers, and
other network equipments, and can be placed within any Layer 2/3 network.
All RuckusZoneFlex APs (wired or meshed) then automatically discover ZoneDirector, self-
configure, and become instantly manageable.

The EventTracker Enterprise supports ZoneDirector. It provides an additional level of support by
enabling you to generate reports and run searches on data to improve your ability to manage
your ZoneDirector activity.

e EventTracker Enterprise should be installed.
e Ruckus ZoneDirector Controller 3000 should be deployed.
e Administrative access is required to make changes on the ZoneDirector Controller system.

e Syslog port 514 must be opened for ZoneDirector300.

e An exception should be added into windows firewall on EventTracker machine for syslog
port 514,

Enabling Log Settings

Configure ZoneDirector to send event messages to a syslog server:

1. Loginto ZoneDirector Web interface.

2. Go to Configure > System on the ZoneDirector Web interface.
3. Scroll down to Log Settings.

4. Make your selections from the syslog server options:
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e Event Log Level: Select one of the three logging levels: ‘Show More', 'Warning and
Critical Events' or ‘Critical Events Only".

Recommended - Warning and Critical Events

e Remote Syslog: To enable syslog logging, select the 'Enable reporting to remote syslog
server at” check box, and then type the IP address of EventTracker Enterprise in the
box provided.

5. Click Apply to save your settings. The changes go into effect immediately.

The Log Settings options
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Figure 1

Configuring Remote Syslog Advanced Settings

Advanced syslog settings allow you to override the default facility name and priority level of
messages sent to the syslog server. In this way, users can separate different kinds of syslog
according to the facility name on the syslog server side.

To configure remote syslog advanced settings, perform the following steps:
1. Go to Configure > System.
2. Scroll down to Log Settings, and expand the Remote Syslog Advanced Settings section.
3. In ZoneDirector Settings, set the facility name as follows:
e Keep Original: Retain the original facility name.

e localO - local7: Specify facility name.
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4. Set the priority level as follows:
e All:Include all syslog messages.

e O(emerg), 1(alert), 2(crit), 3(err), 4(warning), 5(notice), 6(info), 7(debug): Lower numbers
indicate higher priority. The syslog server will only receive logs whose priority levels
are the same as or lower than the configured level.

Eg: Syslog alert

5. Repeat Step 4 for Managed AP Settings. ZoneDirector and Access Points can use different
facility and priority settings. All managed APs share the same facility and priority settings.

Debug Log Settings
To receive logs for access point, web authentication, system management debug log has to
be enabled. The following are the settings:

Select the debug log components that should be sent to the syslog server from Administration
> Diagnostics page > Debug Logs section.

Setting debug logs

Tyt Lo

Figure 2
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EventTracker Knowledge Pack (KP)

Once logs are received in to EventTracker, Alerts and reports can be configured into
EventTracker.

The following Knowledge Packs are applicable in EventTracker v7.x and later to support Ruckus
Wireless ZoneDirector monitoring:

Categories

e ZoneDirector: Access point join attempt failed-This category provides information related
to access point join attempt failure.

e ZoneDirector: Additional management interface created - This category provides
information related to additional management interface IP address created.

e ZoneDirector: Additional management interface removed - This category provides
information related to additional management interface IP address removed.

e ZoneDirector: Additional management interface updated - This category provides
information related to additional management interface IP address updated.

e ZoneDirector: Admin locked out - This category provides information related to admin lock
out.

e ZoneDirector: Admin logged out - This category provides information related to admin
logged out.

e ZoneDirector: Admin login failed - This category provides information related to admin
login failed.

e ZoneDirector: Admin login success - This category provides information related to admin
login success.

e ZoneDirector: Admin password changed - This category provides information related to
admin password changed.

e ZoneDirector: AP configuration update request failed - This category provides information
related to AP configuration update request failure.

e ZoneDirector: AP contact lost with ZD - This category provides information related to AP
contact lost with ZD.

EventTracker ? 6
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e ZoneDirector: AP limit exceeded - This category provides information related to AP limit
exceeded.

e ZoneDirector: AP management VLAN setting disabled - This category provides information
related to AP management VLAN setting disabled.

e ZoneDirector: AP management VLAN setting enabled - This category provides information
related to AP management VLAN setting enabled.

e ZoneDirector: Bonjour service disabled - This category provides information related to
Bonjour service disabled

e ZoneDirector: Bonjour service enabled - This category provides information related to
Bonjour service enabled.

e ZoneDirector: Cable modem interface down - This category provides information related to
cable Modem interface down.

e ZoneDirector: Client disconnected by admin - This category provides information related to
client disconnected by admin.

e ZoneDirector: DHCP server disabled - This category provides information related to DHCP
server disabled.

e ZoneDirector: DHCP server enabled - This category provides information related to DHCP
server enabled.

e ZoneDirector: eMesh AP connected to Mesh AP - This category provides information
related to eMesh AP connected to Mesh AP.

e ZoneDirector: eMesh AP disconnected from Mesh AP - This category provides information
related to eMesh AP disconnected from Mesh AP.

e ZoneDirector: eMesh AP disconnected from uplink - This category provides information
related to eMesh AP disconnected from uplink.

e ZoneDirector: File retrieve failure - This category provides information related to file
retrieve failure.

e ZoneDirector: FlexMaster management disabled - This category provides information
related to FlexMaster management disabled.

e ZoneDirector: FlexMaster management enabled - This category provides information
related to FlexMaster management enabled.

EventTracker ? 7
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e ZoneDirector: FM user login failed - This category provides information related to FM user
login failed.

e ZoneDirector: FM user login success - This category provides information related to FM
user login success.

e ZoneDirector: Global client isolation disabled - This category provides information related
to global client isolation disabled.

e ZoneDirector: Global client isolation enabled - This category provides information related
to global client isolation enabled.

e ZoneDirector: Location service disabled - This category provides information related to
location service disabled.

e ZoneDirector: Location service enabled - This category provides information related to
location service enabled.

e ZoneDirector: Mesh AP connected to eMesh AP - This category provides information
related to mesh AP connected to eMesh AP.

e ZoneDirector: Mesh AP disconnected from eMesh AP - This category provides information
related to mesh AP disconnected from eMesh AP.

e ZoneDirector: Mesh AP disconnected from uplink - This category provides information
related to mesh AP disconnected from uplink.

e ZoneDirector: Mesh name changed by admin - This category provides information related
to mesh name changed by admin.

e ZoneDirector: Mesh packet forwarding filter disabled - This category provides information
related to mesh packet forwarding filter disabled.

e ZoneDirector: Mesh packet forwarding filter enabled - This category provides information
related to mesh packet forwarding filter enabled.

e ZoneDirector: Mesh packet forwarding filter modified - This category provides information
related to mesh packet forwarding filter modified.

e ZoneDirector: Mesh passphrase changed by admin - This category provides information
related to mesh passphrase changed by admin.

e ZoneDirector: Peer ZD configuration restored - This category provides information related
to peer ZD configuration restored.
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e ZoneDirector: Peer ZD connected - This category provides information related to peer ZD
connected.

e ZoneDirector: Peer ZD disconnected - This category provides information related to peer
ZD disconnected.

e ZoneDirector: Peer ZD firmware version mismatched - This category provides information
related to peer ZD firmware version mismatched.

e ZoneDirector: Peer ZD license mismatched - This category provides information related to
peer ZD license mismatched.

e ZoneDirector: Peer ZD model mismatched - This category provides information related to
peer ZD model mismatched

e ZoneDirector: Peer ZD upgrade failure - This category provides information related to peer
ZD upgrade failure.

e ZoneDirector: Peer ZD upgrade pending - This category provides information related to
peer ZD upgrade pending.

e ZoneDirector: Remote syslog disabled - This category provides information related to
remote syslog disabled.

e ZoneDirector: Remote syslog enabled - This category provides information related to
remote syslog enabled.

e ZoneDirector: Rogue AP detected - This category provides information related to rogue AP
detected.

e ZoneDirector: Rogue DHCP server detected - This category provides information related to
rogue DHCP server detected.

e ZoneDirector: Rogue DHCP server detector process disabled - This category provides
information related to rogue DHCP server detector process disabled.

e ZoneDirector: Rogue DHCP server detector process enabled - This category provides
information related to rogue DHCP server detector process enabled.

e ZoneDirector: SNMP authentication failed - This category provides information related to
SNMP authentication failed.

e ZoneDirector: System configuration restored by administrator - This category provides
information related to - This category provides information related to system configuration
restored by administrator.

EventTracker ? 9
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e ZoneDirector: System name changed - This category provides information related to
system name changed.

e ZoneDirector: System received failover command - This category provides information
related to system received failover command.

e ZoneDirector: System restarted by administrator - This category provides information
related to system restarted by administrator.

e ZoneDirector: System restore command received - This category provides information
related to system restore command received.

e ZoneDirector: System state changed - This category provides information related to
system state changed.

e ZoneDirector: System upgrade command received - This category provides information
related to system upgrade command received.

e ZoneDirector: System warm restarted - This category provides information related to
system warm restarted.

e ZoneDirector: Telnet service disabled - This category provides information related to telnet
service disabled.

e ZoneDirector: Telnet service enabled - This category provides information related to telnet
service enabled.

e ZoneDirector: Temp license expired - This category provides information related to temp
license expired.

e ZoneDirector: Unrecognized command received - This category provides information
related to unrecognized command received.

e ZoneDirector: ZD authentication to location server failed - This category provides
information related to ZD authentication to location server failed.

e ZoneDirector: ZD auto-recovery failed - This category provides information related to ZD
auto-recovery failed.

e ZoneDirector: ZD auto-recovery successful - This category provides information related to
ZD auto-recovery successful.

e ZoneDirector: ZD connection to location server dropped - This category provides
information related to ZD connection to location server dropped.

EventTracker ? 10
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ZoneDirector: ZD DHCP pool full - This category provides information related to ZD DHCP
pool full.

ZoneDirector: ZD image upgrade failed - This category provides information related to ZD
image upgrade failed.

ZoneDirector: ZD image upgrade success - This category provides information related to
ZD image upgrade success.

ZoneDirector: ZD/AP high entropy certificate install failed - This category provides
information related to ZD/AP high entropy certificate install failed.

ZoneDirector: ZD/AP high entropy certificate install success - This category provides
information related to ZD/AP high entropy certificate install success.

ZoneDirector: ZoneDirector management VLAN disabled - This category provides
information related to ZoneDirector management VLAN disabled.

ZoneDirector: ZoneDirector management VLAN enabled - This category provides
information related to ZoneDirector management VLAN enabled.

Alerts

ZoneDirector: Access point join attempt failed - This alert is generated when access point
join attempt failed.

ZoneDirector: AP configuration update request failed - This alert is generated when AP
configuration update request failed.

ZoneDirector: AP contact lost with ZD - This alert is generated when AP contact lost with
ZD.

ZoneDirector: AP limit exceeded - This alert is generated when AP limit exceeded.

ZoneDirector: Cable modem interface down - This alert is generated when cable modem
interface down.

ZoneDirector: eMesh AP connected to Mesh AP - This alert is generated when eMesh AP
connected to Mesh AP.

ZoneDirector: eMesh AP disconnected from Mesh AP - This alert is generated when eMesh
AP disconnected from Mesh AP.

EventTracker ? 1
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e ZoneDirector: eMesh AP disconnected from uplink - This alert is generated when eMesh
AP disconnected from uplink.

e ZoneDirector: Mesh AP connected to eMesh AP - This alert is generated when mesh AP
connected to eMesh AP.

e ZoneDirector: Mesh AP disconnected from eMesh AP - This alert is generated when Mesh
AP disconnected from eMesh AP.

e ZoneDirector: Mesh AP disconnected from uplink - This alert is generated when Mesh AP
disconnected from uplink.

e ZoneDirector: Peer ZD disconnected - This alert is generated when peer ZD disconnected.

e ZoneDirector: Peer ZD firmware version mismatched - This alert is generated when peer
ZD firmware version.

e ZoneDirector: Peer ZD license mismatched - This alert is generated when peer ZD license
mismatched.

e ZoneDirector: Peer ZD model mismatched - This alert is generated when peer ZD model
mismatched.

e ZoneDirector: Peer ZD upgrade failure - This alert is generated when peer ZD upgrade
failed.

e ZoneDirector: Rogue AP detected - This alert is generated when rogue AP detected.
e ZoneDirector: System ready to sync - This alert is generated when system is ready to sync.

e ZoneDirector: System received failover command - This alert is generated when system
received failover command.

e ZoneDirector: System state changed - This alert is generated when system state changed.
e ZoneDirector: Temp license expire - This alert is generated when temp license expire.

e ZoneDirector: Unrecognized command received - This alert is generated when
unrecognized command received.

e ZoneDirector: Administrator password changed — This alert is generated when admin
password has been changed.

e ZoneDirector: Administrator account locked out - This alert is generated when
administrator account is locked out.
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e ZoneDirector: System configuration restored — This alert is generated when system
configuration is restored.

e ZoneDirector: System restarted — This alert is generated when admin has restarted the
system.

e ZoneDirector: System name changed - This alert is generated when admin has changed
the system name.

Flex Reports

e ZoneDirector: Access point activity

This report provides the information related to access point group name in which user
machine mac address joins, leaves, disconnects from source access point and roams out
from the source access point to target access point.

LogTime Device Name  User Address Source AP Status Destination AP Group Hame Wireless Standard
0S/02/2016 12:08:45 PM  zd3000primary Oc:3e:9f.22:01:ff KC-BSHOP- joins KGuest
AP01@2ce6.cc 26:a0:40
054022016 12:15:46 PN zd3000primary  70:81:eb:57:9f1b KC-PREOWN- reams out KC-PRECWHM- KGuest 11gén
AP @2ceb:cc:26:9e:e0 AP03@2c:e6:cc:26:9a:d0
0S/2/2016 12:22:30PK zd3000primary  b4:fliab:39:edcl KC-SWC-APO3@2c ef cc.26:95:40 disconnects KGuest
05/02/20116 12:30:25 PM  zd3000primary bec:52:b7.ce1c:8f KC-EST2ND- leave KGuest

AP @2c:e6:co:26:70:70] with
Session Time[40.63 sec] RX
Bytes[171467] TX Bytes[1495060

0S/02/2016 12:48:40 PM  zd3000primary 70:81:eb:57:5f1b KC-PREOWN- reams out KC-PREOWWN- KGuest 11gin
AP @2c:es:cci26:9ee0 AP03@2ce6:cc26:9a:d0
Figure 3

Logs Considered:

Apr 20 06:4844 zd3000primary Apr 20 06:4847 syslog: eventd_to_syslogl)UserlOc:3e.9f2207:ff] joins
WLANIKGuest] from APIKC-BSHOP-APO1(@2ce6:cc26:2040]

Apr 20 06:49:17 zd3000primary Apr 20 06:49:15 syslog: eventd_ to_sysiogl)ARPIKC-PREOWN-
APOT@2ceb.cc26:9ee0] radio [11g/n] detects User! 7081.eb:579¢f16] in WLANIKGuest] roams out to APIKC-
PREOWN-APO3@2ce6:cc26:9ad0)]

Apr 20 06:4902 zd3000primary Apr 20 06:4906 syslog: eventd_ to_sysiogl)User/b4.f0ab:39ed.c0] disconnects
from WLANIKGuest] at APTKC-SV/C-ARPO3@2ce6.cc.26:96:40]
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e ZoneDirector: Access point management

This report provides information related to access point management that access point
being released, restarted and reset to factory default and access point group was created,
deleted and modified by the admin.

|LogTime Device Hame AP Hame Status User Hame Source IP
05/06/2016 03:41:14 PN zd3000primary KGuest modified William 192.168.1.42
05/06/2016 03:48:14 P zd3000primary KC-PRECOWWN- deleted William

API3@2c: e ce:26:9a:d0
05/06/2016 04:10:14 PM zd3000primary KGuest created William 152 168.1.42
05/06/2016 04:15:22 PM zd3000primary KC-PREOWN- reset to factory default William

API3@Zc e co.26:9a.d0
0S/06/2016 04:22:14 PM zd3000primary KC-PREOWWN- released William

APII@2ceb oo 26:9a:d0
05/06/2016 04:28:30 PM zd3000primary KC-PRECWWN- restarted William

API@2Zcef.cc.26:9a.d0

Figure 4

Logs Considered:

Apr 20 06:49:17 zd3000primary Apr 20 06:49:15 syslog: eventd._to_syslogl)AP Group/KGuest] modified by
Witliam from IP[192.168 7.42]

Apr 20 06:49:17 zd3000primary Apr 20 06:49:75 sysilog: eventd._ to_syslogl)APIKC-PREOWN-
APO3@2ceb:.cc26.9ad0] deleted by Wilham

Apr 20 06:49:17 zd3000primary Apr 20 06:49:15 syslog: eventd_to_sysiogl)AP Group/KGuest] created by William
from IF[192.768 1.42]

e ZoneDirector: Admin locked out

This report provides the information related to admin locked out duration and the reason
for being locked.

Device Hame User Hame  Duration Reason
0472802016 071225 PM zd3000primary Peter 1 hour 10 failed login attempts in 5 minutes
04282016 111225 PM Zd3000primary William 1 hour 20 failed loginattempts in & minutes
Figure 5

Logs Considered:

Apr 28 06:49:13 zd3000primary Apr 28 06:49:13 ruckus syslog: Peter is locked out for 7 hour
(10 failed login atternpts in 5 minutes)

EventTracker j 1%
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e ZoneDirector: Admin login failure

This report provides the information related to admin log in failure from specific IP
address.

Device Hame User Hame
04/28/2016 02:39:50 PM zd3000primary Peter 192.188.1.23
04/28/2016 04:39:50 PM zd3000primary Jennifer 192 168.1.42
Figure 6

Apr 20 06:49:13 zd3000primary Apr 20 06:49:13 ruckus syslog: Peter logs in failure from 192.168.1.23

e ZoneDirector: Admin logon and logout success

This report provides the information related to admin logged in and logged out success
details from specified source IP address.

Device Name User Name Source IP
0S/022016 06:22:19 PM zd3000primary William 192.168.1.23 logged out
05/02/2016 05:48:15 PM zd3000primary Jennifer 192 168.1.42 logged out
0S/03/2016 10:44:58 AM zd3000primary William 152.168.1.23 logs in
05/032016 11:10:42 AN zd3000primary Jennifer 192 168.1.42 logs in
Figure 7

Logs Considered:

Apr 20 06:49:13 zd3000primary Apr 20 06:49:13 ruckus syslog: Wilharm logged out from 192.168.1.23

Apr 20 06:49:13 zd3000primary Apr 20 06:49:13 ruckus syslog: Jennifer logged out from 192.168.7.42

e ZoneDirector: Admin password changed

This report provides the information related to admin password changed from specified
source IP address.

Device Hame Uzer Hame Source |P
04/28/2016 10:45:20 AM zd3000primary Williarn 192.168.1.42
047282016 11:15:30 AM zd 3000 primary Jennifer 192.168.1.23
Figure 8
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Log Considered:

Apr 20 06:49:13 zd3000primary Apr 20 06:49:13 ruckus syslog: Wilham password changed from 192. 768, 7.42

e ZoneDirector: All VLAN management status

This report provides the information related to VLAN management status enabled or
disabled by the admin.

Device Name User Name Source IP Action Status
05032016 12:02:08 PM zd3000primary William 182.168.1.23 AP =ettings enabled
05/032016 12:10:35 PM zd3000primary william 192.168.1.23 WLAN setting disabled
05/03/2016 12:22:48 PM zd3000primary William 192.168.1.23 dizabled
05/03/2016 12:45:35 PM zd3000primary Wiliam 192.168.1.23 20 enabled
Figure 9

Logs Considered:

Apr 28 06:49:13 zd3000primary Apr 28 06:49:13 ruckus syslog: AP management VLAN enabled with AP settings
by William from 192.168.7.23

Apr 28 06:49:13 zd3000primary Apr 28 06:49:13 ruckus syslog: ZoneDirector management VL AN enabled with
20 by William from 7192.768.7.23

e ZoneDirector: FM user login failed

This report provides the information related to flex master user logon failure from specified
source ip address and user detail, which are listed below:

Device Name User Hame Source IP
DS/02/2016 10:31:01 AM zd3000primary Charles 182 168118
DSA0212016 11:22:41 AM zd3000primary Andrew 192 168117
Figure 10

Log Considered:

Apr 28 06:49:13 zd3000primary Apr 20 06:49:13 ruckus syslog: FM user Charles logs in failure from 792.768.7.75

e ZoneDirector: FM user login success

This report provides the information related to flex master user logon success from
specified source IP address.

EventTracker *j 16
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Device Name User Hame Source IP
05022016 10:30:58 AM zd3000primary Charles 182.168.1.15
05022016 11:48:32 AM zd3000primary Smith 182 168.1.12
Figure 11

Log Considered:

Apr 28 06:5832 zd3000primary Apr 20 06:49:13 ruckus syslog: FM user Charles logs in from 192.168.1.75

e ZoneDirector: Interface management

This report provides the information related to interface management for ipv4 and ipv6
addresses created, removed and updated by the admin.

LogTime Device Name Interface IP Action |

04/28/2016 03:35:48 PM zd 3000 primary fedl:.2el. b fel1.3bed updated

04/28/2016 03:36:42 PM zd3000primary fedl::2el: b6 fal1:3b7a created

04/28/2016 03:35:43 PM zd3000primary 192.168.1.120 updated

04/28/2016 03:36:42 PM zd3000primary 192 168.1.100 created

047282016 042744 PM zd 3000 primary 192 168.1.100 removed

04/28/2016 04:27:44 PM zd3000primary fedl::2el: b6 fal1:3b7a removed
Figure 12

Apr 20 06:49:13 zd3000primary Apr 20 06:49:13 ruckus syslog: Additional IPV6 management interface
1e80:2e0:b61Ffe01:368d updated

Apr 20 06:49:13 zd3000primary Apr 20 06:49:13 ruckus syslog: Additional managerment interface 192.768.1.700
created

e ZoneDirector: Service status

This report provides the information related to services enabled or disabled by the admin
from specified source IP address.

EventTracker j 17
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LogTime Device Name Uzer Hame Source IP Services Status
05/06/2016 04:30:23 PM zd3000primary hitp:/iflex- masterfintune/server FlexMaster management enabled
05/068/2018 04:30:23 PM zd3000primary Benjour dizabled
050652016 04:30:23 PR zd3000primary Bonjour enabled
05/06/2016 04:30:23 PR zd3000primary DHCP server dizabled
05/06/2016 04:30:23 PM zd3000primary William 192.168.1.23 global client isolation Dizable
05/06/2016 04:30:23 PN zd3000primary Location dizabled
05/06/2016 04:30:23 PN zd3000primary Location enabled
05/068/2018 04:30:23 PM zd3000primary admin 192.168.1.23. remote syslog Enable
05/06/2016 04:30:23 PR zd3000primary Rogue DHCP server detector enabled
Figure 13

Logs Considered:

Apr 28 06:49:13 zd3000primary Apr 28 06:49:13 ruckus syslog: Enable Telnet service

Apr 28 06:49:13 zd3000primary Apr 28 06:49:13 ruckus syslog: Rogue DHCP server detector disabled

Apr 28 06:49:13 zd3000primary Apr 28 06:49:13 ruckus syslog: FlexMaster managerment disabled

e ZoneDirector: WLAN group management

This report provides the information related to WLAN group created, deleted, modified,
enabled or disabled by admin from specified source ip address.

LogTime Device Hame U=er Hame Status Group Hame Source |P
05062016 12:20:50 PM zd3000primary Charles deleted KGMarketing 192 168.1.48
0S/06/2016 12:30:25 PM zd3000primary Charles created KGMarketing 192 168.1 .48
05062016 12:38:35 PN zd3000primary Charles modified KGMarketing 192 168.1.48
0S/06/2016 12:45:22 PM zd3000primary Charles deleted KGComputing 192 168.1 .48
05062016 12:48:50 PM zd3000primary Charles created KGComputing 192 168.1.48
0S/06/2016 12:52:23 PM zd3000primary Charles modified KGComputing 192 168.1 .48
05062016 12:55:35 PN zd3000primary Charles enabled KGMarketing

0S/06/2016 12:58:42 PM zd3000primary Charles dizabled KGMarketing

Figure 14

Logs Considered:

Apr 20 06:49:17 zd3000primary Apr 20 06:49:15 syslog:WLANIKGMarketing] deleted by Charles from

1P[192.168.1.48]

Apr 20 06:49:17 zd3000primary Apr 20 06:49:15 syslog:WILANIKGMarketing] created by Charles from

1P[192.768.1.45]

Apr 20 06:49:11 zd3000primary Apr 20 06:49:15 syslogWLANIKGMarketing] disabled by Charles

EventTracker j
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Import Ruckus Wireless ZD knowledge
pack into EventTracker

NOTE: Import knowledge pack items in the following sequence

o (ategories

e Alerts

e Templates

e Flex Reports

1. Launch EventTracker Control Panel.

2. Double click Import Export Utility.

EventTracker Control Panel M =
Secure, Comply mej Control Panel 8
r—
= g B | (&
i - | s,
) — 2 l
Event¥ault Diagnostics License Export Import Append
Manager Lhility Archives
EventTracker Traffic Analyzer Agent SCAP FProfile Port
Agent Confi__. Manageme... Editor Configuration
.E-‘
About
EventTracker
E-mail: support@EventTracker.com

Figure 15
3. Click the Import tab.

Category

1. Click Category option, and then click the browse EJ button.

2. Locate the All Ruckus ZD group of categories.iscat file, and then click Open button.

EventTracker *j
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% Export Import Utility

(o= |[=
Export | Impart

1. Provide the path and file name of the Categories file. Use the ° " button to browse and locate the impart file.
2. Click the Import button.

Options Location

@ Category

") Fiters

7 Merts

) Systems and Groups Source :

~iscat

! RSS Feeds

) Reports

" Behavior Rules

) SCAP

~! Token Value

Impart ] [ Close
Figure 16
3. Toimport categories, click the Import button.
EventTracker displays success message.
Export Import Utility P
| Selected cateqgory details are imported successfully,
Figure 17
4. Click the OK, and then click the Close button.
EventTracker 4 20
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Alerts

1. Click Alert option, and then click the browse D button.

2. Locate the All Ruckus ZD group of alerts.isalt file, and then click the Open button.

L ! Export Import Utility

Export | Impart

2 Click the Impart Butban,

Optiohs
() Category

) Filters
@ Alerts
) Systems and Groups
"1 RSS Feeds
| Reparts
" Behavior Rules
) SCAP

) TokenValue

Location

Import E-mail zettings

Set Active

@ Only if notifications set

) By default

Source

“.izalt

1. Pravide the path and file name of the Alertz file. Uze the ' button to browse and locate the impart file.

Thiz zetting iz applicable only for imports from Legacy
[wBw] Alert files. Far w7, the active status will be zet
bazed on "Active' key available in the configuration
zection,

L]

Import ] [

Cloze

Figure 18

2. Toimport alerts, click the Import button.

EventTracker displays success message.

s

Export Import Utility

Figure 19

EventTracker *j
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3. Click OK, and then click the Close button.

Templates

1. Click the Admin menu, and then click Parsing rule.
2. Select Template tab, and then click on () ‘Import’ option.
PARSING RULE

Farsing Rule Template

GROUPS ®E
N "~ =1
Default Graup : All (_.' 1.
| 2 -
A9 Apc i & £ TEMPLATE NAME ~ LEMFPLATE GROUP NAME ADDED BY ADDED DATE ACTIVE[ ] EDIT
Amazan Wekb Services @& _ 3 ‘
B A10 ADC Authenticat.. A10 Application Delivery C. Default ETAdmin 02572015 07:56:50 P ] & L
Apacheieb Server i t'.ff ~
— — N A10 ADC Traffic A0 Application Delivery C... Default ETAdmin O/25/2015 07:56:50 P ] rf
Centrify Server Suit... I @&
Cisca I05-Access Den... Cisca 105 ETAdmin 107202015 05:32:42 E t@?
CheckPaint il &
Cisca 105Canfigurati... Cisca 105 ETAdmin 10A2015 OB:4B:45 = r}?ﬁ'
Cisca ACS @&
§ Cisca I05Part Status.. Cisca 105 ETAdmin 1062015 OB:27:54 E t:f-‘
Ciscn A5A i @&
. HP PraCurwe-Part Sta.. HP 2520GHF 2520HF 253, Default ETAdmin 81652015 04:1 6:51 Phd F &
Cisca 105 I & _
- HP PraCurve-Security... HP 2520GHF 2520.HF 253, Default ETAdmin 81652015 05:33:25 Ph Ol @&
Cisca IranPart E54 1l tf -
CISCO Iranpart W54 I @&
- DELETE MOYE TO GROUP
Cisca ISE il &
Clavister firewall [ r'?i'
Figure 20
3. Click on Browse button.
SELECT FILE Mofile selected T
MNote: Please select file of type *.ettd {eventtracker ternplate dashlets).
Mo data found
Figure 21
EventTracker 4
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4. Locate All Ruckus ZD group of token templates.ettd file, and then click the Open button
SELECTED FILE IS: Ruckus ZoneDirector tokens.ettd T

O TEMPLATE NAME SEPARATOR TEMPLATE DESCRIPTION ADDED DATE ADDED BY ‘GROUP NAME

Apr 20 06:49:11 2d3000primary Apr 20 06:49:15 syslog: eventd_to_syslog(): AP

ZoneDirector: Access Paint actuity \
LI Zorenherion socms ik iy & GrouplKGuest] modified by Willam from [P[192.158.1.42]

5/4/2016 7:10:59 PM Eeamin Ruckus ZoneDirector

Apr 20 06:48:45 243000primery Apr 20 06:48:49 syslog: eventd_to,_syslogl}Use ErAdmin
[]  ZoneDirector: Access Point management n F{SBTEST:35:4e:53] rejoins WLAN[KGUest] from AP[KC-MKTG-APO1 @2c:e6ice:  5/2/2016 12:19:26 PM Ruckus ZoneDirector
26:6:30]
28 06:49:13 243000primary Apr 28 06:43:13 ruckus sysiog: Willam is lock
[0  ZoneDirector: Admin lacked out \n A 28 B i b 000 ek Ape ruckus sysiog: Willem s locke.  ng/016 7:3058 PM ErAdmin Ruckus ZoneDirectar
dout for 1 hour (20 failed loginattempts in 5 minutes)
Apr 20 D6:49:13 zd3000y Apr 20 06:49:13 kus syslog: Peter logs in fz
[]  ZoneDiractor: Admin login failure n Pr: EEEETRIETY Y. fuckus sysiog: Peterlogs I 1al o016 125716 M ETAdmin Ruckus ZoneDirector
lure from 192.168.1.23
20 06:49:13 2d3000) 20 06:49:13 kus sysiog: Will logged
[]  ZoneDirector: Admin Iogon and logout success \n :ff'wr o 15;1 - pmary,pe 2 ruckiss sysiog: WM 102889 ¢ 2 016 10:53:57 AM ETAdmin Ruckus ZoneDirector
06:49: " 28 06:49: 15 syslog: ZoneDirect ;
[]  ZoneDirector: All vian management status n Apr 280613 205 000p Hriaty Ape 28 D6A%13 muclrs sysloge ZoneDiedtin o o0 sy pmt ETAdmin Ruckus ZoneDirector

management VLAN enabled with 20 by William from 192.168.1.23

Figure 22

5. Now select the check box and then click on ¥ ‘Import’ option.
EventTracker displays success message.

Template(s) imported successiully

Figure 23

6. Click on OK button.

Flex Reports

1. Click Report option, and then click the browse D button
2. Locate the All Ruckus ZD group of flex reports.issch file, and then click the Open
button.

EventTracker *j 23
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A

Export | Import

Export Import Utility

1. Provide the path and file name of Schedule Report file. Uze the *..." button to browse and locate the import file.

2. Click the Impart button

Maote : |f repartz] containg template, first import termplate and proceed with exportimport utility,

Ophons
() Categary

) Filters

O Alerts

() Spstems and Groups
() RSS Feeds

® Reports

) Behavior Rules

(O 5CAP

() Tokenalue

Location

® Legacy [*issch] ) Mew [* etcrs)

Source

i ]

|mport

Cloze

Figure 24

3. Click the Import button to import the scheduled reports, EventTracker displays
success message.

Export Import Utility -

o Selzcted - repoers configurations are imoorted suzcessfully.,

Figure 25

EventTracker
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Verify Ruckus Wireless ZD knowledge
pack in EventTracker

Ruckus Wireless ZD Categories

1. Logon to EventTracker Enterprise.
2. Click the Admin dropdown, and then click Categories.

3. In the Category Tree, expand Ruckus Wireless ZoneDirector group folder to see the imported
categories.

CATEGORY MANAGEMENT

—_—
Category Tree Search

- [ Raritan Commandeenter secure gatewa

o Total category groups: 357 Total categories: 3,170
=3 RSA SecurlD

i Last 10 modified categories
=3 Ruckus Wireless ZoneDirector

ﬂ ZoneDirector: Access point join atter MNAME MODIFIED DATE MODIFED BY

'| ZoneDirector: Additional IPVE mana;

ZoneDirector: Global dient isolation disabled A29/2016 4:28:03 PM ETAdmIn
ZoneDirector: Additional manageme
ZoneDirector: Global client isolation enabled 4/29/2016 4:26:44 PM ETAdmin
ZoneDirector: Additional manageme
[E] ZoneDirector: Additional manageme ZoneDirector: AP management VLAN setting disabled 4/29/2016 11:4615AM  ETAdmin
=| ZoneDirector: Admin locked out ZoneDirector: AP management VLAN setting enabled 4292016 11:4356 AM  ETAdmIn
i E] ZoneDirector: Admin logged out ) . B
e ZoneDirector: ZoneDirector management VLAN disabled 43972016 11:41:19 AM ETAdmin
|=| ZoneDirector: Admin login failed
Bl 2o Onciton Adn Iogin success ZoneDirector: Additional IPY6 management interface 4282016 45100 PM ETAdmin
Figure 26

Ruckus Wireless ZD Alerts

1. Logon to EventTracker Enterprise.
2. Click the Admin dropdown, and then click Alerts.
3. In the Search field, type ‘ZoneDirector, and then click Go button.

Alert Management page will display all the imported Ruckus Wireless ZoneDirector alerts.

EventTracker j 25
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ALERT MANAGEMENT Searchy | Alrt name Qe

@ ACTIVATE NOW  Click "Activate Mow' after making all changes Total: 22 | PageSize 25

REMEDIAL
[ ] ALERT NAME * THREAT ACIVE E-MAL MESSAGE RSS  AS AS T H APPLIES TO

[ ZoneDirector: Access point join atte... Serious O [ O O =] -] -1 7] Ruckus Wireless...
[ ZoneDirector: AP configuration upda... High O O O O O O O Ruckus Wireless...
[] ZoneDirector: AP contact lost with Z0 Serigus O ] | ] || O O =] Ruckus Wireless...
= ZoneDirector: AP limit exceeded Critical O O O O O O Bl O Ruckus Wireless...
[] ZoneDirector: Cable Modem interfac... Serious O O O O ] W O L] Ruckus Wireless...
O ZoneDirector: ehlesh AP connected t. Serious O O O O O O [ O Ruckus Wireless..
[] ZoneDirector: eMesh AP disconnecte... Serious O 1 n| O [ [ ] O Ruckus Wireless...
[] ZoneDirector: eMesh AP disconnecte... Serious O O O O O [H| O O Ruckus Wireless...
Figure 27

4. To activate the imported alerts, select the respective checkbox in the Active column.
EventTracker displays message box.

Successfully saved configuration.

Figure 28

5. Click the OK button, and then click the Activate now button.
Note

You can select alert notification such as Beep, Email, and Message etc. For this, select the
respective checkbox in the Alert management page, and then click the Activate Now
button.

EventTracker *j 26
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Ruckus Wireless ZD Template

1. Logon to EventTracker Enterprise.

2. Click the Admin menu, and then click Parsing Rules.

PARSING RULE

- —
Parsing Rule Tempiate
phonefactar I] @
RRAS i @ Group : Ruckt
" 4 | ', TEMPLATE NAME TEMPLATE DESCRIFTION  ADDED BY ADDED DATE ACTIVE
SonicWALL Firewall V.. i =
=omet renllV f ZoneDirector: Access... Describes the sccesspoint. ETAdmin 5/4/2016 7:10:59 PM
Sonicwall UTM i @&
= ZoneDirector: Access... Describes the access p ETAdmi 5/2/2016 12:15:26 PM
Sophos Enterprise Co. i@ § i i
) o ZoneDirector: Admin... Describes the admin locke. ETAdmin 42802016 73058 PM [
Sourcefire i@
= ZoneDirector: Admin... Describes admin login anc g7, 5/3/2016 10:53:57 AM |Z|
Symantec Endpaint Pr.. | ..4_’ ETAdmin
- ZoneDirector: All vian... Ruckus = 532016 12:31:37 PM
Sysiog i@
ZoneDirector: FM use... Describes the flex master. gragmin S/2206 11:06:48 AM
Terminal Services i .ﬂ =
ZoneDirector: Interfa... Describes the additional TAdmin 4282016 4:11:11 PM
Terminal Senvices Lo.. T f -
ZoneDdrector: Service... Describes the ruckus confi. ='2@min 47292016 33754 PM
Trend Micro _| sf
Trend Micro Deep Sec.. i I o
Unigue-hash-Process T -4"
Figure 29

Ruckus Wireless ZD Flex Reports

1. Logon to EventTracker Enterprise.

2. Click the Reports menu, and then select Configuration.

3. In Reports Configuration pane, select Defined option.

EventTracker displays Defined page.

4. In search box enter ‘ZoneDirector’, and then click the Search button.

EventTracker displays Flex reports of Ruckus ZoneDirector

iy N W BEl § WEN " §

|
=
=]

-

EventTracker
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REPORTS CONFIGURATION

REPORT GROUPS

= Rudkus ZoneDirector

=

B

(=1

=

]

-

—

=

B

=1

™

SEPM

Snort

Sonicwall UTM

Sophos Enterprise Co..

Sophos UTM

Sickogr
Syslog

Teradata Database

Terminal Services

pog
afa

REPORTS CONFIGURATION : RUCH

@ie

LI TmEe

O ZoneDirector-WLAN group management

O ZoneDirector-All vian management status

[0 ikl ZoneDirector-Admin logon and logout success
O *1 ZoneDirector-Access point activity

[0 &x! ZoneDirector-FM user login failed

Figure 30

CREATHD ON

5/6/2016 3:34:45 PM

5/3/2016 2:41:36 PM

5/3f2016 2:14:56 PM

5/2/2016 5:03:38 PM

5/2f2016 12:55:59 PM

5/2/2016 11:38:48 AM

5/2/2016 11:09:08 AM

MODIFED ON

5/6/2016 6:05:33 PM

3/6/2016 7:10:28 PM

5/3/2016 230:51 PM

5/3/2016 23434 PM

51,2016 12:48:37 PM

S5/2/2016 11:38:48 AM

S/22016 11:23.32 AM

Qe =

Total: 16
e

Create Flex Dashboards in EventTracker

Schedule Reports

1.

Open EventTracker in browser and logon.

Wy EventTracker

Configuration
Dashboard

Explarer

Figure 31

2. Navigate to Reports>Configuration.

EventTracker *j
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REPORTS CONFIGURATION

O scheduled O Queved ® Defined

REPORT GROUPS
= phonefactor

= Ruckus ZoneDirector

B sepm

B snont

B sonicwanum

B Sophos Enterprise Co...

B Sophos UTM
B Syslog

2 teradata Database

pop
®H

@

=/

i @

@

@

@&

@

“-\_/

@

e ]

REPORTS CONFIGURATION : RUCKUS ZONEDIRECTOR
@me
[ TmE
[] %! ZoneDirectorWl AN management
[] ¥ ZoneDirector-Access point activity
0 ¥*1 ZoneDirector-All vian management status
O *1 ZoneDirector-Admin logon and logout success
mi - ZoneDirector-Access point management
0 1¥1 ZoneDirectorFM user login success

Figure 32

CREATED ON

5/5/2016 2:41:36 PM

5/4/2016 7:14:05 PM

5/3/2016 2:14:56 PM

50272016 5:03:38 PM

5/2/2016 12:55:59 PM

Y2016 1138:48 AM

Search

MODIFED ON

5/5/2016 2:42:58 P

5/5/2016 11:13:41 AW

5/3/2016 230:51 PM

S/3/2016 Z:34:34 PM

5/5/2016 11:11:33 AM

5/2/2016 11:38:48 AM

3. Select Ruckus ZoneDirector in report groups. Check defined dialog box.

4. Click on 'schedule’

&4

to plan a report for later execution.

Qe

Total: 16

OF=I:
o=k
oF=IE
O&E
oF=EC
O&EE

EventTracker
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REPORT WIZARD conce I <o W vecers
TITLE: [ZONEDIRECTOR-WLAN MANAGEMENT |
DGS
Review cost details and configure the publishing options. ) ===
Step B of 10 A 4 L L 4 L A%

DISK COST ANALYSIS

Estimated time for completion: D0:00:40{(HH MM:55)

Mumber of cab(s) to be processed:
Available disk space: 257 GB
Required disk space: 50 MB

Enable publishing option {Configure SMTP Server in manager configuration screen to use this option)
% Deliver results via E-mail
Notify results via E-mail
Ta E-mail [Use commal} to separate multiple e-mail recipients]

Update status via RSS | Select Feed

Shaow in none

Persist data in Eventvault Explorer

Figure 33

5. Check column names to persist using PERSIST checkboxes beside them. Choose suitable
Retention period.

6. Proceed to next step and click Schedule button.

7. Wait for scheduled time or generate report manually.

Create Dashlets

1. EventTracker 8 is required to configure flex dashboard.

2. Open EventTracker in browser and logon.

EventTracker *j 30
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Incidents

Attacks
Compliance
Event-O-Meter
Flax

Incidents

Crperations

Security

Figure 34
4. Navigate to Dashboard>Flex.

Flex Dashboard pane is shown.

FLEX DASHBOARD

Tithe

ZoneDirector WLAN .

Description

Dezcribes the WLAN group management

]
m
m
=
m

£

I
1

Figure 35

4. Fill suitable title and description and click Save button.

5. Click ™ to configure a new flex dashlet. Widget configuration pane is shown.

EventTracker *j
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WIDGET CONFIGURATION

WIDGET TITLE

Z0neDirector WLAN management

DATA SOURCE

NOTE

ZoneDirector-WLAN management
CHART TYFE DURATION VALUE FIELD SETTING AS OF
Stacked Column ~ 12 Hours COUNT W Now

AXIS LABELS [X-AXIS] LABEL TEXT

WLAN '.-.:’-f"4|:- Mame

S .

VALUES [Y-AXIS] VALUE TEXT
Select column
FILTER FILTER VALUES
Select column o e
LEGEND [SERIES] SELECT
Status s Al o~
| D created -“ D deleted
[O dissbied -|| [ enabied

Figure 36

Locate earlier scheduled report in Data Source dropdown.

6.
7. Select Chart Type from dropdown.
8

. Select extent of data to be displayed in Duration dropdown.
9. Select computation type in Value Field Setting dropdown.
10. Select evaluation duration in As Of dropdown.

11. Select comparable values in X Axis with suitable label.
12. Select numeric values in Y Axis with suitable label.

13. Select comparable sequence in Legend.

14. Click Test button to evaluate. Evaluated chart is shown.

EventTracker *j
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ZOMEDIRECTOR WLAN MAMNAG. ..

Senes: Status

i -
35

—
5
3 25
2T
15 |
10 |
5
U B
e
3° &
s 3
& &
ms
W created W deleted W disabled © enabled B meodified
created deleted disabled enahled modified
KGMarketing g KGMarketing g KGMarketing 8 KGMarksting ] KGMarketing ]
KGComputing 9 KGCompufing bl KGComputing 8
Figure 37

15. If satisfied, Click Configure button.

CUSTOMIZE WIDGETS

[] ZOneDirector WLAN management

Figure 38

16. Click ‘customize’ @ to locate and choose created dashlet.
17. Click ® to add dashlet to earlier created dashboard.

EventTracker *j 33
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Sample Flex Dashboards

1. Ruckus ZoneDirector: WLAN Group management

RUCKLS ZONEDIRECTOR WLAN GROUP MAMNA._ ..

Senes. WLAN Group Name

ZoO0®

Count
PR U - -

Group wise status

B KGComputing @ KGMarketing

Figure 39

EventTracker *j
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2. Ruckus ZoneDirector: Service Status

ZONEDIRECTOR SERVICE STATUS

doo®
Series: Status

30

25 ' |

20
§ 15 |
3 |

10 i

s ]

il - - . e _ -

a & B 4 § ) ei -
eo‘s‘o o‘pq g (@g {_&d‘ \de ‘é}s@‘ gdsd ep l\é'@
N &
o &
\‘S&”ﬁ Gas?) ‘ &6
%
Qd?
B changed to active state B Disable M disabled © Enable B enabled
Figure 40
3. Ruckus ZoneDirector: Access Point Activity
RUCKUS ZOMEDIRECTOR ACCESS POINT ACTIVITY @ (@] @ ®
Status: disconnects Status: joins Status: leave

W b4:fD:ab:30:-edcl W be:52bTocictf W Oc:3eDF22:01:f B bo52bT:ce:1c:8f W bd:flrab:30:ed:c0

Figure 41
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