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EventTracker: Integrate Windows PowerShell

Abstract

This guide provides instructions to enable Microsoft PowerShell logging for EventTracker.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise version
7.X and later, and PowerShell 3.0 and later.

Audience

Administrators, who wish to monitor PowerShell command or script execution using
EventTracker.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted to be
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting
the rights under copyright, this paper may be freely distributed without permission from
Prism, as long as its content is unaltered, nothing is added to the content and credit to Prism
/s provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Prism Microsystems, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product person or event is
intended or should be inferred.

© 2016 Prism Microsystems Corporation. All rights reserved. The names of actual companies
and products mentioned herein may be the trademarks of their respective owners.
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What is PowerShell?

Windows PowerShell is a task automation and configuration management framework from
Microsoft, consisting of a command-line shell and associated scripting language built on the
.NET Framework. PowerShell comes in two versions: Console and Integrated Scripting
Environment (ISE). PowerShell also features SSH like remote shell capability through Windows
Remote Management (WinRM).

EventTracker amasses and examines logs generated by PowerShell to help an administration
to monitor remote session’s establishment and execution of rogue scripts or commands.

Enable PowerShell logging
Enable PowerShell logging

1. Open Group Policy Editor in Windows.

- ~

\=] Local Group Policy Editor = | =] =
File Action View Help
e 7E = Bl T
[ Local Computer Policy | Windows Companents
| 4 (&l Computer Configuration | . Sethi n
T Corware SR g Windows PowerShell é ing
| Windows Settings | Windows Error Reporting
| 4 || Administrative Templates | | Windows Explorer
_ Contral Panel | indos Installer
| Metwark | 'Windows Logon Options
| Printers | windows bail
| Sstermn | Windows Media Center
| Wiindows Components | indows Media Digital Rights Management
= Al Settings | Mindows bedia Player
a i} U.ser Configuration | Mindows bessenger
- So.f't\m'are Settl.ngs | MMindows bMohility Center
- Wmd.mlms Selttmgs T Windows PowverShell |
| Administrative Templates i i e P
| Windows Rermote hanagement (MAinRk)
| Mindows Rernote Shell |
I indows Side Show 1
| Mindows Systern Resource Manager
| indows Update
Fl 10 F
\Extended ’,{Standard'/
Figure 1
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2. Navigate to Computer Configuration>Administrative Templates>Windows

Components>Windows PowerShell.

For PowerShell 3.0 and 4.0, settings are shown as follows:

#

|=f Local Group Policy Editor

File

Action  Wiew Help

»

a4

o9 | 7B =z H= 7T

Windows Error Reporting

| widindows Explorer
| Wfindows Installer
| Windows Logan Options
7 Miind ous Mail
| Windows Media Center
| Widindows Media Digital Rights b
| wifindows Media Player
| Widindows Messenger
| Windows Mobility Center
| Windows PowerShell
= Windows Reliability Analysis
| Windows Rermote Management
| Windows Rermote Shell
| Windows SideShow
| Wdindows System Resource Manz
| Windows Update
[ Al Settings
Iser Canfiguration
| Software Settings
| Windows Settings
| Adrministrative Templates

UL F

-

m

~ Windows PowerShell

Select an item to view its description,

Setting

(2] Turk on Module Logging

2| Turn on Script Execution

|iz] Set the default source path for Update-Help

\ Extended f(‘Standard f

3 setting(s)

Figure 2

For PowerShell 5.0, settings are shown as follows:

EventTracker *j
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File Action View Help
L A 1ol REAN 7 N1 4

| Windows Calendar ~ || Setting State
] Windows Color System
| Windows Customer Experience Improvement Progr
] Windows Defender
| Windows Error Reporting
] Windows Installer
] Windows Logon Options
1 Windows Mail
] Windows Media Center
] Windows Media Digital Rights Management
] Windows Media Player
| Windows Messenger
[ Windows Mobility Center
| Windows PowerShell
] Windows Reliability Analysis
» || Windows Remote Management (WinRM]
] Windows Remote Shell
] Windows Update
| Work Folders
[y All Settings
wer Configuration
| Software Settings vl € 3

i=| Turn on PowerShell 5cript Block Legging Mot configured
Turn on Script Execution Mot configured
Turn on PowerShell Transcription Mot configured
Set the default source path for Update-Help Mot configured

WO

< > Extended }, Standard /
5 setting(s)

Figure 3

3. Click Turn on Module Logging setting.

EventTracker *j 6
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s

A Turn on Module Logging

E: Turn on MModule Logging

Mot Configured Comment:
@ Enabled

Dizabled

Options:

Mext Setting

supported 000 a4 jeast Microsoft Windows T or Windows Server 2008 family

Help:

To turn on logging for one ar mmore modules, click
Shiowy, and then type the module names inthe list,
Wifildcards are supported.,

tdodule Mames: Show...

To turn on logging for the Wfindows PowerShell
core rmodules, tepe the following module names in
the list:

kicrozoft,Powershell*

Ficrosoft. Wi Shan.Management

This palicy setting allows you to turn on loggqing for
Windowes PowerShell modules,

If wou enahble this policy setting, pipeline execution events
for mermbers of the specified rodules are recorded in the
Windows Powershell log in Bvent Wiewer, Enabling this policy
setting for a module is equivalent to setting the
LogPipelineExecutionDetails property of the maodule to True,

If wou disable this policy setting, logging of execution events
is disabled for all Windows PouwerShell rmodules, Disabling this
palicy setting for a rmodule 15 equivalent to setting the
LogPipelineExecutionDetails property of the maodule to False,

If this policy setting is not configured, the
LogPipelineExecutionDetails property of a module ar snap-in
deterrnines whether the execution events of a rmodule ar snap-in
are logged. By default, the LogPipelineExecutionDetails property
of all modules and snap-ins is set to False,

m

[ Ok ” Cancel H Apply

3. Select Enabled.

Figure 4

4. In Module Names section, select Show to enable logging for selected modules.
5. Configure Module Names as shown below.

EventTracker 7
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Show Contents | =l £8 |

todule Mames:

| alue

» Microzaft PawerShell *

Micrazaft WSk an Managenent

Active Directany

[ 0K ] [ Cancel

Figure 5
6. Select OK and Apply to save the changes.
NOTE-

e Itis not advised to enable script logging options as it might result into high log volume.
e Select value as "*in Module Names pane to enable logging for all available modules.

Configure Event viewer

1. Open Event Viewer in Windows.

EventTracker *j 8
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| Micrasoft-IE
7 Microsoft-IEDVTOOL
= Microsoft-TEFRAME

4 '—| Saved Loo

Opens an existin

H hlicr Open Saved Log...
H Micr Create Custom Yiew..,
H Ml;r Import Custorm Wiews,,
24 Subscrip
Wi 4
Refresh i
< I 3
Help 3

@ Event Viewer 5 |-
File  Action Wiewr Help
L I
@ Ewent Wiewer (Local) Saved Logs Actions
& Custorn Wiews -
T Saved Logs -
n Windows Logs Name 2
a3 Applications and Services Logs Microsoft-¥ifindows-PowerShell¥%40peratic| | 7= Open Saved Log...
§5] Hardware Events ticrosoft-Windows-WinRM¥%40perational ¥ Create Custorn Yiew..,
§5] Internet Explarer . Micrasoft-Windows-PowerShell?edanalytic; Tmport Custorn Yiews..
é.—| Key Management Service
5] Media Center Wiew 4
I Micrasoft i Refresh
w| Microsoft Office Alerts
= . . Help 4
§5] Symantec Endpaint Protection Client
é.—| TechSmith ~
] Windows PowerShell
Help

2. Right-click Saved Logs and select Open Saved Log... option.

Figure 6

3. Navigate to C:\Windows\System32\winevt\Logs and select following logs.
a. Microsoft-Windows-PowerShell%40perational.evtx
b. Microsoft-Windows-WinRM%40Operational.evtx

EventTracker *j
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Cpen Saved Log ﬁ

Marme

Description

Select where to display the external log:

[=)- Event Wiewer i Qi
i Saved Logs
Cancel

[ew Folder

All Users

Figure 7

4. For both log types, compose Open Saved Log dialog settings per convenience.
5. Select OK to confirm.

] Event Viewer = | @ .

File &ction  Wiew Help
5|5

2] Event Viewer (Local)
b [ Custorn Views

» Windows Logs Level Date and Tirne Source EventID Task Category it
4 [ Applications and Services Logs E
2] Harcware Events (DInformation  1/4/2016 06:3%:26 P PowerShall (Microsoft-Windows-PowerShell) Executing Pipeline
] Intemet Explorer (DInformation  1/4/2016 06:3%:26 PM PowerShal (Microsoft-Windows-PowerShell) 4103 Exacuting Pipeline
2] Key Management Service (Dinformation 1472016 06:38:26 P PowerShell (Micrasoft-Windows-PowerShell) 4103 Executing Pipeline
[ Medla Center (Dinformation 1472016 06:38:26 P PowerShell (Micrasoft-Windows-PowerShell) 4103 Executing Pipeline
b = Microsoft (DInformation 1472016 06:3%:26 P PowerShell (Microsoft-Windows-PowerShell) 4103 Executing Pipeline
[ Micrasoft Ofice Alerts (DInformation  174/2016 06:3%:26 P Powershell (Microsoft-Windows-PowerShell) 4103 Executing Pipeline
(5] Symantec Endpoint Protection Client (DInformation  174/2016 06:3%:26 PM PowerShell (Micrasoft-Windows-PowerShell 4103 Executing Pipeline
] TechSmith (Dinformation  1/4/2016 06:33:26 PM Powershell (Microsoft-Windows-PowerShell) 4103 Executing Pipeline
] Windaws Powershel (Dinformation 16472016 06:38:26 PV PowerShell (Microsoft-Windaws-Powershell) 4103 Ececuting Pipeline
b [ Microsaft 12 (DlInformation /472016 063926 PM FowerShell (Microsoft-Windows-PowerShel]) 4103 Executing Pipeline il
b 7 Microsoft-EDVTOOL =
b I Microsoft-IEFRAME ] = 0
a [ 2 Saved Log Event 4103, PowerShell (Microsoft-Windaows-PowerShelly X

fid Microsoft-Windaws-PowerShellZ40perational

fed Microsoft-Wirdows-WinRMZ&d0perational General | Detsils
Microsoft-Windows-PowerShellZdanalytics
-d Subscriptions PararneterBinding(Out-Null): name="InputObject”; value="False" o
L]
Context: il
Sasrarit = Tnfrrmatinnal

Log Mame: Mlicrosoft-Windows-PowerShell/Operational
Source: PowerShell (Microsoft-Wind Logged: 174/2016 06:39:26 PM
EventID: 4102 Task Cateqory:  Executing Pipeline
Lewvel: Information Keywords: MNone
User: BT Computer: GUOE Toons.local
OpCode: To be used when operation i
More Information:  Event Log Online Help

Figure 8
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6. PowerShell and WinRM logs can be observed in the right pane.

Configure EventTracker Event Filter

1. Launch EventTracker Control Panel.

TI EventTracker Control Panel

r—
B £° 5| By (&
1 —_— i
H L N
5 &
EventVault Diagnostics License Export Import Append
Manager LHility Archives
Iﬁ % I :_. ﬂ; Q
EventTracker | Traffic Analyzer Agent SCAP Profile Port
Agent Confi___ Manageme._.. Editor Configuration
TrapTracker Change Audit About
EventTracker
E-mail: support@EventTracker.com

- 52 |
IEVEEEI,'&EI&E; 7 Control Panel 8 l
' . il

Figure 9

2. Double click EventTracker Agent Configuration.

EventTracker *j

Secure. Comply. Succeed.

11



EventTracker: Integrate Windows PowerShell

- ~

kd EventTracker Agent Configuration ' =

File Help

Select Systems
|GIJDE ﬂ Agent based system

r |

Manager destinations:
|GLIDE

Services ] Log Backup l Frocesses ] Metwark Connections l
Logfile Monitar File Transfer Config Aszessment ] ayzlog FTP zerver ]

I anagers Ewert Filters System Maonitor l tanitar Apps l

“'ou can choaose tao filter out events that are not required. Once the filter iz set,
all events matching the filter criteria will not be zent to the EventTracker
tanager. You can alzo configure advanced filker options such as to zend only
specific events or chaoze to filker out zpecific events.

Event Types
| Event Logs - -
[ &pplication [ Er]
[ HardwareE vents [ whaming
[ Intermet Explaorer ¥ Information
[ KeypManagement Service W Audit Success
] Media Center || T 2udt Eaiue
M1 Nalerts -
e m | 3 [ Critical
[ Verbose

[ Ernable 51D Translation
Event Description: ¢~ Classic (% XML

| Filter Exception I AdxancedFiItersl

Figure 10

3. Navigate to Event Filters>Filter Exception.

-
i Filter Exception [ = g
ol can chooze to monitor specific events if they match a filker critenia. Specify the details of the
events that you would like to monitar,
E xariple: Y'ou may want bo filker out all Information events other than thoze received from the Web
Service. Todo this, set the Information filter and add a Filker Exception with Event Source as Web
S ervice,
Ewvent Type | Category | Event 1D | Source | Uze =
Infarmation 1] 3240 EventTra...
1] 2257 EventTra...
Infarmation 1] 3222 EventTra...
Infarmation 0 322 EventTra...
Infarmation 0 3212 EventTra... =
' Infarmation 0 3203 EventTra... |
Infarmation 0 3242 EventTra...
Infarmation 0 3235 EventTra...
Infarmation 0 3237 EventTra...
Inknrmatinn n 2n4n FuentTra 3
] | 1 | 3
Mew Edit Delete Find
Figure 11

4. Click New and compose Edit Event Details. Configure settings for relevant events as shown
below.

EventTracker *j 12
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Event ID - 4103

Event ID - 4100

I Edit Event Details [

— Event Details [empty field implies all matches)
Log Type :

Ewent Type : Ewent 1D :

I Inforrmation ;l |41 03 [
Category : Match in User :

C |

Match in Source
Match in Ewent Descr

"Match in Event Dezcr'' field can take muliple stings separated with & or ||

- & stands for AND condition. - || stands for OR condition.

For negating the result of match operation, prefis the sting with "[$HOTE]" If there are

multiple strings, then the result of the whole espreszion iz negated. Only one "[$MOT$]"
should be uzed in the string.

E sarmple:

The string "[$M0T$Logon Type: 4lLogon Type: 5" will match all events that DO NOT

contain "Logon Type: 4" or "Logon Type: 5" in the dezcription.

For more information click here.

| ak I Cancel

Figure 12

-

K Edit Event Details [T

— Ewent Detailz [empty field implies all matchesz)
Log Type:

Event Type Event [T

Category : Match in User :
[0 |

Match in Source

Match in Event Descr :

"Match in Event Descr' field can take multiple strings separated with && ar |,

- &k stands for AMD condition. - [l stands for OR condition,

Faor negating the result of match operation, prefis the string with "[3NOT$] If there are
multiple strings. then the result of the whale expression iz negated. Only one "[$HOT$]"
should be uzed in the string.

Exarmpls:

The string "[$MOT$]Logon Tepe: HlLogon Tepe: 5" will match all events that DO MOT
contain “"Logon Type: 4" or "Logon Type: 5" in the description.

For more information click here.

‘Warning | |#100 |

| 0K I Cancel

Figure 13

EventTracker
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EventID - 6

K Edit Event Details [

— Ewent Details [empty field implies all matches)
Log Type:

Event Tupe Ewvent |0 :

Ilnformation ;I[ IB [
Category : Match in User :

o |

Match in Source :
Match in Event Descr

"Match in Event Deszcr' field can take multiple stings separated with && or ||.

- &k stands for AND condition. - [l stands for O condition.

For negating the result of match operation, prefis the: sting with "[$HOT ] 1f there are

multiple stingz, then the result of the whole expression iz negated. Only one "[$MOT$]"
should be uzed in the string.

Example:

The string "[$HO0T$]Logon Type: 4llLogon Tepe: 5" will match all events that DO HOT

cotitain "Logan Type: 4" or "Lagon Type: 5" in the description.

For more information click here.

| ak I Cancel

Figure 14

EventID - 8

K Edit Event Details [

— Ewvent Details [empty field implies all matches)
Log Type :

Event Tupe Event D
Infarmation ;I[ ||3 [
Cateqary : Match in User :

[0 |
Match in Source :
Match in Event Descr

"Match in Event Descr field can take multiple stings separated with &8 or ||,

- &k stands for AND condition. - || stands for OF condition.

For negating the result of match operation, prefis the string with "[$MOT$]" If there are

raultiple stings, then the result of the whols expression i negated. Only ane "[SNOTS]"
should be used in the sting.

Example:

The string "[$NOT$]Logon Type: dlllogon Type: 5 will match all events that DO MOT

contain "Logon Type: 4" or "Logon Type: 5" in the description.

Eor more information click here.

| QK I Cancel

Figure 15

EventTracker j
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Event ID - 161

-

I Edit Event Details [

— Event Details (empty field implies all matchesz)

Log T,

Event Type : Ewvent |01 :
Error LI I'I E1 [
Category Match in User :

Io |
Match in Source
Match in Event Descr

"Match in Event Descr' field can take multiple strings separated with && ar ||

- b stands for AND condition. - [ stands for OR condition.

For negating the result of match operation, prefis the string with "[$MOT$]" 1f there are
rmultiple strings. then the result of the whale expression is negated. Only one "[$MOT $]"
should be uzed in the sting.

Ewample:

The zting "[$MOT$]Logon Type: Hlogon Tepe: 5 will match all events that DO KNOT

contain "Logon Tppe: 4" or "Logon Type: 5" in the deszcription.

Eaor mare infarmation click. here.

I ok, I Cancel

Figure 16

Event ID - 169

-

I Edit Event Details S

— Event Details [empty field implies all matches)
Log Type

Event Type : Ewvent 1D :
IInformation ;I |1 [52]
Categaory : tdatch in User :

C |
Match in Source :
Match in Event Descr

"t atch in Event Descr' field can take multiple ztrings separated with & or ||

- #e stands for AND condiion. - || stands for OF condition.

For negating the result of match operation, prefis the sting with "[$MOTE] If there are

multiple stings, then the result of the whole expression is negated. Only one "[$MOT$]"
should be uzed ik the string.

Ewarnple:

The string "[$MOT$]Logon Type: dlLogon Type: 5" will match all events that DO NOT

contain "Logon Tupe: 4" or "Lagon Type: 5" in the description.

For more infarmation click, here.

Figure 17

EventTracker j
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5. Review the changes and click OK to confirm.

-

File  Help

L EventTracker Agent Configuration

Select Systerms

|GLIOE

-

ﬂ Agent bazed sustem

Manager destinations:

P

L Filter Exception

E e |

o can choogze bo monitor specific events if thep match a filker criteria. Specify the details of the
events that pou would like to monitor,
E xample: ou mag want to filker oot all Information eventsz ather than thoge received from the Web
Service, Todo this, zet the Information filker and add a Filker Exception with Event Source as Web
S ervice.
Log Type Ewvent Type Cateqgorny Event 1D -
Audit Success 0 B1E
Audit Success 0 513
Audit Success 0 512
Microzoft-windows-WinB kO perational |nfarmation 0 E
Micrazaft-windows-WinFk /O perational Errar 0 161
Microzoft-windows-WinFRk /O perational Infarmation 0 169
Microzoft-windows-winB kO perational Infarmatian I} 8
Microzoft-windows-PowerShell/Operational W arming 0 4100 K|
Microzoft-windows-PowerShell/Operational - Information 0 4103 [
4| mn k
Mew Edit Delete Find
b T T
[ Yerbose

[~ Enable SID Translation

Event Description: ¢ Classic

¢ =ML

Filter Exception | Advanced Filters |

Save

Cloze

Figure 18

6. Click Close and Save to apply the changes.

EventTracker Knowledge Pack (KP)

Once logs are received in to EventTracker, Alerts, Reports and Dashboards can be configured
into EventTracker. The following Knowledge Packs are available in EventTracker to support

Windows PowerShell monitoring.

EventTracker

Secure. Comply. Succeed.
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Reports

1.

Windows PowerShell-Command execution details— This report provides information
related to command execution on PowerShell which includes User Name, Host Type,
Command Executed and Command Parameters fields.

Windows PowerShell-Script execution details— This report provides information related to
command execution through script on PowerShell which includes User Name, Host Type,
Script Path, Command Executed and Command Parameters fields.

Windows PowerShell-Command execution error details— This report provides information
related to command execution errors by script or CLI on PowerShell which includes User
Name, Host Type, Script Path, Command Executed and Command Parameters fields.

Windows PowerShell-Remote session creation details— This report provides information
related to PowerShell remote session initialization which includes Computer, User Name
and Remote Host fields.

Windows PowerShell-Remote session authentication success details— This report
provides information related to successful PowerShell remote session authentication
which includes Computer, Remote User Name and Authentication Method fields.

Windows PowerShell-Remote session authentication failure details— This report provides
information related to unsuccessful PowerShell remote session authentication which
includes Computer, Event User and Reason fields.

Alerts

1.

Windows PowerShell: Command execution failed— This alert is generated when command
execution on PowerShell fails.

Windows PowerShell: Remote session initiated- This alert is generated when PowerShell
remote session is initialized.

Windows PowerShell: Remote session user authentication failed— This alert is generated
when PowerShell user authentication fails.

Filter

1.

Windows PowerShell-EventTracker script filter- This filter excludes events generated by
EventTracker scripts.

EventTracker j 17
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Import Windows PowerShell Knowledge
Pack into EventTracker

1. Launch EventTracker Control Panel.

2. Double click Import Export Utility, and then click the Import tab.

‘} EventTracker Control Panel = G

EventTrackerﬁ

Secure, Comply. Succeed.

Control Panel

8
B F? &l R |2

j ; — -
EventYault Diagnostics License Export Import Append
Manager Lhility Archives
EventTracker Traffic Analyzer Agent SCAP FProfile Port
Agent Confhi... Manageme... Editor Configuration
TrapTracker Change Audit About
EwventTracker

E-mail: support@E ventTracker.com

Figure 19

Import Parsing Rules, Alerts, Reports and Filter as given below.

Import Parsing Rules

1. Click Token Value option, and then click the browse D button.

2. Locate All Windows PowerShell group of tokens.istoken file, and then click the Open
button.

EventTracker *j 18
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Export | Import

% Export Import Utility

Optiohs
() Category

() Filbers

) Alerts

") RSS Feeds

) Reports

{® SCAP

@ TokenValue

() Systems and Groups

() Behavior Rules

Location

Sounce

“istoken

1. Provide the path and file name of token walue file, Uge the *..." button to brovwse and locate the import file.
2. Click the Impart buttan

Irnpirt ] ’ Cloze

3. Toimport token value, click the Import button.

Figure 20

EventTracker displays success message.

Export Import Utility

Figure 21

4. Click OK, and then click the Close button.

Import Alerts

1. Click Alerts option, and then click the ‘browse’ EJ button.

EventTracker
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2. Locate All Windows PowerShell group alerts.isalt file, and then click the Open button.

'L Export Import Utility = P

Expart | Impart

1. Provide the path and file name of the Alerts file, Use the '..." button to browse and locate the impaort: file,
2. Click the Import button,

Options Lazation

() Cateqgory

() Fikers Import E-mail zettings

@ Alerts Set Active
Thiz zetting iz applicable only for imports from Legacy
[wEs] &lert files. For v7, the active statuz will be zet

_ based on “Active’ key available in the configuration
(1 By default section.

) @ Only if notifications set
| Systems and Groups

) RASS Feeds
) Reports Source :

* izalt D
1 Behavior Rules

) 5CAP

1 TokenValue

Impart ] l Cloze
Figure 22
3. Toimport alerts, click the Import button.
EventTracker displays success message.
Export Import Utility %

Figure 23

4. Click OK, and then click the Close button.

EventTracker *j
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Import Flex Reports

1. Click Reports option, and then click the ‘browse’ D button.
2. Locate All Windows PowerShell group reports.issch file, and then click the Open button.

~

Py Export Import Utility = =

Export | Import

1. Pravide the path and file name of Schedule Report file. Use the *.." button to browse and locate the impart file.
2. Click the Impart button
Mote ; If report(z] contains template, first import template and proceed with exportimport utility,

Options Location

() Categom

(") Filters

) Alerts @ Legacy [izsch) ) Mew [* etors)

() Systerns and Groups Source

) “iszch E
() RSS Feeds

@ Reports

) Behavior Rules

) SCAP

() TokenValue

Import l [ Claze

Figure 24

3. Toimport scheduled reports, click the Import button.

EventTracker displays success message.

I .t

Export Import Utility S

| Selected reports configurations are irported successfully,

Figure 25

4. Click OK, and then click the Close button.

EventTracker *j
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Import Filters

1. Click Reports option, and then click the ‘browse’ D button.

2. Locate Windows PowerShell Filter.isfil file, and then click the Open button.

"% Export Import Utility

Export | Import

= 2

2. Click the Impart buttan

Optians Location

() Category

@ Filters

) dlerts

() Systemns and Groups Source
) * iafil
() RSS Feeds

) Reparts

1 Behavior Rules

) SCaP

) Token Value

1. Pravide the path and file name of the Filkers file. Uze the *..." button to browse and locate the impart file.

|mport ] ’ Close

Figure 26

3. Toimport filters, click the Import button.

EventTracker displays success message.

Py

Export Import Utility

Figure 27

4. Click OK, and then click the Close button.

EventTracker *j
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\Verify Windows PowerShell knowledge
pack in EventTracker

Verify Parsing Rules

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Parsing Rule.

3. In Token Value Group Tree to view imported token values, scroll down and click Windows
PowerShell group folder.

Token values are displayed in the token value pane.

PARSING RULE

—
Farsing Rule Template

OKTA 550 indaws Fawersh. ..

TakenAalue  Display name |Z| Gruup:'-- )
OpenDrs

-
DISPLAY NAME TOKEN NAME TAG SEPARATOR TERMINATOR —

Fala Alta Firewall

Arcaunt Damain Arcaunt Damain Damain Mame : n
FhaneFactar

[

. Arcaunt
Arcaunt Mame Was Laocked Out: User Mame Tame: '

Snart ID&

Sanicwall UTh AD Objert Mame Object Mame AD Objert Mame n

Sophas Enterprise Ca...

-

authenticated using authenticatian

.f\‘ut‘hke n}il:atiun
Symantec Endpaint Pr... I

ADD RULE DELETE FACHYE TO GROLIP TOREN-WALLUE WIZARD
Syslog

Terminal Services
Trend dicra
Whitwiare

WatchGuard AT M

m

Websense Wk

Windaws DhS Server

& & 8 8 &8 & & § &8 &8 &8 &8 8 8 & &

Windcws PowerShell

Figure 28
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Verify Alerts

1. Logon to EventTracker Enterprise.

2. Click the Admin menu, and select Alerts.

3. In Search field, type ‘powershell’, and then click the “4 button.

Alert Management page will display all the imported PowerShell alerts.

ALERT MANAGEMENT Search by Alert name |z| powershell 2Q
+ ACTIVATE MiCh! Click ‘Activate Now' after making all changes Total: 3\] Page Size 25 |Z|
S

REMEDIAL REMEDIAL
FORWARD FORWARD “g/rinp ACTION

[ ALERT NAME THREAT ACTIYE E-MAIL MESSAGE RSS — AS = A olr A APPLIES TO
D Windaws PowerShell: Cammand ex... High D D D D D D D Windaows Fowers...
[]|¥indaws Pawershell: Remate sessi... High F = = E ] ] E Windaws Powers..
[]|#indmws PowerShell: Remate sessi... High [ ] [l 0 0 0 0 iindaws Pawers...
DELETE
Figure 29
4. To activate the imported alerts, select the respective checkbox in the Active column.
EventTracker displays message box.
Successfully saved caonfiguration.
Figure 30
5. Click OK, and then click the Activate Now button.
NOTE: Please specify appropriate systems in alert configuration for better performance.
Verify Flex Reports
1. Logon to EventTracker Enterprise.
EventTracker 4§ 24
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2. Click the Reports menu and select Configuration.
3. Select Defined in report type.
4. Toview imported flex reports In Report Groups Tree, scroll down and click Windows

PowerShell group folder.

Imported reports are displayed in the Reports Configuration pane.

REPORTS CONFIGURATION

_ _ ) oo -
O scheduled © Queued @ Defined Search b S W 55 |
REPORT GROUFRPS "E'Z“Z FEFORTS COMFIGURAT IOR | Wl DOWS FOWERSHELL
b = T 2 I/T tal 5\|
Securit #+) . otal:

b iy D Ul & ' /
j Campliance E

7] TITLE CREATED ON MODIFIED ON
r’ Operatians _

D 1 wyindaws Powershell-Eemate Sessian authenticat. . J2/2302016 Q4:46:24 B 271 Br2016 02:00:05 P W) & ]
..’ Flex
. L Efs windows PowerShell-Remote sessian creation de... [2/32016 04:30:24 P 20 B/2016 020014 P (7) & *
= L I & -
= amazan web Services 1 fﬁ I [C1{s¥ windaws PowerShell.Cammand execution errar d... [2/3/2016 02:00:24 PM 27372016 Q5:06:46 PM 'E' & ]
E * Apache Web Server j' lf

(1|5 wvindaws Pawershell-5eript executian detsils 27372016 03:51:02 PM - 27372016 05:05:32 PM .E. &
= Barraruda Message Ar.. il fﬁ
e . . ] windmws PowerShell-Cammand exerution details  [2/3/2016 03:43:1 6 P 2372016 05:0436 P (1) 51 [+
= Barracuda 5pam Firew... Il (.ﬁ ==
= Barratuda ssLvPn I &
= Centrify Senver Suit.. 1 lf
= check Paint [ &

Figure 31

Verify Event Filters

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and select Event Filters.

3. In Search field, type ‘powershell’, and then click the &4 button.

Event Filters page will display all the imported PowerShell filter.

EventTracker j
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EVENT FILTERS seareh
+ ACTIVATE MOW  Click rtivate Now' after making all changes Fage 5ize 23 |Z|

FILTER NAME ACTIVE DESCRIFTION

Cisca AS4 Deny Events Filter g:?;?:?a?i?:ll:ﬁtsarggﬂ?r%ﬂate systems in Systems pane farwhich filter
\Pvaid Filter aP:;FﬁisE%tsi%I:tits‘?ggﬂmlgate systems in Systems pane farwhich filter
Fala Alta cannectian denied g:?;?:?a?i?:ll:ﬁtsarggﬂ?r%ﬂate systems in Systems pane farwhich filter

I FowerShell-EventT mcker script filter 7 Ipriispl'lsl?er discards Fawershell events penemted by EventTracker

\JDF Ciemy Packets Filter g:?;?:?a?i?:ll:ﬁtsarggﬂ?r%ﬂate systems in Systems pane farwhich filter

DELETE

Figure 32

4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays message box.

Status updated successiully,

FPrevent this page from creating additional dialogs

Figure 33

5. Click OK, and then click the Activate Now button.

NOTE: Please specify appropriate systems in filter wizard for better performance.

Create Dashboards in EventTracker
Schedule Reports

1. Open EventTracker in browser and logon.

EventTracker 7 26
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My EventTracker

Configumation
Da=shboard

Explarer

Figure 34

2. Navigate to Reports>Configuration.

REPORTS CONFIGURATION

) ) . ~ .
@ ccheduled © Quened Search Qe { [E]

REFORT GROUPS "‘:” 574 REFORTS COMNFIGURAT IOM il I DO0WS FOWERSHELL
- - — -
7 Serurity = ,5"?, Total: E\I

e \ J
j Campliance =

[ TITLE CREATED ON MODIFIED ON
3 Operatians . _

[ Ik1 Windaws PowerShell-Remate session authenticat. § 201 B/2016 O3:08:28 FM 20 B/2016 03:21:40 P (1) & 13
? Flex
. S O|s ‘Wind mws PawerShel-Remate sessian authenticat. | 2/3/2016 04:48:24 PM 271 B2016 03:22:16 P (1) & 1+
= sioa0c @& -
[ smazan web senvices 1 ff I ] 1 Windmws PawerShell-Remate sessian creation de. | 2372016 0430:24 PM 201 B/201 6 02:10:14 P :z: & 1 [+
= Apache Web Senver (f

[CI)57 windaws PawerShell-Cammand execution errar d..| 2/3/2016 04:00:24 P 2/3/201 6 05:06:45 PM :E: & 13
2 Barraruda Message Ar.. _ (f
L. ) o D T Windmws FaowerShell-5cript execution details 232016 03:51:02 PM 2035200 6 05:05:32 PM :T: & ] [+
= Barratuda Spam Firew.. [l {g - =
= Barraruda S5L VPN I & [CIf%s windaws PawerShell-Cammand execution details | 2/3/2016 02:43:16 PM 27372016 050436 P (1) 5714
5 centrity serversuit.. ] @
= check paint i @&

Figure 35

3. Select 'Windows PowerShell'in report groups. Check defined dialog box.

H 1 [ ] H
4. Click on ‘schedule’ “ to plan a report for later execution.

EventTracker *j 27
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REPORT WIZARD CAMCEL || «BACK

TITLE: WINDOWS POWERSHELL-REMOTE SESSION CREATION DETAILS
LOaEs

Feview cast details and canfigure the publishing aptians,
Step B af10

D Sk COST ANALYSIS

Estimated time far campletian: 00:00:3B(HH: M55}
Mumber af cab(s) ta be processed: 4

Auvailable disk space: 184 GE

Fequired disk space: 50 MEB

Enatle publishing aptian {Canfigure SMTF Server in manager canfiguratian screen ta use this aption)
@) Deliver msults via E-mail

Matify esults wia E-mail

Ta E-mail [Use cammai) ta separate multiple e-mail recipients]

Update status via RS  Select Feed |Z|

Shaw in none |Z|

Fersist data in Eventwault Explarer

Figure 36

5. Choose appropriate time for report execution and in Step 8 check Persist datain
Eventvault explorer box.

MEXT =

EventTracker *j
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REPORT WIZARD

TITLE: WINDOWS FOWERSHELL-REMOTE SES5I0M CREATIOR DETAILS
CATA PERSIST GETAIL

CANCEL + BACK MERT =

Select calumns to persist

Step 9 af10
RETENTION SETTING
Fetention period: 7 days | )

[Tl persist in database anly  [Reparts will mot be published ard will only be stoed in the respective databasaf

SELECT COLUMMSE TO PERSIST

COLUMMN NAME PERS5IST
Camputer
Event User
Femate Hast

Figure 37

Check column names to persist using PERSIST checkboxes beside them. Choose suitable
Retention period.

7. Proceed to next step and click Schedule button.
8. Wait for scheduled time or generate report manually.

Create Dashlets

1. EventTracker 8 is required to configure flex dashboard.
2. Open EventTracker in browser and logon.

EventTracker j
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Incidents

Attacks

Carnpliance

Event-0-Meter
Flex

Incidents
MHews
Dperations

Security

Figure 38

3. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

Dashboard Incidents Behawicr Search Reports Iy EventTracker Change Audit o essment

FLEX DASHBOARD @IIBONO

Figure 39

4. Click ® to add a new dashboard.
Flex Dashboard configuration pane is shown.

FLEX DASHBOARD

Title

windows PowerShell

Description

Windows PowerShell 3.0 and later

S5AWE DELETE CANCEL

Figure 40

EventTracker *j 30
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5. Fill fitting title and description and click Save button.

6. Click ™ to configure a new flex dashlet.
Widget configuration pane is shown.

WIDGET CONFIGURATION

WIDGET TITLE NOTE

Windows PowerShell-Rernote session created in last 24 a

DATA SOURCE
Windows PowerShel-Remote Session Creation Detals B
CHART TYPE DURATION YALUE FELD SETTIMNG  AS OF

Donut 12 Hours E| COUMNT Recent H

AX|S LABELS [X-AHIS] LABEL TEXT

Rermnate Host

VALUEE [Y-AXIE] WALUE TEXT
Select colurnn
FILTER FILTER YALUES
Select colurnn |z|
LEGEMD [SERIES] SELECT
Evenfliser Al
EES I D

TEST COMFIGURE CLOSE

Figure 41

7. Locate earlier scheduled report in Data Source dropdown.
8. Select Chart Type from dropdown.
9. Select extent of data to be displayed in Duration dropdown.
10. Select computation type in Value Field Setting dropdown.
11. Select evaluation duration in As Of dropdown.
12. Select comparable values in X Axis with suitable label.
13. Select numeric values in Y Axis with suitable label.
14. Select comparable sequence in Legend.
15. Click Test button to evaluate.

Evaluated chart is shown.

EventTracker j
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WIHDOWS POWERSHELL-REM...

EvertUser: John Ewventlzer: Mark

B mgrizivsman M https:ps.charepoint.comipomershell B esxwinzk 1 2rivmdiisman B mgrdiwzman B https:ips.outlook.comipowershell B https:ips yne .comipowershell
esxwinZk12rivm7insman B esxwinZk12r2vm2ivsman esxwinZk12rivm2insman
John LTEL
LABEL COUNT LABEL COUNT
mgriZineman 1 mygrkiEman 1

https:ifpzs. outlo ok comspowe rshell 1
https:ifps. lync comipomne shell 1
esainZk] 2 2vm2Avsman 1

https:ifps.share point. comdpomershell
esauinZk] 2 r2vmBAusman
esauinZk 2 r2vmT Awsman
esauinZk 2 2vm2Avsman

Figure 42

16. If satisfied, click Configure button.

CUSTOMIZE WIDGEETS

D Windaws Powershell-Camman. .. D Windaws Fawershell-Camman... D Windmws FPowerShell-Remate 5. D Windaows Fawershell-Remate .. |

[C] windaws Pawershell-5cripts Ex...

Figure 43

17. Click ‘customize’ @ to locate and choose created dashlet.

18. Click to add dashlet to earlier created dashboard.

EventTracker *j 32
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Sample Dashboards

¢ Windows PowerShell-Remote session created in last 24 hrs

WINDOWS POWERSHELL-REMOTE SESSICM CREATED IM LAST 24 HRS & © (5) @

EvertUser: John EvertUser: Mark

B mgriziwsman M hitps ps sharepoint.comdpowershell M esxwingk i Zr2vmiwsman B mgrdwsman B hitps Hps outlook .comdpowershell B https:Ups . lyne comipowershall
esxwinZk12ZrZvm?wsman B esxwinZk12r2vmliwsman esxwinZk12rZvm2wsman

02403 0:45 - 02703 16:45
Figure 44
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Sample Reports

¢ Windows PowerShell-Command execution error details

Windows PowerShell-Command execution error details

Command

Computer User Hame Script Path Executed Error Details

0272972016 02:47:59 PM ADMINIm Windows ChDownloads'Healt Out-File Error Mezsage = Could not
PovverShell  hCheck pe find a part of the path
|SE Host 'CHScriptziTest him'.

Fully Qualified Errar ID =
FileDpenFailure Microzoft Po
werShel Commands . OutFile

Command
0272972016 02:49:09 P MGR23 A DI Windowes ChDowenloads'Healt Out-File Etror Mezzage = Could not
PowerShell  hCheck psi find & part of the path
|SE Host 'COscriptsiTest kim'.

Fully Gualified Errar ID =
FileQpenFailure Microzaft Po
werShel Commands . OutFile
Command

0272972016 02:53:00 PM HR43 ADINWIm RemoteHost Invoke- Error Message = X

WehRequest MNetwork Access Message:

The page cannot be
displayed

Explanation: Thereis a
proklem with the page you
are trying to reach and it
cannot be displayved.

Figure 45

EventTracker *j 3
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o Windows PowerShell-Script execution details

Windows PowerShell-Script execution details

Command Command

n Cumputﬂ User Hamn Host Type n Script Path Executed n Parameters n
02529052016 02:41:46 PM  MGR44 A0 it RemoteHost Coldzerstom'Dovenloads PowerSpl Mewe-Ohject  ParameterBinding(Mew-
oitRecomPosetWiew bl Ohbject)
name="Propetty";
value="System Collectio
0252902016 02:41:47 PM MGR44 A0 Wit RemoteHost ColdzerstomiDovenloads PowerSpl Newe-Ohject  ParameterBinding(Meyw -
ot FEecomPoset e psl Ohject):
name="TypeMames";
0202902016 024759 P HR23 SO Witn Windows ChHeathCheck psl Get-Contert  ParameterBinding(Get-
PowwverShell Host Cortent): name="Path";
value="C\zcript='test ht
0202902016 024759 P HRE23 A0 Wi Windows ChHealthCheck ps1 Get-Content  ParameterBinding(Get-
PowwerShell Host Corterit):
name="EtrarAction";
0202902016 024759 P HRE23 A0 Wi Windows ChHealthCheck ps1 Out-File ParameterBinding(Cut-
PowverShell Host File): name="FilePath",
value="C:\Scripts\Test h
025292016 024750 P PRO22 MGMTWartha  Windows ChildzerstomiDovenloadsUpdateCh Mew-Ohject  ParameterBinding(Mew-
PovverShell ISE Host eck.ps Ohbject):
name="TypeMame";
0252902016 024750 P PROZ22 MGMTWartha  Windows ChScriptaUpdateCheck pe Mewe-Object  ParameterBinding(Metw-
PovverShell 1ISE Host Ohbject)
022902016 024759 P PRO22 MGMTMartha  Windows ChscriptspdsteCheck pe Invoke- ParameterBinding(Inyok
PowerShell ISE Host Expreszion  e-Expression):
name="Command",
Figure 46
-X-
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