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Abstract

This guide provides instructions to configure McAfee IntruShield Intrusion Prevention Sensor
(IPS) to send the syslog events to EventTracker Enterprise.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise version
7.X and later, McAfee IntruShield Security Manager Version 4.1 and later.

Audience

McAfee IntruShield IPS users, who wish to forward syslog events to EventTracker Manager.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted to be
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting
the rights under copyright, this paper may be freely distributed without permission from
Prism, as long as its content /s unaltered, nothing is added to the content and credit to Prism
/s provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Prism Microsystems, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product, person or event is
intended or should be inferred.

© 2015 Prism Microsystems Corporation. All rights reserved. The names of actual companies
and products mentioned herein may be the trademarks of their respective owners.
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Overview

EventTracker is designed to delve into the operational and machine data an organization's IT
infrastructure collects as it operates, and quickly identify patterns, isolate problems, and make it
possible to diagnose potential security and other problems. EventTracker provides tools that
address SIEM, real-time log management change and configuration management.

Prerequisites

e EventTracker v7.x should be installed.

e McAfee IntruShield Security Manager Version 4.1 and later should be installed and configured.

Integration of EventTracker with McAfee
IntruShield IPS

1. To configure McAfee IntruShield IPS to forward logs to EventTracker Enterprise, open the
IntruShield Manager Console.

2. Select Alert Notification tab, and then select Syslog Forwarder.

Alert Syslog Forwarder pane is displayed.

EventTracker j
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Enable Syslog Forwarder: & vee N
Enable Domain Netification: B curert admin Demain [ all child Admin Dom CTLTES ]
Syslog Server: & o I—
(1P Address DR Host Mame)* * Host 1P address
" Host name I
Post: 214 | *
Facilities: | =
Informational to | =]
Severity Mapping: Low to I ;I
Hedium to I |
High to I ;I
T &y attack
Forward Alects: T EEE
';’- By severity Witk sevarity 1 ‘=J
Enable Host Qusarantine Alert: e e = Ho
Message Preference: " System default  ® Customized | Edit ol

| Apply |

Figure 1

3. Select Yes next to Enable Syslog Forwarder.

4. Enter the IP address or hostname of EventTracker Enterprise in the appropriate Syslog
Server field.

5. Enter'514'in the Port field.
6. Select Local user O (local0) from the Facilities list.
7. Complete the Severity Mapping section as follows:
o Informational to: Select Informational: informational messages.
e Low to: Select Notice: normal but significant condition.
e Medium to: Select Critical: critical conditions.
e High to: Select Alert: action must be taken immediately.

8. Select Informational and above from the With severity list in the Forward Alerts section.

9. Click Apply.
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10. Select Customized in the Message Preference section, and then click Edit.

11. Copy and paste the following text into the Message field on the Customize Syslog
Forwarder Message window.

SyslogAlertForwarder format string:

| $IV_ATTACK_TIME$ | $IV_ATTACK_ID$ | $IV_ATTACK_NAME$ | $IV_SOURCE_IP$ | $IV_SOUR
CE_PORT$| $IV_DESTINATION_IP$ | $IV_DESTINATION_PORT$ | $IV_NETWORK_PROTOCOL$
| $IV_INTERFACE$ | $IV_APPLICATION_PROTOCOL% | $IV_RESULT_STATUS$ | $IV_DIRECTION
$|$IV_CATEGORY$ | $IV_SUB_CATEGORY$ | $IV_ATTACK_SEVERITY$| $IV_ATTACK_CONFIDE
NCE$ | $IV_ADMIN_DOMAIN$ | $IV_SENSOR_NAME$ | $IV_ALERT_TYPE$ | $IV_DETECTION_
MECHANISM$ | $IV_ATTACK_SIGNATURE$

SyslogAuditLogForwarder format string:

| $IV_AUDIT_ACTION$ | $IV_AUDIT_RESULT$ | $IV_AUDIT_TIME$ | $IV_AUDIT_MESSAGE$ | $!
V_AUDIT_USER$ | $IV_AUDIT_CATEGORY$ | $IV_AUDIT_DOMAIN$ | $IV_AUDIT_DETAIL_COM
MENT$ | $IV_AUDIT_DETAIL_DELTA%

SyslogACLLogForwarder format string:

| $ACL_NAME$ | $ACL_ACTIONS | $SOURCE_IP$ | $SOURCE_PORT$ | $TARGET_IP$ | $TARGET
_PORT$| $APPLICATION_PROTOCOL$ | $SENSOR_NAME$ | $INTERFACE$ | $ALERT_DIRECTI
ON$

SyslogFaultForwarder format string:

| $IV_FAULT_TYPE$ | $IV_FAULT_NAME$ | $IV_DESCRIPTION$ | $IV_FAULT_SOURCE$ | $IV_F
AULT_COMPONENT$ | $IV_FAULT_LEVEL$ | $IV_FAULT_TIME$ | $IV_SEVERITY$ | $IV_ADMIN
_DOMAIN$ | $IV_OWNER_NAME$ | $IV_OWNER_ID$ | $IV_ACK_INFORMATION$

12. Click Save and then click Apply.
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EventTracker Knowledge Pack (KP)

Once logs are received in EventTracker, Alerts and reports can be configured in EventTracker.

The following Knowledge Packs are available in EventTracker v7.x to support McAfee
IntruShield IPS monitoring.

Categories

McAfee IntruShield IPS: Brute-force attack - This category based report provides
information related to the Brute-force attack activity.

McAfee IntruShield IPS: Exploit attack - This category based report provides information
related to exploit attack.

McAfee IntruShield IPS: Fingerprinting attack - This category based report provides
information related to fingerprinting attack.

McAfee IntruShield IPS: Host sweep attack - This category based report provides
information related to host sweep attack.

McAfee IntruShield IPS: Policy Violation attack - This category based report provides
information related to policy violation attack.

McAfee IntruShield IPS: Port-scan attack - This category based report provides information
related to port-scan attack.

McAfee IntruShield IPS: Service-sweep attack - This category based report provides
information related to service-sweep attack.

McAfee IntruShield IPS: Volume DoS - This category based report provides information
related to volume DoS.

EventTracker j 6
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Alerts

e McAfee IntruShield IPS: Brute-force - This alert is generated when Brute-force attack
occurs.

e McAfee IntruShield IPS: BACKDOOR attack - This alert is generated when BACKDOOR
attack occurs.

e McAfee IntruShield IPS: Back Orifice Trojan - This alert is generated when Back Orifice
Trojan detected.

e McAfee IntruShield IPS: Exploit - This alert is generated when exploitation attack occurs.

e McAfee IntruShield IPS: Fingerprinting - This alert is generated when fingerprinting attack
occurs.

e McAfee IntruShield IPS: FTP login alert - This alert is generated when FTP login occurs.

e McAfee IntruShield IPS: Host sweep - This alert is generated when host sweep event
occurs.

e McAfee IntruShield IPS: MSSQL user login failed - This alert is generated when MSSQL user
login failure occurs.

e McAfee IntruShield IPS: NBTSTAT scan - This alert is generated when NBTSTAT scan
occurs.

e McAfee IntruShield IPS: Port-scan - This alert is generated when port-scan activity occurs.

e McAfee IntruShield IPS: RADIUS attack - This alert is generated when RADIUS attack
occurs.

e McAfee IntruShield IPS: SITE EXEC exploit - This alert is generated when SITE EXEC exploit
occurs.

e McAfee IntruShield IPS: SMTP worm spread via attachment - This alert is generated when
SMTP worm spreads by attachment.

e McAfee IntruShield IPS: SQL system alert - This alert is generated when SQL system
activity occurs.

e McAfee IntruShield IPS: Telnet login Brute force - This alert is when generated telnet login
occurs by brute force.
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e McAfee IntruShield IPS: Virus/worm file share spread - This alert is generated when
virus/worm is spread by shared file.

Import McAfee IntruShield IPS Knowledge
pack into EventTracker

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility. Click the Import tab.

Import Category/Alerts/Tokens/Flex Reports as given below.

Import Category

1. Click Category option, and then click the browse L button.

EventTracker j 8
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'Y Export Import Utility

Export | Import

2. Click the Import button.

Qptions Location
@ Category

) Fiters

O Mets

) Systems and Groups Source :
) RSS Feeds

7 Scheduled Reports

~) Behavior Rules

) SCAP

) Token Value

1. Provide the path and file name of the Categories file. Use the ..." button to browse and locate the import file.

Import

| [ cose

Figure 2

2. Locate All McAfee IntruShield IPS group of Categories.iscat file, and then click the Open

button.
3. To import the categories, click the Import button.

EventTracker displays success message.

Export Import Utility

EXS

Figure 3

4. Click OK, and then click the Close button.

EventTracker ‘j
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Import Alerts

1. Click Alert option, and then click the browse :] button.

' Export Import Utility

Export | Import

2. Click the Import button.

Options
i) Category

i) Fiters
@ Alerts

i) Systems and Groups

Location

Import E-mail settings
Set Active
@ Only ff notifications set

) By defautt

1. Provide the path and file name of the Alers file. Use the *..." button to browse and locate the impaort file.

This setting is applicable only for imports from Legacy
[w6x) Alert files. For v7, the active status will be set
based on "Active” key available in the configuration

section.
i) RSS Feeds
©) Scheduled Reports Source :
~jgalt E
[ :I}Behaviur Rules
~) SCAP
i) Token Value
Import l [ Close
Figure 4

2. Locate All McAfee IntruShield IPS group of Alerts.isalt file, and then click the Open button.

3. Click the Import button to import the alerts.

EventTracker displays success message.

Export Import Utility

q

:I Selected alert configurations are imported successfully,

Figure 5

EventTracker
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4. Click OK, and then click the Close button.

Import Tokens

1. Click Token Value option, and then click the browse D button.

e Eport Enport Uity = o>
Export | Impart

1. Provide the path and file name of token value file. Use the °..." button to browse and locate the import file.
2. Click the Import button

Options Location
™) Category

=) Filters

O Alers

_ 5 :
) Systems and Groups oures
~istoken E

~) RSS Feeds

™) Scheduled Reports
=) Behavior Rules

=) SCAP

@ Token Value

Import l [ Close

Figure 6
2. Locate All McAfee IntruShield IPS group of Tokens.istoken file, and then click the Open
button.
3. To import tokens, click the Import button.

EventTracker displays success message.

Export Import LUtility

Y

Figure 7
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4. Click OK, and then click the Close button.

Import Flex Reports

1. Click Scheduled Reports option and then click the browse D button.
2. Locate All McAfee IntruShield IPS group of reports.issch file and then click the Open

button.
% Export Import Utility & S . s | =
Expart | Import
1. Prowide the path and file name of Schedule Report file. Uze the "' button to browse and locate the impaort file.

2. Click the Import button

Options Location

"1 Category
) Filters
| Aalerts

~) Syztems and Groups Source :

*izzch D

[ Schedule Settings
03,2045

") RSS Feeds
@ Scheduled Reports
) Behavior Rules kumarnitesh

) SCAP

1 Token Yalue

[ Import ] [ Cloze

Figure 8

3. Toimport scheduled reports, click the Import button.

EventTracker displays success message.

# ~

Export Import Utility &

Figure 9

4. Click OK and then click the Close button.
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\VVerify McAfee IntruShield IPS knowledge
pack in EventTracker

VVerify McAfee IntruShield IPS Categories

1. Logon to EventTracker Enterprise.
2. Click the Admin dropdown, and then click Categories.

3. Inthe Category Tree, expand McAfee IntruShield group folder to view imported categories.

Category Management

| Category Tree I Search

3 m Mosfee IntruShisld L. Total category groups : 258 Total categories : 2,510 o
= m WMechfee IntruShield ACL I Last 10 modified categories |
McAfee IntruShield ACL: Traffic allowed
Name Modified date Modified by
MeAfee IntruShield ACL: Traffic denied °
McAfee IntruShield IPS: Volume DoS TI21/2014 10:53:20 AM
= [ Meatee Intrushield 122 MeAfee Intrushield IPS: Service-sweep attack 712172014 10:53:04 AM
MeAfes IntruShield IPS: Srute-force sitsct McAfee IntruShield IPS: Port-scan attack 712102014 10:52:49 AM
McAfee IntruShield IPS: Exploit attack MecAfee IntruShield IPS: Policy Viclation aftack Ti212014 10:52:33 AM
McAfee IntruShisld IPS: Fingerprinting stt McAfes IntruShield IPS: Host sweep attack /212014 10:52:19 AM
. CEi i 1/ g-a7-
MeAfes IntruShisld IPS: Host sweap stise McAfes IntruShisld IPS: Fingerprinting attack Ti21/2014 10:47:19 AM
MecAfee IntruShield IPS: Exploit sttack TI212014 10:47-03 AM
McAfee IntruShield IPS: Policy Violation a ~
McAfee IntruShield IPS: Brute-force attack TiZ1/2014 10:46:41 AM
MeAfee IntruShield IPS: Port-scan stisck Sonicwall SSLVPN: NetExtender connection request 711412014 6:36:34 PM
MeAfee Intrushield IFS: Sanvice-swaep st Sonicwall S5L VPN: NetExtender connected TH4/2014 6:35:42 PM
MeAfee IntruShield IPS: Volume DoS
+] [} MeAfee Sidewinder Firewal
+] [[7] Microssft Forefront
+| [ Misrassft Windows Hyper v
+| [] Metorals
| [0 mysaL
v
#] [1] Netseraen N
Figure 10

Verify McAfee IntruShield IPS Alerts

1. Logon to EventTracker Enterprise.
2. Click the Admin dropdown, and then click Alerts.
3. In the Search field, enter 'McAfee IntruShield IPS’, and then click the Go button.

Alert Management page displays all the imported McAfee IntruShield IPS alerts.
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Alert Management Search: |McAfes | Show All Page Size:

Action
at
Agent

[]| MeAfee ERO: Activity log error High O O O O O O O O O
[]| Meafee EPO: Buffer overfiow detected Serious O O O O [l (] [l ] L]
[ ]| McAfes EPO: Disk IO erors High O O O O O O O O ]
]| MeAfee EPO: File 10 errors High O O O O O ] ] | O
D McAfee EPO: Memory allocation error Medium D D |:| |:| |:| D D D D
[]| Meates E20: Stan eror High O O O O O O O [l O
]| McAfee EPO: Virus detected Serious 0 O O O O O O | ]
[]| MeAfee HIPS: Application blocked High O O O O O ] O O O
D McAfee HIPS: Host infrusion detected Serious D D |:| |:| |:| D D D D
|:| McAfee HIPS: Metwork intrusion detected Serious D |:| |:| |:| |:| |:| |:| D D
[]| McAfee HIPS: Quarantine check failed High O O ] ] ] O | | O]
[]| MeAfee IntruShield IPS: Back arifice Trojan Medium [l O O O O O O O O A4
11 McAfee IntruShield IP5: BACKDOOR Altack High A (| m (| m m m m m—
=+Click "Activate Now' after making all changes | ;..o | | Add alert | | Delete |
Figure 11

4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays message box.

Message from webpage @

F

lé Successfully saved configuration.

Figure 12

5. Click the OK button, and then click the Activate now button.

NOTE: You can select alert notification such as Beep, Email, and Message etc. For this, select
the respective checkbox in the Alert management page, and then click the Activate Now button.

EventTracker *j 1%
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Verify McAfee IntruShield IPS Tokens

1. Logon to EventTracker Enterprise.
2. Click the Admin dropdown, and then click Parsing rules.
Imported McAfee IntruShield tokens are added in Token-Value Groups list. Refer Figure 14.

[ Pasngrus | Tempum |

PO e i
o ._] e ikt Orcups b Tohen-Value Grou & Wolles beiroaad L7
Ej Tatpt
[ e i W Display nasns:  Token Teg Separsior Terminater Mesolution Description  Sowrce type  index
el ] Atiack Hame ATTACK MAME - Windows
LJ ST
:J:I-G::l-":-?i'\-&" Afack Calegary CATEGOSR - Wi
_FJ Camop ACS Foesull Stabu RESULT STATLS - Windows
"_j Zmoo AT [ Soute P SOURLCE 1P L i |
u Camco ronfort ES4
ﬂ CISSD ronsert WA
v [§ Casee c2E
:J o PR
Ak Fluls Dessls cren £ pTOUD T b 1AIC
:J Symaree Endpor Protest,_,
[, [
< I
Figure 13

Verify McAfee IntruShield IPS Flex Reports

1. Logon to EventTracker Enterprise.
2. Click the Reports menu and then Configuration.
3. Select Defined in report type.
4. In Report groups Tree to view imported Scheduled Reports, scroll down and click McAfee
group folder. Scheduled Reports are displayed in the Reports configuration pane.
EventTracker 5
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—

Repart groups Reports configuration => McAfee
[ ]

= = = -
E}msco”onpmwsg (U Scheduled ) Queued @ Defined > Search A s I}

E] Cisco ISE
E}C\auis{er

E] Dell FORCE 10 Switch

Created on¥ Modified on

tcAtes Intrushield-IPS sttack detail report O4A7H2 4:47:26 PM 04712 44726 PM 0 m +
E] EventTracker

E}Imper\ra
E]JuniperJUNDS

E}Luebindarsp

4
&l

E] Flex B tcates HIPS threat detsil report TR 53504 P TR21H1 535:04 Ph 0 E [+
&l

McAtes YirusScan analysis report 21 44202 P T2 4:42:02 PR 0 E +

" LOGbinder SOL

OKTA 850
[} pemistent
E} SEPM

[} snen

E}Sommal\ uTH

E] Teradata Database

E} Trend Micro
E] Trend Micro
E} Whdware

E] Wiebsense WG

Figure 24
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Sample Report

McAfee Intrushield - Attack activity

User Selection :

From Date:7/17/2014 6:05:43 PM

To Date: 7/17/2014 7:05:43 PM

Limit Time Range: None

Refine: None

Filter: None

Categories Selected: N/A

Computers Selected: CONTOSO-MCAFEEIPS-5YSLOG, CONTOSO-MCAFEEIPS
Description: None

Detail:

LogTime Source IP Attack Hame Attack Category

OvMTi2014 5 5 NETBIOS-5S: Wirus/\Worm File Share Spread Service Sweep
0772014 06:05:5 3.45.66.82 RADIUS: Authentication Brute Force Brute Force
0772014 06:05:52 PM  34.67.98.54 NETBIOS-NS: MBTSTAT Scan Service Sweep
0772014 06:05:52 PM 58.27.52.24 MSSQL: Password Brute Force Brute Force
0772014 06:05:52 PM 53.6.24.25 IMAP: Password Brute Force Brute Force
0772014 05:05:52 PM 87.24.45.24 ICMP: Host Sweep Host sweep
07HTI2014 06:05:52 PM 58123423 FTP: Legin Brute Force Brute Force
07HMTi2014 06:05:52 PM 23872434 MSSAL: SAL Server Worm Slammer Exploit
0772014 06:05:52 P 23.78.67.32 Over Threshold DDos
0772014 05:05:53 PM BACKDOOR: Injector Trejan Exploit
0772014 05:05:53 PM RLOGIN: Password Brute Force Brute Force

Result Status

Blocked
Blocked

Blocked
Blocked
Blocked
Blocked
Blocked
Blocked
Blocked
Blocked
Blocked

EventTracker ‘j
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